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ABSTRACT

The Service Oriented Computing (SOC) paradigm, defines servicasfware artifacts
whose implementations are separated from their specificatipdication developers rely
on services to simplify the design, reduce the development time and\Midsn the SOC
paradigm, different Service Oriented Architectures (SOAs)ehlawen developed. These
different SOAs provide platform independence, programming-languadependence,
defined standards, and network support. Even when different SOAsv fthiile same SOC
principles, in practice it is difficult to compose services froaterogeneous architectures.
Automatic the process of composition of services from hetesmyenSOAS is not a trivial

task.

Current composition tools usually focus on a single SOA, while otthensot provide
mechanisms for ensuring safety of composite services andrtesactions. Given that some
services might perform critical operations or manage Bemsilata, defining safety for
services and checking for compliance is crucial. This work propases workflow
specification language for composite services that is SOA-indepé. It also presents a
framework for automatic composition of services of heterogeneouss S€dfporting web
services (WS) and OSGi services as an example. It integfatmal software analysis
methods to ensure the safety of composite services and theactidas. Experiments are
conducted to study the performance of the composite service gghatdomatically by the
framework with composite services using current composition methd@s use as an
example a smart home composite service for the management aimasgddeployed in a

regular and in a resource-constrained network environment.



CHAPTER 1. INTRODUCTION

A Smart Home is a pervasive computing environment equipped with technslioy as
sensors, actuators, services, and applications to assistittente$o perform their activities
of daily living [1]. Smart Home research has mainly focusechelping the elderly and
persons with special needs to stay home longer and live more indepentiemitgler to
promote aging in-place these homes must be customizable and exteBd@y person and
every home have a different set of requirements and preferenuesmakes standalone
applications infeasible to provide a customizable, comprehensive sofatian pervasive
environment such as the Smart Home. A flexible, dynamic solutionewfbatures can be
added and removed without disrupting the overall functionality of thetStaane system is

preferred.

A service-oriented approach provides the tools to address the problems ifound
pervasive computing environments such as the Smart Home. Ovematiseti)ere have been
a number of studies on different devices and development approachepptwmtsthese
dynamic environments. A service-oriented approach has been adopted fodingrovi
solutions to the challenges of developing Smart Home serviedsapplications. The
Service-Oriented Computing (SOC) paradigm delineates the m@ddbr the development
of services and service-oriented applications. Within SOC, sev&eavice-Oriented
Architectures (SOAs) have been proposed, developed, tested, and defjlogee SOAsS
have provided solutions to a diverse set of important issues. NeverteadsS§OA operates

independently and there is still a need for solutions that integrate them.

This dissertation proposes a solution for the design and developmeetvizies and
applications in pervasive computing environments using Smart Homes esample. We
strongly believe and support a SOC based solution. Over the yearslsBOAs such as
Web Services, OSGi, Jini and UPnP have emerged. While thesefSi@sthe same SOC
paradigm, usually the services developed in different SOA are amopatible with each
other. Several researchers have tried to compose serviceaigesieous SOAs, as task
demonstrated not to be a trivial one. As SOC gains more adeptsistlzegeeater need for



supporting composite services that combines services of heteoogeB®As. Based on the
SOC standard, services are seen as individual units based fumdtienality they provide
and not as pieces of software developed using a particular SOArtwh#tely, in today’s
real world applications, SOC development is tightly coupled to thigcpiar SOA of the
services. Being able to create composite services independettibirgbarticular SOA, will
have an impact in the number of services that can be selected. Thisesulidn an increase
in flexibility, availability, and functionality of individual and cqmusite services. This
approach can also have the effect of increasing scalabilityceethe cost, and require less

development time and learning curve.

In this work a composition framework that allows creating oositp services
independently of the SOA of the individual services is proposed, developbtested. The
requirements for creating composite services independently iofpiicular architecture
are elicited. A discussion on how to incorporate these requirsrreéatthe SOC standard is
presented. A SOA-independent language to specify the workfloworopasite services,
inspired in technology currently under use is defined. The framedl@r&loped, composes
the services using this SOA-independent language, and creaiegpkementation of the
composite service that supports services from heterogeneous S@ls.camposition
process is completely automatic and platform, language, and 8@epaendent. Services
used during the composition process are included without requiring angeshém their
original implementation and without translating services from onA &Canother. During
the composition process, the framework automatically checksod safiety properties of the
composite service and the services interactions. The framesvddsigned with a selection
algorithm that capitalizes on performance, as our work focusesnproving this non-

functional requirement for composite services.

A mechanism is presented to ensure that these compositions afgke®ous services
satisfy the defined safety criteria. To perform theseckheformal software analysis
techniques are used, specifically model checking. Different mduetking techniques are
incorporated as a fundamental part of our composition framework. Bastw @ervices

properties, they are categorized as baseline or extended. Tlifssendicategories of



services supported and their interactions are checked. A semiaigtdéechnique is shown
on how to model and check the baseline services that are assumedémtinuously in the
system and to have a custom set of safety criteria. An autoteatinique is used for
extended services that employs the workflow specification of dmeposite service and
automatically checks the composite services and their ati@na. Extended services are

assumed to be more dynamic and might come and go or change.

Our composition framework is designed focusing on the non-functional eetgnts of
safety and performance. Different experiments take placestowhether our framework
indeed satisfies these requirements. We are especiallgstedrin performance as pervasive
environment relying on services such as a Smart Home might deddnaural areas where
resources like networking might be scarce. Performance of theosition process, the
execution of the resulting composite service and of the communisdtemomes critical. To
test our composition framework performance, the execution of compssiigces is
measured under different network environments. The network environmemtsaresea
regular LAN network and a wireless mesh network (WMN). A Witovides a constrained
networking environment. In the experiments, the overhead that thgosdman framework
adds to create the intended composite service and perform the rhedklis measured.
Composite services using current composition techniques are créaésg. composites are
usually generated manually and they use only services of theameThe performance of
the composite service automatically produced by the compositiorewark is compared
with the performance of the composite service created usinghturethods. These different
composites are executed under a regular LAN and WMN networkingoement and a
summary of the results and conclusions is presented. In theawtixing a summary of the

main topics relevant to this dissertation are presented.

1.1 Service-Oriented Computing

The properties of services make them an appropriate choice foopeeit of pervasive
computing environments like the Smart Home. A service is definednagutonomous,
loosely coupled, platform independent entity that can be described, pabldiscovered,

and invoked. A service can perform simple or complex computat@dné service can be



atomic or can combine several atomic services into a composite;. §amice belongs to a
particular Service-Oriented Architecture (SOA). There anemal SOAs like Web Services
and OSGi. Each SOA has their particular set of features serthts but all of them follow
the same SOC paradigm. We believe that having a pool of sefwraesheterogeneous
SOAs available will help to better satisfy our performance safety requirements, as the

most appropriate services can be chosen without limiting to those of a single SOA

In this work, two SOAs widely used in Smart Home environmergsstudied: Web
Services and OSGi services. Web Services (WS) are sofsyarems identified by a URL
that use XML files to define their public interfaces and bindimfgrmation. This allows
other software systems to search and discover services definifibese other systems may
interact with the WS as described by its definition, using XMkda messages conveyed by
Internet protocol$3]. WS are a very interesting SOA as a significant amourdsgfarch has
been devoted to this area. This resulted in the development of a pleth@/'S that can
certainly be used. The other SOA studied is OSGi, which entid@deteployment of services
over wide area networks to local networks and devices. It speaif@ger with a common
architecture for the execution of services. This architeatua@s onto the physical and
logical components providing a service platform that service providan use to deliver
services to customers in their own environmpiit Pervasive environments such as the
Smart Home make use OSGi, as it is very convenient for congadmall and embedded
devices such as cell phones, sensors, and actuators. In additions&»8&as are local and

the framework where services are deployed has strong security.

There have been several standardization efforts for individual SOA,ndutfor
combining services of different SOA. The Open Service Oriented Archite@B8OA) [5] is
an informal group of industry leaders that share the common intérdsfining a language-
neutral programming model that meets the needs of enterpriséomErgewho develop
software that exploits Service Oriented Architecture chanatitss and benefits. Their
initiative gears toward defining specifications for Web Servieebnology. Control over this

effort has been transferred to the standardization group OASIS{QBE which is a



consortium that drives the development, convergence, and adoption of operndstéoride
global information society. IEEE apparently has the intentionaiodstrdize SOA, but little
information can be found in their main portal for that effort Tf{je Open Services Gateway
initiative (OSGi) alliance is responsible for the standardmataf the OSGi framework and
the services that the framework accepts [8]. These bodies,iaBpE&ASIS-OPEN have
standardized several protocols for SOAs such as the SOAP, WSDBREE, and several
other WS languages such as WS-Context, WS-Security, and W®RBRdlassaging. The
OSGi alliance has standardized the OSGi framework and the busilleture, where a
bundle is the mechanism used to package services. As noticed, eAchaSQaken an
independent approach into standardizing its own set of protocols. In okirwepresent a
framework that allows combination of services of heterogeneous MAspropose the
guidelines for standardizing these kinds of operations.

1.2 Composition of Services

Several standardization bodies have proposed standards for compositioniadsse he
OASIS-OPEN has defined the Reference Model for Service @deAtchitecture [9] to
encourage the continued growth of different and specialized SOAenmepitations while
preserving a common layer of understanding about what SOA iseilnReference Model,
they define the techniques for composition of services. They défmenain technique for
compositions known as orchestration as “a technigque used to composehigatand self-
contained service-oriented business processes that are exewliteabedinated by a single
agent acting in a ‘conductor’ role.” The implementations of orcagshs are typically
described using a scripting language. An orchestration engoepta the scripting language
and executes the process orchestration description. The ortbhestrayine is a hardware or
software component that acts as the central coordinator for exgetiugi flows that comprise
the orchestration. The standard assumes there is a hardwarew@aresafomponent that
executes the process flow, but does not provide specific requireroetiie$e engines. The
OASIS-OPEN definition is very high level and we believe thammimum set of
requirements and capabilities for these scripting languagedarserthestrations should be

provided.



Several approaches deal with the problem of service compositiorsfaacdic SOA. In
the literature, we find that most works have focused on stestdgr composing WS [3].
Other approaches have tackled the problem of combining diffS@As. Some middleware
solutions translate legacy code, a particular programmingiéaygg or a service into another
SOA, usually WS [10]. After the translation process, WS contipasiechniques are used.
The problem with this type of approach is the overhead incurrdtkitréanslation process
and the extra layer of communication that WS imposes that &eet #ie performance. In
addition, we believe that analyst, developers, and other stakeholddesimportant design
decisions when they chose a particular SOA over the others. Thendferoriginal services
implementation and architecture should be preserved, which is one tdatiuees of our
framework. Other composition frameworks mentioned in literaturg @ abstract
representations of services and simulations [11]. In our work, we pravigxample of an
extensible framework that uses actual services and perfampgosition of heterogeneous

SOAs. A guideline on how to extend it to support other SOAs is provided as well.

The Service Component Architecture (SCA) [12] is another standdrdizeroach for
the composition of service of heterogeneous platforms. The SCAisp8Baiis define how
to create components and how to combine those components to form applic@tiens
components of an SCA application can be built using technologies suldva, C++, WS,
Spring, and other services and programming languages that ycamithi SCA-defined
programming models. SCA allows combining services developed using ediffer
technologies, but they have to follow the SCA guidelines. Servicesthavelude a series of
annotations in their source code for the SCA framework to achept.tThis makes it
difficult to use services their original implementation. In SGArvices bindings need to
specify the particular technology or programming language of thecsdor the framework
to be able to interact with it. The SCA standard assumes tivateseare deployed under the
same domain and that entities will use the same vendor SCAMirark implementation
within their domain. Therefore, these set of assumption and requirements nfaketi§ktly

coupled technology.



A comparison of these frameworks and standards shows that none obffleesnan
independent, loosely coupled composition strategy that support serviteteobgeneous
SOAs. Our framework provides solution to these problems and congidensn-functional
requirements of performance and safety. A motivating scenaricaplaito our work in the
future is in the deployment of interconnected smart homes in meas dorming a smart
village. Smart villages in rural areas might have limitedvoet resources where efficient
ways to compose services using minimum resources while enssafgy becomes

necessary.

1.3 Model Checking Composite Services

In this dissertation, formal software analysis, specificallydat checking techniques are
used to ensure the safety of the composite services and theaciiaies. Formal software
analysis is a mathematically well-founded automated technigueasom about the behavior
of a software system, with respect to a specification of sous@mesunsoundness behavior
[13]. Model checking is one of such techniques whose use in the lageées/has increased
as software becomes more complex and intractable. Model chdaskangnechanism that
helps to ensure that given a model of a system and a set of mepeftiether the model

satisfies the properties.

In this work, the proposed framework for composition of heterogeneOés Services
pays special attention to the safety of composite services had imteractions. In the
previous sections, a description of the strategy to satisfgrpgance requirements used by
our composition framework is outlined. For satisfying the safjyirements, the composite
services and their interactions are checked for compliande tive safety criteria. The
composition framework automatically models the composite serviafispgon and their
interactions. It uses model checking techniques to verify whelleercomposite service
satisfies the established safety criteria. Model checking@ fundamental part of our
framework as this checking is performed before creatingatieal implementation of the
composite service. If the model satisfies the safety @ajtedhe framework creates the
composite service implementation. If the model does not satisfysafety criteria, it is

rejected, the user is informed of the errors found, and theeingpitation of the composite



does not proceed. Safety checking is an important issue for seovigeositions in general

and for those services created automatically.

1.4 Research Goals and Contributions:

We believe that the SOA standard should include a minimum setqafrements of
supported capabilities for the scripting languages used for siratiens. A set of these
requirements and a justification for them is provided. The Simpleic& Composition
Language (SSCL) is defined, as a language compliant vii#iset minimum set of
requirements established for orchestration languages. SS@LXMB-based language that
is used to specify the workflow of composite services in a sinnag that is SOA-
independent. SSCL is simple to learn but with the expressive ptwegerform the
functionalities required for services compositions. It is inspinetlvo XML-languages: the
Business Processing Execution Language for WS (WS-BPEL}jhen&ervice Component
Definition Language (SCDL) for SCA. WS-BPEL is an XML-basadguage for specifying
workflows and orchestrations designed for WS. SCDL is an XML-bdaeduage for
specifying components and composites in SCA. SSCL combines thecsiynpfi SCDL
with the expressiveness of WS-BPEL and supports functionalitiels as invocation of

services, basic data types, and decision and looping structures.

Our study of the standardization efforts for SOA shows that W3, ®SGi and other
particular SOAs have taken an independent approach and theresgrecifa guidelines for
composition of heterogeneous SOAs in a structured way. Some of the rS&A
characteristics are the separation of the implementationtfirerapecification and the ability
to reuse and compose services. However, the guidelines for compoargornesry high-level
and we believe there is a need for them to be more specifictrévigly propose SSCL and

its design principles to be part of any SOA standard.

The composition framework presented accepts a composite serviddowadescription
in SSCL as input and automatically produces an implementation afothposite service
that relies on services of heterogeneous SOAs. The composaimeviiork automatically

searches the services needed, performs a safety check, tneatesnposite service relying



on services from heterogeneous SOAs in their original implen@mtateploys the

composite service, and starts it.

A crucial step for our composition framework for automatically cosepservices of
heterogeneous SOAs is to have a registry that stores threnatfon of candidate services.
Several existing registries were studied such as the Univieeszription Discovery and
Integration (UDDI) for WS and the OSCAR bundle repository for OS@wices. A
customized service registry is provided that allows storingirtfemation of different

services and searching for them later.

We show examples of composite services created by our compos#amework that
relies on services of heterogeneous SOAs. Our framework cursempiborts OSGi and WS,
with the capability to be expanded to accept other SOAs. The xamnpée used to test our

framework is a smart home composite service for the management aimasdi

The composition framework uses an algorithm to select the sahateetter satisfies
our requirements when several services match the seamtiacrithis algorithm is context-
aware as is uses the context information to choose first thnseesealready in use within
the context. If a service is not found within the context, it $emr¢he customized services
registry and selects the service with the best performance.

The performance and safety of the automatically created com@esvices are analyzed
to determine if they satisfy our requirements. Several expetsrare conducted where the
results of the automatically generated composite service ampared with the results

obtained from using current composition techniques.

The composite services and their interactions are modeled amttedhéo ensure
compliance with the safety criteria. For the set of basedervices, examples that model the
services using PROMELA and their safety criteria using Liffeanporal Logic (LTL) are
shown. These models are checked for safety compliance using thiarpamodel checker

SPIN as an example.
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The safety of the extended services, like those automaticaégted using the
composition framework is also checked. The interactions betwess $kevices, as specified
in their SSCL file description, are checked for safety praggersuch as controllability,
absence of deadlocks, and false nodes. These checks are perfororedtieally and
integrated into the composition framework. Only those servicep#satall the safety check

are automatically implemented.

We claim that SSCL has the same expressive power of otbleestration languages
such as WS-BPEL. Our claim is justified by showing that S0d WS-BPEL have

compatible semantics even when their syntax differs.

We claim that the design of SSCL allows us to generate anWpekflow Net (0WFN)
model of the composite services and that a compatible WS-BRigegs will generate the
same oWFN. We justify this claim that will allow using eixig tools to analyze and check

the safety properties of oWFN.

The performance of our composition framework is studied in reguidrin a resource-
constrained environment. The performance under a constrained envirosnstatdied to
measure the feasibility of our composition framework. The regn&ronment is a LAN
network while the constrained environment used is a Wireless Mesioike(WMN). The
overhead and the performance results of services deployed uredgrar LAN network are

compared with those deployed under the WMN.

1.5 Organization of the Thesis
The rest of the thesis is organized as follows:

e Chapter 2 presents the literature review on the topics: smartshaveé services,
OSGi services, web services compositions, formal software sasagnd wireless

mesh networks.

e Chapter 3 contains the details of a set of essential serveasgors of the automatic
composition framework. These services use the smart home asample. Our

findings have been published in several conference papers and chapter 3heports
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Chapter 4 presents a modified version of a published journal papetesgatbes in
details the Medicine Information Support System (MISS). Th§3Mystem the main

composite service example used throughout the discussions in this dmsertati

Chapter 5 includes a modified version of a submitted journal papetdbatibes the
Simple Service Composition Language (SSCL) and provides the sdetfaibur

automatic composition framework supporting services of heterogeneous SOAs

Chapter 6 contains a modified version of a submitted journal papeprédssnts the
details of strategy used to ensure the safety of servicesrhining model checking

techniques and how they were integrated to our automatic composition framework

Chapter 7 explains the performance analysis results by cogphe automatically
composite service created by the framework with current cotigrogechniques.
Execution time under a regular LAN network is compared with xleewion under a

resource constrained WMN.

Chapter 8 summarizes the conclusions and future work.
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CHAPTER 2. LITERATURE REVIEW

In this dissertation, we present a composition framework that sugpigsogeneous SOAS
that automatically creates the composite service implementatat capitalizes on
performance and uses model checking to ensure its safety. This prvesents a
comprehensive solution to the problem of composition of services ofetfiffarchitectures.
However, several related works exist in literature. This chgpi@rides background and
related work on these topics like smart homes, web servicessaeltes composition,

OSGi, formal software analysis, and wireless mesh networks.

2.1 Smart Homes

A Smart Home is a house that integrates different technaldgieassisting the residents on
their daily and repetitive activities [14]. This general defimtencompasses a broad range of
different smart homes and their target populations. The technolodyirusee smart home
can assists the residents in performing their activities ibf ildng [15]. As a result, early
work coined the concept of a health smart home [1]. The design dcdlth lsenart home
especially targets people suffering different pathologies, thditepped, and the dependent
elderly, generally forced to hospitalization or placed in a nursingeh&s most smart home
research has focused on health smart homes, in this work Wwenakié use of term Smart

Home to refer to them.

A Smart Home is an example of a pervasive computing environniEasive
computing is also known as ubiquitous computing in some literature WiksA pervasive
computing environment integrates computation into everyday object awndiexc{17]. The
technology used in these environments includes sensors, actuators, andtiapglithat
interact with different appliances and data. Sensors are hardiediees that sense
phenomena such as room temperature and humidity. Actuators are dieatcesn perform
an action and change the state of the environment. Sensors @atraotan be programmed
individually or using rules and policies to activate actuators basesensors data. These

devices can also be integrated with other technologies and be @mhnecthe Internet,
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greatly expanding the possibilities on how Smart Homes can bea$edp people to stay
home longer. Nowadays with these and other advances on sensors amdlsaigaanology,

pervasive computing is achievable.

There is a growing need for efficient techniques to be abledgragm these pervasive
spaces [18]. One of the main limitations found in today's pervaspaees is that the
interconnection of their devices is very ad-hoc creating iskeescalability, the need for
numerous and repetitive tests, and difficulties to integrate egwology. These issues have
raised the need for software and hardware middleware solutions If18] especially
important to decouple the programming part from the physicalespad to allow different
devices to integrate easily into the pervasive space. Seofnahe standards going in this
direction have emerged such as UPnP [20], Jini [21], and OSGi [22].

Other researchers have focused on hardware-based solutions. Vaestudied how to
provide computing capabilities to sensors, actuators, and appliancésmasa-plugs" or
some other innovative interface [23]. These interfaces make pogwhigeraction between
an application and the physical device it controls. The hardwareedeuvisually have a
software service that controls the sensors, actuators, or applait@ehed to it. The purpose
is to make the developers’ life easier as they can foculeoapplication functionality and
leave tasks like wiring and physically connecting the sensorstiter engineers. These
software and hardware based solutions try to reduce the leaurvigin order to eventually
have other domain experts such as psychologist, physicians and theodwme pervasive
space to develop their own custom applications and control differentedewithout

requiring them to learn the different programming models used to control thésesde

There are several Smart Home projects across the Unaes Stnd the world. At lowa
State University, the smart home research lab [24] has beentipebadnvestigating
different topics on smart homes technologies, service-oriented sojuséindssecurity and
privacy. Another project is the Gator Tech Smart Home [25] developdlde University of
Florida. This project focuses on overcoming the challenges of ititepr@ew technology

into a pervasive environment. For this purpose, they developed a midelssveror platform
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called the Atlas platform [26]. This platform consists of hardwawdes, firmware and
software middleware. Each node consists of three layers:ptheessing layer, the
communications layer, and device connection layer. These layeswvapmpable and they
provide services that allow controlling devices via software sesvithis sensor middleware
platform is useful for context representation as services ¢amreoncepts such as “open”,

“humid”, or “72F” instead of raw data from sensor readings.

Another Smart Home project is the aware home at Georgia P&¢hThis project is an
environment designed to learn information about itself and its iramabitThe aware home
has two identical independent living spaces where inhabitants live infleore while
prototyping and experiments takes place in another floor. Thipteject intended to help
elderly people as well. They built a prototype lab that resenm@lesuse enhanced with
technologies such as RFID tags and readers, sensors, and videascarhey put special
emphasis on context understanding via sensors and ways on how the complitene can
make use of this context information. They also study how to debeltter context-aware
applications closing the gap between sensed data and the applicatiarsetihaln the aware
home, there are wearable computers and intelligent environmentahitacn the patterns
of the inhabitant and perform activities on their behalf. They gedl@ smart floor that can
detect the location of a person by creating a ground reaction (lGRE) profile. The GRF
profile computes a pattern of the footsteps of a person and préttich 90%accuracy rate
who is the person walking. One example of a context-aware apmlichey developed is the
Finding Lost Objects. They attach RFID tags on the objects ao#l the location of the
person. Using this information, they can estimate the last positithre aibject before it got
lost. The aware home project has a human-centered component that ssugguoat

connection among elderly and their family members.

The University of Washington has a project called the asststgdition project [28].
Their interdisciplinary effort aims at helping persons withAlgheimer disease. They study
the relationship between the physical limitations and the envinainmbey work under the
premise that a person with Alzheimer disease might be ablerflarmpecertain tasks in a

familiar environment but the same tasks would become veryuliffunder an unfamiliar
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environment. Their goals are to (1) use sensors to get an individoaksion and
environment information (2) learn and interpret their everykhavior (3) offer help. Their
interdisciplinary approach have the following advantages: (1) they feat data from real
patients not relying on simulations (2) they collaborate with egma elderly care (3) they
test their system with a real population. They present two geanof assisted cognition
systems. The first one is the activity compass, that is addwlp direct a disoriented person
to their destination using GPS and indoor sensors. They use this data to cansighelevel
model of the person's activities. It does a plan recognition thatndiees if a deviation from
the normal behavior should be interfered or not. Their second appli¢atitle adaptive
prompter that is inspired in the fact that an Alzheimer pati@ght be unable to perform
complex tasks but can perform simple tasks successfully. The progundes the person to
perform a set of simple tasks that aggregated makes the comaglex They do it by
capturing the sensor’s data and detecting what the patient is th@ngnodel and predict

what the patient is trying to do, and offer visual or audible assistance wtessagy.

2.2 Web Services

A Web Service (WS) is a platform-independent, loosely coupled, ceetiined,
programmable, web-enabled application that can be described, publisheavecks,
coordinated and configured using XML artifacts for the purpose of dgwg distributed
interoperable applications [29]. The idea of WS is to provide thensnsa that different
clients under different platforms can use the application provided.follow the SOA
paradigm by separating the service specification from theceeimplementation. WS uses
XML for specifying its service interface. The transport pool used by WS is HTTP. By
using these protocols, WS achieve platform-independence. Any progrgnianguage that
supports WS can provide the service implementation. WS uses difi#iniprotocols to
describe it public interfaces and bindings, with the more importatiiese being SOAP,
WSDL, and UDDI [3]. The OASIS consortium is in charge of driving averseeing these

WS protocols. More details on these protocols are discussed below.

The first fundamental protocol of WS is the Simple Object Ax&astocol (SOAP) [29].

WS exchange structured information using the SOAP protocol mesSAgA® uses special
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XML tags to format the content of these messages. A SOARage is essentially an XML
document consisting of three components: the envelope, the header, and th&@Hmdy
envelope describes what is in the message and how to proces® ihed@ter contains
processing and control information. The body contains the actual message.

The second fundamental WS language is the Web Service Descripgiogudge
(WSDL) [29]. WSDL describes WS as a collection of communicagiod-points that can
exchange messages. It details the interfaces exposed bysthb&\bperations supported, the
data exchanged, and how to bind and access the WS. An XML speamifisehema defines
the WSDL. A WSDL file is to a WS analogously what an ifaee is to a class in an object-
oriented programming language like Java. Several proxy code gesexstoavailable that
takes as input WSDL files and produce source code for interagtthgthe service in the
programming language used by the developer. These proxy code generadoise client
code according to the service requirements and specifications as found inDhel&'S

The third fundamental protocol in the WS standard is the Univddgakription,
Discovery, and Integration (UDDI). This protocol offers a cergealiregistry for services
that allow users to search and find them based on certainecritdre literature compares
UDDI repositories with the way a phone directory works. UDDbvates two basic
specifications: the definition of what information to provide abouh A& and an API to
query and update the registry. The UDDI Business Registry (MBR)an initiative to have
a centralized repository where every institution could access, regrsiesearch for all kinds
of WS. Corporations like IBM, Microsoft, and SAP sponsored this ini&abut it is no
longer in service. Instead, institutions now have to create dhirprivate UDDI registries.
There exists several WS search engines websites but thet dapport a UBR-like registry
[30],[31].

Other languages and protocols exist that provide additional WS doabties. These
additional specifications provide different features and satisfyr ateeds that the main
protocols SOAP, WSDL, and UDDI do not. Some of these additionalfagicins are WS-
Security, WS-Policy, WS-Notification, WS- Transfer, WS-DiscgqyeWS-BPEL, WS-
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Coordination, and WS-Management [32]. These other protocols are al&éebX$éd and
they are contained in the body of a SOAP message. Different meedsequirements
motivate the use of these additional protocols. One example of aywsksdl protocol is the
Business Processing Execution Language for Web Services (\EE)BFhis language has
become the de facto standard for compositions of WS. We study WS-Bidd

compositions based on this protocol in more detail throughout this work.

Several tools are available to experiment with WS and maniptiase protocols and
languages in a more user-friendly way. For the Java Develepgpse has plug-ins such as
the Web-Tools Platform (WTP) that allows the developers to weaithk WS using a
Graphical User Interface [33]. As mentioned above the UBR isngetcavailable [34], but
several open-source UDDI registry servers are available asicApache jUUDI [35] and
openuddi [36]. There are also APIs for manipulating UDDI such as UDDI4J [37].

For transmitting the XML-based protocols of SOAP, WSDL, UDDK athers, the WS
standard uses HTTP as its transport protocol. The choices of XMlefmring the language
and HTTP for transport, give these protocols advantages such agityereatensibility, and
platform and language independence. The choice of XML as thefba$¥S languages is
appropriate, as XML is a widely accepted language, there muienber of tools available for
parsing these files, it is lightweight, and it is firewaiéhdly. HTTP is the transport protocol

used because it works well with the current Internet infrastructure.

2.3 OSGi Services

The Open Service Gateway Initiative (OSGi) is a consortiutmaife than 80 companies
around the world whose mission is to enable the deployment of sewwez wide area
networks to local networks and devices [4]. It specifies a laytra common architecture
for the executions of the services. This architecture maps ontphtyscal and logical
components providing a service platform that service providers can dsbvier services to
customers in their own environment. Some of the benefits of OSGI ingladform
independence, application independence, multiple services support, seollaésration

support, security among different services from different prosjdenultiple network
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technology, and simplicity. OSGi provides a new category of apiplica It can connect to
the Internet and execute services locally therefore ces¢muices can use data from in-home
attached devices as input. The architecture of OSGi consistsestiae provider, gateway
operators, Internet access, local network, and the devices. Somesesd¢ocaDSGi includes
personal communications, energy management, security systemssgems, health care,

entertainment, information management, pay-per-use and synergistic sS¢38ice

The OSGi main feature is its definition of a general-purpossyrege managed Java
virtual machine framework that supports the deployment of bundles. Gi G&htext, a
bundle is a set of resources all packed in a JAR file. Some resources aedredpile others
are optional. The required resources are a special clasd balhelle activator, a manifest
file, a Java service interface, and Java classes impleménérsgrvice. Additional resources
include dependencies, other Java packages, and documentation. OSGi calapic@® can
download, install, and remove bundles. Bundles can register servicest, iorpexport Java
packages. The framework is responsible for managing bundle reletiedies such as
resolving dependencies, installing, starting, stopping, and updating. thhen OSGi
framework also provides a consistent programming model for bundle dexelbye
decoupling the service specification from its implementation foligwthe SOC paradigm
and defining a SOA. Some of the basic OSGi services that$i@ ftamework provides are
the log service, the HTTP server, device access, configuration geraeat, user
management, and preferences [39]. Several commercial and openisquieceentations of
the OSGi framework are available such as Knopflerfish [40]aOREL], Eclipse Equinox
[42], and Apache Felix [43].

OSGi is very suitable for programming smart environments sacthe Smart Home
because of its SOA support and its enhanced management of embeddesl die literature,
researchers prefer to use OSGi in this type of environmentxBorpe, T. Gu et. al. in [44]
provide a framework for developing context-aware application fovgsere computing
using OSGi within Smart Home environments. They propose an ontoleggbzontext
model that leverages Semantic Web technologies and OWL (Web Ontology Langieye

put it all together with a service oriented context-aware rewddie (SOCAM) architecture
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that includes services for context discovery, acquisition, and ietatm. Their key feature
is their ability to reason about various contexts by using ontolagiggirst order calculus to
describe formally the concepts in a particular domain. Thereexisting pervasive spaces

that rely on OSGi technology such as the Gator Tech Smart Ex®ne@escribed previously.

2.4 Services Composition
Service composition is at the heart of the SOC paradigm. Mosaras in the service

composition area has focused on WS, leading to the development ofrdifipproaches to
accomplish thig[3]. Some of the issues that arise with WS composition approackes
coordination, transaction, context, conversation handling, execution monitcaimd
infrastructure. There are different scenarios that will vadé developers to perform service
compositions. There are also a diverse set of composition methadolbgit can be used
such as static, dynamic, model-driven, declarative, automatetjamand context based
web service discovery. These issues and the different composititegsts have lead to the
development of various service composition frameworks some of themamathers semi-
automatic or fully automatic. Examples of these frameworksediew, MAIS, MOEM,
SELF-SERV, OntoMat-Service, SHOP2, WebTransact, and StarWSGdgértwhately, no
single framework solves all the issues, satisfies all tleelsyéor automatic composition of
WS, or provides all possible composition mechanism. Most of thesgewrarks work
individually and focuses on a particular issue or technique reasonawdoymprehensive

solution still needs to be developiq.

Different approaches have been proposed and studied in order to achezwatadtWs
compositions. WS composition is an active research topic, as at@Bimight not satisfy
certain needs but when combined with other services in a ckrtgaal way, the composite
service does. At this point, WS composition is beyond the human capdbiliseveral
factors that affect the tractability of services suclhaslarge number of services available,
the dynamicity of services, and the increasing number of ordgemmgadeveloping different
WS. Automating this process is what has motivated the developmerdiffefent

composition strategies.
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Two examples of composition strategies are the use of workflésjsand Al planning
[46]. With the workflow approach, the system uses a provided workflolecate those
services that satisfies it. Several platforms that use thkflaw techniques are EFlow and
Polymorphic Process Model (PPM). With the Al planning approach, the developatgs a
set of constraints and preferences and the system genbeaftesit of the composite service
and finds the candidate services. J. Rao and X. Saeinfocus more on the Al planning
techniqgue but they mention some workflow details as well. They presegéneral
framework for WS composition. They state that all the composittberses should provide
the following: presentation of a single service, translation ofahguages (from WSDL to a
formal, logic language), generation of the composition process |mexdkduation of the
composite service (to choose the best one out of several composiéinds@xecution of
composite services. They point out that only WS language thettigticonnects with Al
planning is DAML-S (also known as OWL-S). Different approaches Abrplanning
composition include situation calculus, Planning Domain Definition Laregig§DDL),
rule-based planning, and theorem proving. Some of the tools availablsuyadbrt Al
planning service composition are SWORD [47]and SHOP2 [11]. Mostesktframeworks
use abstractions of services in their compositions, while in thik & framework that works

with real services is presented.

Automatic composition of OSGi service has been an active reseguichof services as
well. A. Wood et. al. presents [A8] a framework to achieve spontaneous compositions of
OSGi services. Their framework provides functionality to handklability of services,
links to connect to the services and matching criteria for seiettie best available service.
R. Redondo et. al. ifi49] uses the WS-BPEL language to describe the workflow of a
composition. They provide a framework that extends OSGi in order to $UM®BBPEL
files, locate the candidate services, and automatically créwe OSGi bundle that
implements the composite service. Nevertheless, their frarkefgsouses on composing
OSGi services only. J. Anke and C. Sell present5] a strategy for automatically

composing OSGi services by first converting them to WS and atdsvuse WS
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composition techniques. Our work is different, as the servicesisseé in their original

implementation without the need for converting them to other architecture.

Other researchers have focused on the problem of composingdesteous SOAs. C.
Lee et. al. in[51] uses WS-BPEL for composite service workflow description, but allow
OSGi and WS combinations in the composite. In their work, the devetopst clearly
specify in the WS-BPEL file what type of service they intemdse (OSGi or WS) as well as
the binding information such as the URL of the WSDL file. Our werdifferent as there is
no need to specify the service type and binding information, as rifosmiation are
automatically gathered from a service repository. We also defime own service
composition language inspired on WS-BPEL, but ours is simpler and pro8i0és
independence. The fact there is no need to provide the details aboulttitidgpaservices,
allows our composition framework be extended to support dynamic bindindgs a
heterogeneous SOAs. A similar approach is followed by technolsgis technologies as
the Service Composite Architecture (SC1] found in frameworks such as Apache
Tuscany[52], Fabric3[53] and the Newton Framewoifs4]. The basic unit in SCA is a
component that is a service developed using any supported SOAss@$&, Spring, and
WS. SCA offers a framework in which developers can create compogsing these
components, developed under different platforms. Components use tags andaaniotat
their source code for intercommunication. To create composites,USEMA special XML
language Service Component Definition Language (SCDL), that tdleesags of the
components and interconnects them. The problem with this technoldiggt ihe services
code has to include these tags and annotations in order to work wittsChéamework.
This limits the services that can be used to only those developlesvifgy the SCA
specification. In our work, we strive at using the servicesair toriginal implementation
without the need to change the source code or add tags or aamaadowing reusability of

services already available.
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2.5 Formal Software Analysis

Formal software analysis is a mathematically well-foundednaated technique to reason
about the behavior of a software system with respect to a gpdiofi of soundness and
unsoundness behavior. As software becomes more complex, using forriehti@ni serves
as an essential tool to ensure its correctness. There diasemt techniques and trends in
formal software analysis like model checking [13]. The techniqueoaiehrchecking consists
of a modelM of the system consisting of state transitions and a set of pegfeto check.
The checker will visit all possible paths of state transitionsee whetheP holds on model
M.

Other techniques to check formally the correctness of systerabatract interpretation
and the deductive method. Abstract interpretation instead of weaigdata it uses over
approximation or under approximation. Abstraction of data is possibleokinp at the sets
and not the individual values. If two pieces of data belongs to the samnbefore an
operation and after it, then this set can be used instead of thécspalties. This greatly
simplifies the model by reducing the range of values from svih@rchoose to only values
that represent entire sets [55]. The deductive methods [56] deéireetd, C, QwhereP is
a pre-condition(C is the program, an@ is the post condition. Givela, CandQ the checker
verifies if runningC with preconditiond results inQ. A disadvantage of this method is that
it might require a lot of manual intervention to come up with the garép so that after

executingC, results inQ.

The main problem of using formal methods techniques is the stali@six problems,
where the number of possible states can increase rapidly. Skteesalire works deal with
the state explosion problems and with infinite possible values obgataing different data
taming technigues. One of this taming techniques is predicataahsir[57] in which the
values of the variables are mapped into a finite, smaller setbstfact values usually
Boolean. The heap abstraction technique tries to reduce the nuntmtesf in a graph by
moving into a single summarizing “super node” all those nodes thataarpointed by a
variable in the system. The symbolic execution technique [5&uéa® the program using

symbolic data and ranges instead of using actual data valubs. dbnditions are satisfied
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the execution continues down that path, otherwise it stops. The paded reduction
technique [59] tries to eliminate interleaving among independensaction in different
threads that will not affect each other. Heuristic seachrtique tries to navigate faster a set
of desired states. Another technique is the assume-guarantee,anhlghes that given an
assumption, if certain property can be guaranteed. As noticed itureerae can find a lot of
different approaches, tools, and future directions but rarelydahalypate their performance.
Also because of particular implementation details what is a goftharation for a tool or a
techniques it is not for the other.

There are several tool used for model checking that wengggested in using among
them SPIN, Java Pathfinder and, FIONA. The SPIN model cheslemidely used model
checker that perhaps is one of the most popular [60]. SPIN vesygems modeled in
PROcess MEta LAnguage (PROMELA) to see if they satiggtain properties specified
using linear temporal logic (LTL). SPIN also checks thes® MELA models for standard
programming errors such as deadlocks and unhandled exceptions. Thesgesaé tools
developed on top of SPIN, one of the Java Pathfinder (JPF) [48]. NASAopdedelPF in
their effort to produce error free code for their space, aviadiat robotics applications. JPF
converts Java code into a PROMELA model, verifies a set of pegperties, and allows the
developer to provide custom properties to check them as well. J®&F oM the state
explosion problem, posing limitations in the number of commands supportédeatehgth
of the programs it can translate. At this point, it only tratesl a handful set of Java
commands and it runs efficiently with programs with up to a tteausands lines of code.
Another model checking tool studied in this work is the BPEL20W&N, [which is a tool
that converts a WS-BPEL files into open Work Flow Nets (0WFN)o®FN is a special
type of graph for modeling service processes such as thoseepesing WS-BPEL. The
FIONA model checker [62], verifies properties of these oOWFN saghcontrollability.
Therefore, BPEL20WFN can be used to produce the oWFN and Fiona to verify it.

Uses of model checking are explored to ensure compliance widnsysguirement and
corresponding laws. One of the main contributions of this work isaméwork for

automatically create composite services of heterogeneouss.S&®#ne of these services
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handle sensitive data or control delicate systems. We needstoeethat these services
function properly, that their interactions are safe, and that theplgomith the appropriate
laws such as those for privacy of personal and medical data. Qhe @ws in the United
States that a Smart Home system must comply with when hgnskinsitive data is the
Health Insurance Portability and Accountability Act (HIPAA) [18] literature, there are
different efforts to define this and other laws using forlaagjuages so that a computer can
interpret it and check it [63]. This process is known as formalitiadaw and is a necessary
step as sometimes the language of the law can be ambiguous ot sulrjearpretation by a
law, or medical expert. Such ambiguities make it difficultdomputer systems to check for
compliance. However, in our work an effort is made to ensure thatroart 5Hlome does

comply.

2.6 Wireless Mesh Networks

A wireless mesh network (WMN) is a dynamically self-onigad and self-configured
network with the nodes automatically establishing an ad hoc connentiomaintaining the
mesh connectivity [60]. Some advantages of WMN are low up-front easl network
maintenance, robustness, reliable service coverage, and compaiitthitgd-hoc and other
networks. Some WMN applications include broadband home networking, community
networking, building automation, high speed MAN, and enterprise networking.

There are two types of nodes in a WMN: mesh routers and rmestscWireless mesh
routers have conventional routing capabilities plus support for meshonketg. The
wireless mesh routers design allows them to have multi-hop comationicallowing the
network coverage to be expanded. Wireless mesh routers have mwitgdeand wireless
network interfaces attached to them to communicate data amdagpdeneous network
protocols such as Ethernet, Wi-Fi, Bluetooth and Zigbee [64]. \Bgefeesh router are
assumed to have limited or no mobility at all. The nodes with ldnmebility form the mesh

backbone to which clients can connect.

A wireless mesh client is a network node with a simpler hahamad software platform.

PDAs, cell phones, and laptop are examples of mesh nodes [65]. Sapdistnesh clients
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may also have routing capabilities. For example, a typical lsgjapped with Wi-Fi sends
and receives data but does not route packets. A laptop enhanced withrougsh

capabilities will also route other client's packets, possiblpaexding the network and
strengthening the coverage. These mesh client with multipiorieinterfaces diversify the

capabilities of ad-hoc networks.

There are three types of WMN: the infrastructure also knoviraelsbone, the client, and
the hybrid WMN. The infrastructure or backbone WMN is a netwaith a set of wireless
mesh routers that have limited mobility and to whom clients conneCtieAat WMN is more
like a conventional ad-hoc network, where clients connect in atpgerer fashion. Their
main difference is that as part of the end-user requirements cliers magé perform routing
and self-configuration functions. The third type of WMN is the Hylmne that is perhaps
the most popular one. The advantages of the hybrid design aredslatrouters and mesh
clients can both perform routing functionalities, improve connegtiaitd coverage, and
support ad-hoc networking with self-forming, self-healing, and@eifnizing capabilities.
The hybrid WMN forms the multi-hop wireless connectivity by hgvim backbone of
wireless mesh routers that provide stability to the netwohle @&nd-nodes that may have
mobility have the capability of increasing the coverage aneaeapand the network. Some
of the challenges with WMN, especially the Hybrid, are aduiéity and performance. These
problems are especially noticeable as the number of nodes in therknetwthe number of
hops used to transmit a message increases. An interesting prip@fMN is that they are
not a stand-alone nor a new type of network, rather they arpatitie with current wireless
networks but combines them into a single infrastructure. WMN are unsour experiments
to test the performance of our services and of the compositionvi@ineas WMN provides

an infrastructure where network resources are constrained.
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CHAPTER 3. FUNDAMENTAL SERVICES IN PERVASIVE
ENVIRONMENTS

3.1 Introduction

Throughout our research, we have studied several strategies anohsiol\8ervice-Oriented
computing, software middleware solutions and services for pervasivemmeénts like the
smart home. Our finding such as requirements elicitation, design, deneigpesting, and
results have been published in a series of conference papers olasttfeav years. This
chapter provides modified versions of these papers presented ordérethat our work

progressed over time.

The paper entitled “MISS: Medicine Information Support Systenthen Smart Home
Environment” [66] outlines a medicines management system thatatgeghe doctor, the
pharmacy and the smart home. MISS ensures safety of medicaitake by checking
conflicts among new prescriptions with previous medications, mechealitions, and food
items. The design, the model of the conflicts and a prototyped implative are provided.
The paper entitled “Service-Oriented Middleware for Smart Hopplication” [67]
documents our first works with having a middleware solution for sigpgf the
development and deployment of new services. It focuses on providihgassbased
service-oriented solutions especially for managing sensorsaylrdd architecture is
presented with different demos that take advantage of the serigogedrmiddleware. The
paper entitled “Composition of Services for Notification in Smantnids” [68] documents a
comprehensive composite service for giving notifications using vamoansmunication
means. Repetitive task for communications are bundled into servicesh wte then
composed to form the notification service. Several examplesiioat how the composite
service is used along with the architecture for composite ssrincgeneral are presented.
The paper entitled “Using Web Services for Medication Managenmeat Smart Home
Environment” [69] extends our previous works mostly focused on a singlé@ By
introducing Web Services. This paper introduces the idea of combiningeserfrom
heterogeneous SOAs, integrates current systems, and providepenadility by using WS.
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Sensitive data among subsystems is securely transferred ibyg secure WS for

communication purposes as shown in the prototyped implementation.

These services, composites, and middleware solutions were the sprecof the
heterogeneous SOAs composition framework presented in this. tGésisking the correct
services interaction and managing sensitive medical data guidetb uke use of combined
model checking techniques for checking safety, also presented irthdss. Next, the

modified version of MISS [66] is presented.

3.2 MISS: Medicine Information Support System in the Smart Home
Environment

A paper published in Proceeding of tHI6ternational Conference on Smart Homes and
Health Telematics, 2008

José M. Reyes Alamo, Johnny Wong, Ryan Babbitt, Carl Chang

3.2.1 Abstract.

The Smart Home uses different technology to facilitate ives lof the resident and is
especially useful for assisting the elderly and persons withaspeeds. One area where this
population would benefit is managing their prescribed medications. d¢tiers presents the
Medicine Information Support System (MISS) which integratesp#ient’s information to
assist with the prescriptions management. The system checlkrftiicting medicines,
health conditions and food items. The data generated is used to feedutitystems in the
Smart Home such as the reminder and medicine inventory. A forodglns introduced for
conflicts checking. The three main entities: doctor, pharmacy amartSHome use this
model to detect their particular set of conflicts which ensthat conflicts involving the
entire context will eventually be detected. The design usemthdel as its basis for conflict
checking. The prototyped implementation of the entire system is based on Java.
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3.2.2 Introduction

The Smart Home is a house that integrates different techneldgriefacilitating the
execution of daily tasks. Sensors and actuators play a majorirrodessisting in the
automation of these tasks. Smart Homes, with modern technologyeesspecially for the
elderly and persons with special needs, have been a research subijeclast few years.
One main motivation for this research is that the baby boomeraon is reaching the
retirement age and the need for assistance increases as they grow old.

One of the areas in which the elderly and persons with speciat nveeadd need
assistance from the Smart Home is in their medicine intateagement. Keeping up-to-date
with the prescriptions can be challenging due to complicated meditames, several
simultaneous medications, similar instructions for medication irftakdifferent medicines,

and being aware of expiration dates and detecting conflicts.

We propose MISS: Medicine Information Support System in the SnuaneHo address
this issue. A step-by-step analysis of the process fonggttiescriptions today is presented.
This analysis helped identifying important requirements for ostesy. As a result we come
up with a formal model which is used for detecting errors andictmimong sets. These
sets are the medicines, food items and patient’'s health conditiortbeasgstem checks for
conflicts among those. This system generates data which aaselleby other subsystem in
the Smart Home. The reminders system which tells the patieen to take the medicines is
one of these subsystems that benefits from MISS. Also MISSsdas&ful for preparing and
updating a personalized calendar and providing individual assistareacfouser at the time
of taking the medicine.

There have been previous efforts for helping individuals with theagement of their
prescriptions. Some related work includes the Magic Medicine CafMMC) which is
presented in [1]. In that project the author mentioned that today’'s demaces are designed
to perform the device tasks plus connecting to the Internet. Thisrt®ntive appliance to a
device similar to a personal computer which also can go online. MiViE&gjuipped with a
facial recognition software, RFID smart labels, vital sigmaitor and voice synthesis. The
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MMC assists the residents of the house by giving personalingidders, detecting when a
resident take the wrong medicine, and measure some vital sign®INMfeis a great idea
but their product is not designed particularly for the needs ofltlelye population. They
also do not give details of how it interacts with the patient'srphay, doctors and health
care providers even though the MMC claims it can. We bridge #psby describing a
system in which the Smart Home interacts with the patientsodopharmacy and health
care provider. Such a system will be useful for checking cés#ied errors in the process of
dispatching medicines, will facilitate giving reminders, and willrease compliance with

medication intake [7].

The Smart Medicine Cabinet [2, 3] and the Smart Box [4, 5, 6] extdredMagic
Medicine Cabinet by using passive RFID technology and Bluetooth, threynize the state
of the MMC using a cellular phone. The cellular phone contains infam# be used to
give reminders and to know the state of the medicine cabinet atwhitnt. They assumed
that the medicine containers have RFID tags and the SmartiMedlabinet (SMC) can be
automatically updated. When the cell phone is within the SMC ranggnchronization
phase takes place keeping user intervention to a minimum. Nevssthi@ke still requires the
user to carry the cell phone to the synchronization area assvllcarry it to the pharmacy.
Our system presents a simpler synchronization process fromttaetisgpoint of view that
will not require any intervention from the patient. Also therd gl no need of carrying any

device such as a cell phone giving our system another advantage.

Technology available for automatic dispensing of prescribed gah be found in [10,
11]. All these products have some common features. In these maclinmeeghe? resident of
the Smart Home or a caregiver has to load the automatic despeite the medications,
enter the times that the medicine should be taken, remove the medifieethe system
reminds the patient for taking them and repeat these actions for p#seriptions. The

disadvantage is that these machines require a lot of manual action.

All these products has some outstanding features that facithateask of taking

medicines [10, 11], ensuring that the right medicine is taken gtrtper time [4, 6] and
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giving reminders to the patient [8, 9]. Also these products fatglito some extent the
detection of errors during the process such as when the madarmenot taken. But these
products by themselves do not address the need of managing medicin&tidn as they
still require a lot of manual input from the patient. In [13] &temn which uses this
technology for helping patients with dementia is presented. Otansys similar in which it
uses available technology to help patients with their prescriptitake. Our system is
different as it involves the doctor, pharmacy and health care prevadearly stages. Also
we provide a formal model of the system to ensure it is sateire and correctly detects the
conflicts. Also MISS presents a system in which the patiees dot need to enter any data
manually and can be integrated with existing reminder systeamsas outlined in [13]. The

following sections will describe more details of our system MISS.

3.2.3 Current Technology and System Requirements
Describing the process of a person who goes to the doctor and seagivescription will
help to identify important system requirements. This process cdamolien down into the

following steps:
1. The person visits the doctor.
2. The doctor prescribed some medicines.
3. The patient goes to the pharmacy and gets the prescribed medicines.

4. The patient goes home and intakes the medicines.

Medicines intake involve the following steps:
4.1 Wait for the next dosage time
4.2 Locate the medicine container
4.3 Open the container

4.4 Extract the appropriate amount of medicine
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4.5 Intake the medicine
4.6 Close the prescription container

4.7 Return the container to the medicine cabinet

Several of these steps have been automated with existing produceg-drl and 4.2 a
Smart Box or Cabinet can help with the reminders and location ohddécines [1, 2, 4, 6].
Using automatic pill dispensers [10, 11] can help in opening the mesliand extracting the
right amount as indicated in steps 4.3 and 4.4. These are some examplew current
technology can be used for the purpose of medicine intake but thestél ioom for
improvement. One of the steps which can be further improved is 4.1 wieeneatient
“waits” for the next dosage time. The elderly and personk special needs might forget
when the next dosage is [13]. A system which takes care ohdergithem the time of the
next dosage will help to increase compliance with medicine infAkeAnother problem
facing this population is to locate the medicine as required prdsge It is possible that they
do not remember where the medicine containers were placedriastTiherefore the patient
will benefit from a system that will help locating the meagccontainers. The automation of
a reminder system will require input of the prescription’s djgeitiformation to be able to
give the proper reminder at appropriate time. To enable the locatimeditines, a unique
identifier for the prescription containers is needed. This \aitilitate tracking the object
within the Smart Home and distinguishing it from similar produits efficient mechanism

to detect and locate the medicine container is required.

Entering the medicine information manually by the residentlwadth care provider for
these systems is not feasible. Human errors and typos can doetgfore the details about
the prescription such as the name, dosage, conflicting medicinesctoogffood, patient
conditions and other warnings should be entered by an expert and autiyna#inaferred
into the Smart Home system. This way intervention from theleetis minimal so this
feature is very important. All this automation will requirerddiable system which will

accurately compute the existence of conflicts among the gredamedicines, the food items
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available at the Smart Home, and the patient health conditionsddtiaisnust be accurate as
it is expected to be used as input for other subsystems in thel3onaet The design and the
prototyped implementation of the model show how these tasks can bepéisbenh by our
system requiring minimum intervention from the patient. The nesttoseshows the MISS

system and design.

3.2.4 MISS System and Design

This section has a high level description of the MISS systeraybsystems and their
interactions with each other for managing the medicines and idgtetnflicts. At a very
high level the system should do the following: The patient visitsdtietor and gets a
prescription. The prescription details are inputted into the systéhe aloctor’s office. The
system will check for conflicting medicines and heath conditiorsedbaon the patient’s
record that the doctor has. The patient will indicate from whichnphey the prescription
will be picked up. The doctor then will make the prescription’s datslable to that
particular pharmacy. The pharmacy prepares the prescription basedtieodoctor’s
prescription. The pharmacy will double check for conflicting medicines anchtemadtitions
based on the patient’'s record of the pharmacy. The patient picks upetiieines. The
patient goes to the Smart Home and in a very convenient wayabgisg the RFID-enabled
prescription containers into a RFID-reader, will indicate to $imart Home system the
presence of the new medicine. The Smart Home will update dgme inventory database
accordingly and makes a final check for conflicts among medicimealth conditions and
food. MISS consists of three main subsystems: The Doctor SubsydtenRharmacy
Subsystem and the Smart Home Subsystem. These subsystemsraredape four main
actors which are: the doctor, the pharmacy, the patient and the Bome. A trusted third
party medicine’s database that defines the conflicts is algb Asdiagram of the system is
shown in Figure 3.1. The next paragraphs describe each subsystem design nede detai
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The doctor subsystem is where the process starts. During the visit to the dochackse
the patient and prescribes some medicine. During the consultatigretheription details
such as the name of the medicine, dosage, etc. are inputted intgstia@.sOur system
checks for conflicts and also facilitates the communication lestwiee doctor’s office and
the patient’s preferred pharmacy. For doing this the options dravi® the doctor’s office
directly communicate with the patient’s preferred pharmacy amdl the prescription data or

making the prescription data available for a pharmacy that the patiechadse later.

Consider the first case when the patient chooses a preferredaglyaronpick up the
medicines. The person interacting with the system at therdocifice will use a unique 1D
such as an assigned patient number, to access the patient’satidornthis information is
stored at a local patient’s database, available only to the dotterinformation extracted
from the database contains data such as previous prescriptiofgeatitd conditions. To
ensure that the prescription would not have any adverse side effettte patient the
information extracted from the database will be checked agawestdata of the new
prescription. After carefully checking for conflicts with mades and health conditions, if
no conflict is found the prescription data will be sent to the p&igmeferred pharmacy
through a secure channel. The doctor’'s office will also issuscpption document
customized for that particular patient and prescription. This ppdseriwill be in the form
of printed-RFID tag which will be used later by the pharmacy module.

In the second case in which the patient will decide later fronttwpharmacy the
prescription will be picked up, the process is similar. At the dectffice the prescription
information will be entered into the system, the patient’s d@tdoe accessed and check for
conflicting medicines and health conditions as in the previous caseheBeitthe doctor’s
office will not be sending the data to any pharmacy. Insteachte@gfrRFID prescription will
be issued. This will allow the pharmacy’s system to download #scpption data from the
doctor’s office later on. The main difference among the two approashgken the data
arrives to the pharmacy. In the first case it arrives imnbelglian the second case when the
patient gets into the pharmacy. Now let us consider how the pharmbsystem uses this
data.
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We now describe the pharmacy subsystem. Based on the doctor’stembsperation
we assume the following two starting scenarios for the pharrmeabsystem: There is a
chosen pharmacy which receives the prescription’s data from ther'dooffice or the
patient will choose a pharmacy later and bring the printed-RFID prescription.

Consider the first scenario in which the patient chose a preferred pharntlagylattor’s
office. The pharmacy will receive the prescription’s data withriecessary details when the
patient is still at the doctor’'s office. The pharmacist cemt greparing the prescription
immediately using this information. The pharmacy will issue phescription in special
containers. These containers will look like regular ones with tifereince that they will be
equipped with RFID tags. These RFID tags will allow the systemniquely identify the
particular medicine with all its related data. This tagail the related information will be

stored in a database that will be used later by the Smart Home module.

Before assigning the RFID tags for the container, the pharmegstem should have
available a history of the patient and previous prescriptions dispabara that pharmacy.
The system will check that the particular RFID tag has not l@ssigned maintaining
uniqueness. After assigning unique IDs to each prescription, treEsystready to prepare
the data that will be used for updating the Smart Home subsyBheésndata consists of two
important pieces: the patient independent and the patient dependent iighormae patient
independent information contains the description of the medicine, posgiklesffects,
different conflicts and recommendations. The patient dependent infornatios historical
data that the pharmacy has about the patient. This informatiobevidhecked in a similar
way as it was checked in the doctor's module. The systembwillooking for possible
conflicts with other medications, and health conditions to make sisesafe to take that
particular medicine. This double check is necessary as the dogfior pnéscribe a medicine

which creates a conflict with a medicine previously picked up at that pharmacy

At this point the pharmacy is ready to receive the patient. Vitempatient arrives he
shows the printed-RFID prescription the same way they are uskedittoow. The difference

is that the prescription ready or in process as the patient tigeeferred pharmacy when
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still at the doctor’s office. The printed-RFID prescriptiondarmed in a RFID reader. At this
point the system will compare the data in the RFID tag withddua received from the
doctor’s subsystem. If no incongruence is found, the medicine is disdatOtherwise, the
pharmacist is alerted and contacting the doctor’s office mmetended. One advantage of
our system is that it reduces the waiting time at the pharraacpharmacists can start
preparing the prescription when the patient is still at the dectdfice. This is an excellent
feature especially for the elderly population that might need thedicines as soon as
possible or want to avoid long waits or several trips to the phgrmaother benefit of our
system is the double layer of security checking for conflictmedications and health

conditions.

In case that the patient did not choose a preferred pharmacy the waitingltimerease
but the process will be almost identical to the one described privitngtead of having the
prescription ready or in process, the patient starts the gwamfegetting the prescriptions
when arriving into the pharmacy. At the pharmacy counter the phathvati receive the
printed-RFID prescription and at that moment the pharmacy systéindownload the
prescription data from the doctor’s office and perform all thetgathecks for conflicting
medicines and health conditions described in the previous paragraghs point whether
the patient pre-selected the pharmacy or not, the medicines showddyeand the patient
can go home. The process for updating the system in the Smart Withrbe very simple

from the patient’s point of view as the underlying system will take caaé tife details.

At the Smart Home subsystem, the patient finally arriveeddSmart Home and updates
the subsystem with the new prescription’s data. Either the patiemtcaregiver will be in
charge of updating the Smart Home system by scanning eachigiresatontainer with an
RFID reader. After scanning the prescriptions the medicines can be pig8etiit Medicine
Cabinet [2, 4] or loaded into an automatic medicine dispenser [10, 11¢a@nlkination of

both technologies for storing the medicines.

At this point the Smart Home system will read the RFID-tafisthe prescription

container. These tags will contain information indicating from twipbarmacy the patient
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picked up the medicines. The Smart Home will have a secure conationi¢éink to the
pharmacy. A query will be issued to the pharmacy to retrievepitbgcription details and
download this data to the Smart Home subsystem, similar to thesgro€ downloading the
data from the doctor to the pharmacy. A final safety checkdoflicting medicines, health
conditions and food items will take place. This check is necessathie patient might be
picking up the medicines from different pharmacies, prescribediftgrent doctor. The
check for conflicting food will be performed at the Smart Hdenel as it is the subsystem
with the database of available food items.

If a conflict is detected then a caregiver will be informecdhdfconflict is detected then
with all this information, the Smart Home System will updasenedicine inventory and
provide data to other subsystems such as the reminders and peesbcalendar. All these
tasks that MISS perform will definitely help the elderly amispns with special needs that
have a hard time checking all these safety issues by themselves.

Medical Information System

Prepare
Prascription

Check for Conflicts

Check Prescription
Data
Pharmacy Prepare Medicine
\ \ Scan Medicine if

Smart House

ResidentPatient

Update the Smart
House

Figure 2 -Use cases and actors
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The more important use cases and actors for the MISS systesh@wvn in Figure 3.2.
The system will have four main actors: the doctor, the pharntlaeypatient and the Smart
Home. From the figure we can see that the doctor actor Isange of starting the system by
preparing the prescription and make it available to the pharmacydoidter actor will also
be the first one to check for conflicting medications and health conslitiThe pharmacy
module then will use the information provided by the doctor's officeptepare the
appropriate prescription. It will also check for conflicts and willke sure to validate that
the data received from the doctor’s office is correct. The patietor will scan the RFID
enabled prescription containers to feed the system with thenafimm necessary to obtain
the prescription details from the pharmacy’'s database. The $foare actor will then
download the prescription’s data from the pharmacy and will use update it medicine
inventory and support the reminder, calendar, notification and location ranking
subsystems. To ensure the accuracy and correctness of thet datéiction a formal model

is proposed in the next section.

3.2.5 Proposed Model

The medicine management system should be accurate, reliable @ndepsafety by
detecting and informing conflicts. A conflict occurs when a miedi should not be taken
together with another medicine, if the patient has certain heatttiition that the medicine
could aggravate or the medicine interacts with certain foodsit&le are assuming that a
trusted third party defines the conflicts and these definitioagpablicly available for the
model and the system to use them. To check that these kind ofctaiaflnot occur we
present the following model whose main components are the set afimesdil, the set of
food itemsF and the set of medical conditio®s The set of food item§& needs to be
considered as some food should be avoided when taking certain mediciset ®henedical
conditionsC needs to be considered as some medicines cannot be taken ifiehe lpes

certain conditions.

Now we define several functions that will act over the setedinines and return useful
information. The first function isconflicting_medicines: MP(M), where P(M) is the

powerset of the seil, which determines the set of conflicting medicines. The nextitunc
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is conflicting_food: M2P(F) whereP(F) is the powerset of the st which will return the
set of conflicting food items. The other functionc@nflicting_conditions: MPP(C), where
P(C) is the powerset of the s€t which will return the set of conflicting health conditions.
Given these sets and function we define the Medicine System Model as follows:

Definition
A Medicine System Modé&b consists of the following sets:
— M, the set of medicines
— C, the set of medical conditions
— F, the set of food items
— D, the doctors, hospitals or clinics the patient visits
— P, the set of pharmacies at which the patient gets prescriptions

— H, the patient’'s Smart Home

With the following functions:
— conflicting_medicines: M P (M)
— conflicting_conditions: M> P(C)

— conflicting_food: M> P(F)

We want this information to be useful for a particular patgnEach patient will be

represented by a tuple.

p = (id, Mp, Cp, Fp, CMp, CFp, CCpTheid entry will uniquely identify the patient. Let

Mp € M, represents the subset of medicines prescribed to patieetCp € C represent the
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health conditions that patiepthas been diagnosed. L& C F represent the food items that
patientp has available. LeCMp represent the subset of medicines that are currently in
conflict with the medicines prescribed to patiprand therefore should not be prescribed to
that patient. CMp can be computed &§,,cpyyconflicting_medicines(m). Let CCp
represents the set of medical conditions that the patient shoudhviin order to take the
medicine safelyCCp can be computed a3,,eump conflicting_conditions(m). Let CFp
represents the set of food items that the patient should avold taking the medicines
prescribed to himCFp can be computed a$,¢y, conflicting_food(m) . This will help

to detect when a patient is diagnosed with a health conditiorsaa#ling a medicine which

is in conflict, or when a medicine is prescribed which is in cdanflith an existing health

condition. This way the doctor or caregiver can make better decisions.

Now we describe how to construct these sets that complete teetpatormation. Given
a new prescribed medicimg, to a patienp, the medicine has some data related to it like the
unique drug id, active ingredients, milligrams, and so on. The mediataecdn be obtained
from the Food and Drug Administration (FDA) [14], or from the Phgsis Desk Reference
(PDR) [15]. These entities are trusted third parties who define the cemifireing medicines,
food and health conditions. These definitions of conflicts will be usesurmnmodel and
system. Using the data of medicine we comput&€M = conflicting_medicines(m),
which returns the set of conflicting medicines with mediameWe check if there is a
conflict by examining itM N Mp = @ andm n CMp = @. If both conditions are true
then we takeCMp = CMp U CM, to update the set of conflicting medicines for patgnt
We do a similar processing for the conflicting conditions. We comphaesetCC =
conflicting_conditions(m) which returns the set of conflicting conditions with that
particular medicine. We then check for conflicts by takidgn Cp = @. If condition is
true, we update this information for the patient by compuiityyg = CCp U CC. Similarly
we compute the sefF = conflicting_food(m) which will return the set of conflicting
food items for that particular medicine. We then check for comfictiood items by

computingCF N Fp = @. If this set is empty then no conflict is found and an updated
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version of the conflicting food items is comput&p = CFp U CF. The next section will

show how to check for conflicts at each component of the system

3.2.6 MISS Conflict Checking

MISS is composed of three subsystems: The Doctor Subsystemhdadey Subsystem
and the Smart Home Subsystem. MISS will also access al ghaakcines database from a
trusted third party. Each of these subsystems is responsible &xirgpéor conflicts but it is
expected that each one captures a more specific set of conflicts than the bhatgofithm
for checking conflicts is very similar. Therefore we define fbidlowing two routines as

follows:
Definition: Get Data (GD)
Input: Prescriptiom = (p, m)
//Get the data gb querying the local database
QueryMp, Cp, Fp, CMp, CCp, CFp
//[Compute data ah from the global medicines database

ComputeCM, CF,CC

Definition: Conflict Checking (CC)

1. Input: Prescriptiom = (p, m)

2. Call Get Data (r)

3. If(CM N Mp=0andmn CMp = Q)
4. If(cCncCp=0)

5. If(CFnFp=0)

6. /INo Conflict found
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7. CMp = CMpU CM
8. CCp = CCpuCC

9. CFp = CFp U CF

10. Else

11. Medicinem creates food conflict

12. Else

13. Medicinem creates a health condition conflict
14.Else

15. Medicinem creates a medicines conflict

In this model it is assumed that the process starts wheratieatpvisits the doctor and is
prescribed with some medicine. Therefore at the Doctor SubsyBEt8ithe model is fed
with a new prescription= (p, m). This prescriptiom contains the id of the patieptand the
id of the prescribed medicima. The DS will have a local database with information stored
about the patier such as previously prescribed medicines, and health conditions. Tise DS
assumed not to store any information about food, so this set will be empty. This hag¢ans t
the DS checking for conflicting health conditions and conflicting meegwill be enforced.
This check will be performed by invoking the previously defined fund@iGwith inputr. If
no conflict is found then the prescriptions sent to the Pharmacy Subsystem for further

checking.

At the Pharmacy SubsystgiS)it is assumed that the prescriptiohas been checked at
theDS and no conflict has been found. TR8therefore will receive the prescriptiorfrom
the doctor. It will then use this information to further check famflicts. It is expected that
thePSwill have a local database with the patient’s record of prepoescriptions and over-
the-counter medicines bought at that pharmacy. This data may eesdiffo the one at the

DS. It is possible that the patient is visiting different doctard a different prescription
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from different doctors might be the source of conflict. The pa@déso might buy over-the-
counter medicines which could be the ones that create the cosdliet|] of them must be
checked. It is assumed that the pharmacy does not store inforrmhtahfood, so this set
would be empty. Therefore thBS must check again for conflicting conditions and
conflicting medicines but using the pharmacy’s local data. Thiei®rmed by calling the
previously defined functio€C with inputr using the pharmacy’s dataset. If no conflicts are

detected the data is clear to be sent to the Smart Home Subsystem.

The Smart Home Subsyster8g will receive the data from thBS in the form of a
prescriptionr. The SSis expected to check for any remaining possible conflict among
medicines such as those picked up at different pharmacies. \Wepaeting theSSto have a
local database with an inventory of the medicines and the food deaigble. This will
allow checking if there is any remaining medicines conflict. Tagept might be visiting
different pharmacies and different doctors. The medicines gredcirom different doctors
might create a conflict at this should be detected at the pbarmBat if the patient is also
visiting different pharmacies, these conflicts can go undetecteceTmalltiple paths of
conflicts are the ones that tl&S will be responsible of detecting. Also again the patient
might buy over-the-counter medicine at a gas station or greteny for example. These can
create undetected conflicts as these stores are not part systam. But when the patient
arrives at the Smart Home, tB&have the capability of detecting these conflicts with over-
the-counter medicines as well. TB&also detects any food items in conflict with the new
prescription or with over-the-counter medicines. All these cheskpearformed by calling
the function CC with input r using theSSlocal dataset which includes the medicines
inventory of previous prescriptions and over-the-counter medicines, and tfdeml items

available.

3.2.7 Instantiation of the Model and System Design

Now that we have defined the main subsystems we want to ethsureverything works
correctly and the system actually detect conflicts. For tigsgance imagine the following
scenario. A patient visits the doctor and the doctor prescribes rttedieines. The doctor

records indicate a previously prescribed medicine and diagnosel ¢eadlition. One of the
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three newly prescribed medications will create a conflict Aredwill be detected. Later the
patient goes to the pharmacy, where he previously picked up a piescfipim another
doctor. The system should detect a conflict among the mediciessriped by these two
different doctors. Now the patient arrives home and only one ohtbe prescriptions so far
has not find any conflict. But at the smart home the patiensdrag food item which should
be avoided with that medicine and this is detected by the sy&ased on the previous
scenario we will present now an abstract instance of the motehéal by an instance that
uses real data of drug interactions pulled from the PDR Drug Interaction Tool [15]

Let's consider an abstract instance of the modelldble 1we have the patient’s data
stored at the doctor's module in the row DS, the patient’s datadsat the pharmacy’s
module in the row PS and the patient’s data stored at the smaetrhodule in the row SS.
Mp, CMp Cp, Fpare as defined in Section 5. The mediciki#s MB andMC are prescribed
by the doctor with the data as shownTiable 2.CM, CF,CC are as defined in section 5. In
this instance we have that for prescribed medibii#e the DS will detect a conflict with
conditionsC1, but medicinesviB and MC will find no conflicts based on the doctor’s data
about the patient. When prescription data arrives to the pharmacpSthnell detect a
medicines conflict among prescribed medidviB and previously prescribed mediciiv2.
No conflict is found with medicin®C up to this point. When th8Schecks, it finds a food-
drug conflict with prescribed medicinglC and food itemF3. Therefore the patient or
caregiver can be informed of this. This is an example on how ¢keofanformation of the
entire context can lead to a conflicting prescription, but withsyésem it will eventually be
detected. The abstract model shows that this can be applied tetaofyrsedicines. Also
shows an example of the different paths that can create actolrflgeneral a patient is
seeing different doctors who prescribe different medicines. Hygsns from one doctor
might create a conflict with prescriptions from another doctor aedpharmacy module
would detect that. But if the patient is also visiting differentrpiaeies these conflicts may
go undetected. Also buying over-the-counter medicines at placeeedifthan the pharmacy
can create the conflict. But at the Smart Home subsystera toeslicts would be detected

as it works as a sink node. We want to ensure safety in thensyghich is one of the main
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motivations to perform these conflict checks repeatedly from the beginning of the

process.

Consider now the case with real drug interaction data setdpiuben the PDR Online
Drug Interaction Tool. In Table 3 we have the data stored at therdoctodule in the row
DS, the data stored at the pharmacy’s module in the row PS addtthstored at the smart
home module in the row SS. Table 4 shows the medicines prescriltee dgctor in this
case Zoloft, Percocet and Allegra. The data about the dsnificalso presented in each
column. At the doctor's module the patient's data indicates he veasopsly prescribed
Ambien and has a condition of hallucinations. Therefore a conflideiected with the
prescribed medicine Zoloft which is not recommended if a patiertdiagination and also
conflicts with Ambien. The rest of the prescription Percocet ateffd find no conflict with
Ambien. At the pharmacy the patient previously had a prescriptionmdxX@om a different
doctor. Therefore a conflict with Percocet is detected as tesenedicines should not be
taken together. The medicine Allegra has found no conflict yet. Blothe Smart Home
module we have the medicines inventory and the food inventory. A casffaind between
Allegra and Orange Juice as they should not be taken togethte frext subsections the

prototyped implementation of this model are described.

Mp CMp Cp Fp

DS | M1 M11 C1 F1

PS | M2 MB C2 F2

SS | M1, M11, C1, F1,
M2, MB, C2,C3| F2,F3
M3 M33

Table 3.1Patient’s data at each subsystem
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M CM CC CF
MA MO C1 F11
MB M2 C22 | F22
MC M32 C33 | F3

Table 3.2Prescriptions at DS

Mp CMp CCp Fp

DS | Ambien | Zoloft Hallucinations | *

PS | Xanax | Percocet | * *

SS | Ambien, | Ambien, | * Orange
Xanax | Percocet Juice

Table 3.3Patient’s medicines at each subsystem

M CM CcC CF

Zoloft Ambien | Hallucinations | *

Percocet| Xanax | * *
Allegra | * * Orange
Juice

Table 3.4Example of a prescription at DS

3.2.8 Prototyped Implementation

The prototyped implementation of several use cases in our Srmare Hab shows the
feasibility of this system. The Doctor, Pharmacy and Smarhéi Subsystems have been
implemented as follows. One node has a customized application for inputting th@pogsc
details and stores these in a database acting as the domoiidée. This node sends the data
to another node which acts as a server with the patient dependerdtemi ipdependent

information corresponding to the pharmacy. It assigns an RFID tabetgrescription
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received from the doctor’'s module. Then we have another node actimg egent, querying
the pharmacy’s computer using an RFID tag as the key. We B®eidget RFID reader [16]
and assigned different RFIDs to several containers and testecbdading of tags. After
reading the tag the client computer queries the pharmacy dataval downloads the
specific information that matches the RFID-tag as the pritkayy The information includes
details about the prescription. This data obeys a format th&ntlagt Home can store it in its
database and use it to update other subsystems such as the reminfieatiamtand
medicine inventory. When a conflict is detected the correspondinqageessdisplayed. The
Smart Home subsystem was developed as a bundle that runs is ®3@mework
particularly suitable for Smart Home applications [17]. The flowdafa was correctly
transferred from the Doctor's node all the way to the SmartdHand the experimental
conflicts were correctly detected.

3.2.9 Conclusions and Future Work

The management of medicines and prescriptions by the elderly ané petiptpecial needs
might be a challenging task for this population. A system tlthices manual intervention
and a model for checking and detecting conflicts is presented. ydtesrs starts with a visit
to a doctor which enters the prescription information into the systech check for
conflicting medicines and health conditions. This data is made awailalthe pharmacy,
through RFID-enabled prescriptions. The pharmacy performs a double fohednflicting
medicines and health conditions and prescriptions are dispatched ial $piek®-enabled
containers. The patient scans the special containers in the Borag which updates the
system with the data it downloads from the pharmacy. The Shhamie checks for
conflicting medicines, health conditions and food items and if no comliftdund updates
the calendar, reminders, inventory and other subsystems. MIS@tlyodetects conflicts
using a formal model and will facilitate the task of givingwnreder and increasing medicine
in-take compliance. Integrating this system with the whole nreglidataset provided by the

official governmental and medical entities such as the FDA and PDR is og-goi
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3.3 Service-Oriented Middleware for Smart Home Applications
Modified from a paper published in Proceedings of the IEEE Wireless HiveoNest
Conference, 2008

José M. Reyes Alamo, Johnny Wong

3.3.1 Abstract

Smart Homes uses different devices including sensors and actiwapvovide services that
assist in performing the activities of daily living. Currentigdée smart homes are developed
in a manual and adhoc way. Manually configured smart homes ceeaiability,
extensibility and cost problem. The need for a uniform platformirftarcommunication
among devices and a middleware abstraction using service-orientetlogy is presented.
A layered architecture for smart home developers to use isnpedsd®ifferent demos that

take advantage of the service-oriented middleware layer are shown.

3.3.2 Introduction

The Smart Home is equipped with sensors, actuators and other techtmlagygist the
resident performing the activities of daily living. Most of the redearsmart homes focuses
in assisting the elderly and persons with special needs [1]. dinewmber of devices to use
as well as the diversity of these technologies poses tremewrtallsnges at the time of
development. Having all these devices working together is usidatly in a manual, adhoc
way [26]. Having a uniform way for developing and deploying srharhes applications
becomes necessary in order to speed the process and reduce thaisasgtifdrmity will
help ensuring that the smart home performs the tasks it is suppodeditl also maintain
the non-intrusiveness, making the resident feel comfortable witbéchamology pervasive

space.

A smart home is implemented by combining and integrating tecbyohlready
available. This allows providing a series of composed services thiagjle product cannot,

adding more variety to the task that can be assisted by a bomad. Most services and
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applications in a smart home need some type of sensor such asatenepdight, or weight.
These sensors are passive and are used to monitor the environmeagade phenomena.
Services may use actuators such as light controller, appl@odeollers, and motors to
automatic open or close doors. Actuators are active devices that can contrdestbes and
change their state. Smart homes combine sensors, actuators awgdtiappliproviding a
variety of individual and aggregate services and making the droaré a hybrid sensor
network. This interaction among devices does not necessarily teedkcilitate the

communication among human-to-human or human-to-machine but the device-to-device

This section shows how different sensors, actuators and applicahdmeccombined to
make application for the smart home. It also shows the difficultresitegrating different
technology into a single service. Based on these difficulties, iangorequirement are
indentified to facilitate the development and deployment of suchcssrand applications
within a smart home. Several examples of current and proposedeseavid applications are
explained. Based on the difficulties and the requirements foundapesed an architecture
for smart home sensor applications especially sensor applicafibiss.architecture has
several layer one of them the software middleware layer. Sdftsvare middleware is the
key to improve development and interoperability among devices. Sepptaatéions on the
smart homes that will benefit of using our proposed architectnde naiddleware are
explained. Different demos that have been implemented using thiseseriénted approach

are also explained and one of these demos is explained more detailed.

3.3.3 Related work

A middleware solution for sensor networks have been studied in thenpasbme solutions
have been proposed. For example [19], presents Atlas that is awadslleensor platform.
The idea of Atlas is to enable programmable pervasive spad@sgiie sensors plug-and-
play. To accomplish this the sensors connect to an Atlas node, iwlighiece of hardware,
and the Atlas node has to be configured by indicating which sensors are cormécifier
this initial configuration the Atlas node is turned on and it add a service to an OSGi

framework and the sensors will be ready to use. This is #p®osslution nevertheless using
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Atlas adds another piece of hardware which requires a constant sbpmeer. The sensors
supported are analog sensors which require wiring. Also the caatfmuiof the Atlas nodes
is still very manual and does not detect when a sensor is chamgedaye to re-configure
the node. Using current standards such as IEEE 802.11 for sensor nesyandsosed in
[4]. This have the advantage that these protocols are wetledefthoroughly tested and
allow for interoperation with current devices that uses thedstrd. Even thought devices
that use IEEE 802.11 consume less energy than in the past, usintanikigrd for sensor
networks needs more investigation. In [70] it is proposed a set ofjacaile devices to use
for health monitoring which can be controlled by a Pocket PC. Thegongbis that the
battery lifetime is too short and that the Pocket PC needs tarbedcall the time, even

inside the smart home for this application to work.

As we can see several devices and application has been developheviate the
problem of using wireless sensors for different applications. Téa®e techniques can be
integrated together and used in the smart home but this processtadsee simplified and
standardized. In the next few sections we define the smart lasne device-to-device

environment.

3.3.4 Smart homes as a device-to-device environment

The smart home uses sensors, actuators and applications in oedsistothe resident in
performing activities of daily living. The emphasis is on théqrarance and communication
among devices and application and not necessarily human-to-human or-tauocenputer
[71]. Therefore a smart home fits into the definition of a wirelegs network. We present
two cases of applications that use different devices to prowsdevace and how smart home

fits the wireless hive network definition.

Consider first the case of a smart home that assist tlitkenésn the management of their
medicines such as in [66]. This system integrates the doctor, atyand the smart home
and check prescriptions for conflicts with other medicines, food or medical conditidhs
system each prescription has a unique RFID for identificatimh teacking purposes. An

RFID reader is needed to scan the medicine into the smart $ystean and to detect the
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location of the medicine within the smart home. Depending on the pusérences a

reminder system can include an alarm, speaking a message oup pwssage on the TV.
Different actuators are needed to perform these tasks anddréh@ resident to take the
medicines. This system has a conflict detection routine whictisneeinteract with other
sensors, actuators and applications. As seen all these task taguiméeraction of several
devices and applications but not with the resident. This data eventealliyto be available
to the resident, nevertheless the main purpose of the system ideWse-to-device

interaction and not the user-to-user or user-to-device interadti@refore an application

like medicine management fit the definition of wireless hive networks.

Food management using a smart refrigerator and a smart muaasvanother important
service provided by a smart home [25]. In a food management applic®¥ID tags are
used to identify the food items. An RFID reader is used to datettlocate the food. A
database with the food information such as name, nutrition facts, xgmet®n date is
needed. Temperature sensors will help to ensure the food remainsafreé at appropriate
temperature. Weight sensors are needed to detect when runnigfeod. A reminder and
conflict checking system will also use information from the foodagament system. In the
food management system the food information needs to be available tsethdut the
interaction among devices is more important. The operations of tiserse actuators and
other devices such as storing information and conflict checking reuteeds to be
optimized. Again the main focus of the food management servicee iseice-to-device

interaction and not the user-to-device interaction.

These are just two examples of application within a smart hbatauses and integrates
several sensors and actuators whose interaction need to be aptimizéhat purpose.
Another applications and services in the smart home includesolo@and tracking, opening
and closing the door, wake up service, emergency detection, turmphigrees on or off
(such as stove or iron) and more. All these applications and semipese close interaction
among the devices but there is no standard way to do it at this [ostt.of these services
and applications are integrated in a manual and ad-hoc way. Tleese$@t of requirement
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for sensors and actuators need to be defined so that the developmeandirtiee cost of

development can be reduced. The next section lists these requirements.

3.3.5 Smart home requirements

The smart home has a number of devices interacting with eaah dtiexe is a need for
these devices to be able understand each other. Different sensordiffesent
communication protocols and some protocols are proprietary. The use ebdésaimesh
networks [60] to allow communication among different protocols would endéVices to
communicate with each other. A wireless mesh network usesssraiesh router which are
routers that understands different communication protocols and routeofrerprotocol to
another protocol. For example a router that understands Zigbe, aid Ethernet can be
used to interconnect three different networks and exchange data amemg This
interconnection is necessary and also that the data sent mustdotlyainderstood by other
nodes. To this purpose a software middleware layer is presentdulcim tive raw sensor data
is sent over the wireless mesh network, the wireless mesh Retammunicates with the
middleware, and the middleware translate the data to a format stantidable by the
receiving node. For example the Phidgets sensors [72], returnstawm dambers from O to
1000. In the case of a temperature sensor a returned value of 200viery useful. The
middleware will take care of making the conversion from this value to the appropriate
temperature in Celsius or Fahrenheit degrees. This middlealace will make easier
application development as programmer can just query for terapenatthout worrying
about which physical sensors are being used.

Other requirements especially for battery operated sensahst ighey must have a long
life and be reliable. Some perpetual sensors can be plugged into @ant@asirce of power
and other can be wireless. Either way sensors should notify witty gietime when running
out of battery or failing. Also nodes should provide security by notifying when teaynaler
attack. Sensor must ensure privacy and security by allowing balappropriate parties
qguery the reading of the sensors and access them. The architeotusenart home

applications is presented in details in the next section.
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The need for a solution that is extensible and scalable is negedsuna services in the
smart home might be temporary. For example imagine thevdasee the resident of the
home is under certain treatment to determine if the residentdnasn health condition. It
might be possible that the resident needs to carry a setr@&esd sensors for a just a few
days. These devices will become new to the smart home. Configuaatil testing should be
minimal and transparent, a process that is not possible in todasis somes. The resident
might not want to alter the smart home configuration and re-pnogr Having an easy way
to add these sensors to the smart home and remove them when no longer needed,rwill be ve

helpful. This requires a common architecture which is presented in the next section

3.3.6 Smart home layered architecture

The following is the proposed architecture for the smart homsosepplications. At the
very bottom we have the Phenomena and Objects Layer. In this k@yphénomena to be
sensed by the sensors and the objects controlled by the acaratéosind. The next layer is
the sensor and actuators layer that consist of sensor and actdiator different
manufacturers. We assume that these devices implement diffeoémtols. The next layer
is the connectivity layer. This layer has the wireless mesliters which enables
communication among different protocol and allow the sensors to comateiracnong
themselves. The next three layers will reside on the smart host computer. The layer on
top of the connectivity layer is the software middleware laybis software middleware
layer will be responsible for implementing the device spediiails for each of the sensors
and actuators and provide them as services. This will add a layrstction in which
instead of reading raw sensor data you will read significanesallhese services provided
by the software middleware layer will be made availabléh&oservice layer. The service
layer is a collection of all sensor, actuators, and applicatiorices all under the same
framework or platform. These services can be incorporated iceariented frameworks
such as OSGi [4]. This service layer will provide the servicekd applications layer. It is in
the application layer where the different smart home operatienpeaformed and the one
with which the resident interacts with the smart home. In Fi§u8eyou can see a visual

representation of this architecture. We have implemented selesrads using this service-
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oriented approach and using sensors and actuators from diffeneufactarers in our smart
home lab. A description of some of these follows in the next section.
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Figure 3 -Smart Home Layered Architecture
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3.3.7 Smart home demos

In our smart home lab, we have several demos that use devibegssBhidgets sensors, rfid
reader, and web cameras, and X10 appliance controller, and telos nwtes.oSthese
demos interoperate with different technologies by invoking serpaesded by the service
layer. In our case the middleware is also implemented ewige. Applications are therefore
developed using only the services provided, abstracting the details particalar hardware
that do the readings. For example we have a temperature service whigheanse Phidget
sensor or a telos sensor. For the application it does not mattdr sdrisor we use as it uses
the temperature service which abstracts the particular hardiatrenakes the temperature
readings. We have implemented several demos using this approachsstineh raedicine
management, a smart fridge, a camera controller and an a&gstam that turns on

appliances at the time to wake up.

To show interoperability among different protocols we will descibéetails one of the
demos we have developed. This demo uses wireless sensors to twledata and
communicate with an application via the Internet. We have opsbtehote A which is
sensing phenomena. We have another telosb mote B which is a baserside connected
to the host computer over a USB port. Node A sends a packet to nodegBhesiprotocol
IEEE 802.15.4 for Wireless Personal Area Networks. Node B communigatean OSGi
service which reads the packet from the telosb node. The raw gdatansformed into
meaningful data by the service. This data is then passed to anetivéze swhich
communicates with an application via the Internet. This applicationsterd a server that
receives the data and reads is loudly using a text-to-speedtlen Figure 3.4 provides a
visual diagram of this demo. The response time between reatiegtata, send it to the
service, send it to the speech-application via the Internet toothEs$wo seconds in all the
tests. This is very reasonable time frame for a smart la@plécation where response time is
not as critical as industrial applications. Also taking in conaitiars that the OSGi
framework and the sensor network application are running on a VMWereMmachine
running Xubuntu Linux, all the services are running in an OSGi frameaind the speech
application is running on a MAC reachable over the Internet. Soafiarall these layers of
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abstractions the response time is very reasonable for smarttiyoenapplications. The fact

that service oriented approach can cross several platformseasanable amount of time is
also a plus.

Sensors Demo Diagram

" Virtual Machine running
the OSGi framework

Raw Data Actual Temperature

_ =
"
— NS
% 4@ MAC Hosting
- the text-to-speech
application

Sanszor B
Sensor A nso PC hosting the
Virtual Machine

Figure 4 - Sensors Demo Diagram.

3.3.8 Conclusion and future work

A smart home has several sensors and actuators providing differé@ces. Interconnecting
them is difficult and is often done in a manual, adhoc way. We idshley requirements
for smart home applications that use several sensors and atedtehi that will ease the
task of development and reduce the costs. The approach focuses owitleetaddevice
communication and the use of a software-layer middleware. We shiwaethis approach
applies to smart homes in application such as medicine and food mamagsnthe tasks the
devices need to perform are not designed specifically for huoadevice interaction. The
architecture emphasizes a mesh layer which will make comationcamong different

protocols possible and a service-oriented software middlewges lhich will make



57

possible to abstract the devices to the service they provide withvoryting on the particular
device. We mentioned how several demos on our smart home lab usegptoach and
gave the details on one of the demos that use different communication protocolsandflay
abstractions to show the feasibility of this proposed architecdace middleware. The
response time for these applications and demos is acceptable aidrheme application.
Future work includes refining the middleware layer and teststtit more devices. Making

this middleware plug-and-play is another research goal.

3.4 Composition of Services for Notifications in Smart Homes

Modified from a paper published in Proceedings of the Second International Symposium

on Universal Communication, 2008

José M. Reyes Alamo, Tanmoy Sarkar, Johnny Wong

3.4.1 Abstract

Giving notifications in a timely manner is an essential sentfmat Smart Home should
provide. Communication of resident's data to their doctor, health caxedpr or family
member via email, phone call, or text message is indispensatdeder to reduce the cost,
improve extendibility and reduce the developer’'s burden and Igaouirve, we propose a
service-oriented notification system. This system has diffesierle services which provide
essential communication needs, and by composing these servibeapplications more
sophisticated needs can also be satisfied. A detailed descrgstbrthe architecture are

elaborated below.

3.4.2 Introduction

The challenges of holding mobility make it difficult to live alonelependently for elderly
adults. Smart home environments provide assistance to elderly onegsomkpeith special
needs in performing their activities of daily living. Smart Hoammas at providing a more

independent life to those people who require only a little assistandbat they can stay at
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home instead of moving to some nursing facility. The emerginglegs technology and
pervasive computing model help us to create prevalent environments totsiygpaged

people.

The objective is to design a cost effective, easy to use natficgervice influenced by
contextual factors [73], which means the notification system detidebest time and form
for presenting messages, depending on the state of its usersiaedviienment along with
estimating the value of the message content. This notificatioensystes a service-oriented
architecture. The architecture will create independentcsfor different notification needs
and will compose these services among themselves, with othereseand applications to

create more advanced notifications.

3.4.3 Related Work

Considerable research is going on medical alert system [74maadécal monitoring for
independent living [75]. The emergency response systems like iddHame alert system
like [75],[76] guarantee a reliable solution for our daily life thé initial investment and the
recurrence cost to choose these services may be expensivedfte-olass people. These
solutions are also fixed for a particular set of devices andgtoafion of the system. Future
Smart Home environments will contain a wide variety of devicessandces from different
manufacturers and developers. Also these devices and serviegeacted to be added and
removed in a dynamic way. In this context, Service Oriented #eathbire is the solution
which will help us to achieve the vendor independence platform and atateteService
Oriented Architecture separates process into distinct senvitieb can be distributed over a
network. The processes can be combined and reused as per applicaticemeguiOur

application meets these requirements minimizing any deployment or remigest.

3.4.4 Our Approach

Smart Home is an application of pervasive computing that integceteices and services
into everyday living environment to benefit their inhabitants. A coraplhart home

architecture will have the following components: device netwotk different smart home

appliances, vendor independent service-hosting platform and a seewvite for managing
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networks and service deploy functions [77]. Open Service Gatewatiira (OSGI) tries to
meet these requirements by providing a managed, extensiblewiaknto connect various

devices in a local network. The general smart home design is shown in Figure 3.5 [78].

kropflefish 05GI Desktop

Figure 5 - General Smart home design

In a Smart Home environment there is a continuous need for commomiceith
external entities in different ways. Sending data, email, medsage, or making automated
phone calls are a constant necessity. Usually it is up to theapmoger to learn how to use
and program these functionalities in order to incorporate them inpipleeations. This is
tightly-coupled to the particular programming language and piatfibre developer use.
Therefore the developer has to learn all the details and ge¢dbeed libraries in order to
provide these notifications in different applications and configuren tivéh the particular
details of each user.

Our idea is to provide these different means of communication sagess services
within the Smart Home. This way an application can consume a semstead of
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implementing it. These services will be personalized for tlmeopewho lives in the Smart
Home. Data such as the email, phone number and address need not toeoeoergaeried
in each application. This will allow the developer to focusotirer aspects of development
and not omotifications details. We understand that this will be very berfin terms of

cost, development time and learning curve.

Notifications are used very frequently by a lot of applicatiansl modules. These
programs will definitely reduce the time and cost of developmetdo Aearning the
particular details to provide certain notification can be time wmnsy. Moreover, if new
technology arrives it will be hard to integrate with existiagplication and a re-
implementation might be the only way to put them together. The develdpbave to learn
again the details of the technology and it definitely will incee#fse cost and time of
development. By providing these ways of notification as services, they canlpeised and
updated without affecting the applications using it, as they wilbviola service-oriented
approach. Also these services can be easily composed to createoploisticated services

by combining them with other services and applications within the Smart Home.

3.4.5 Architecture

In this section we will present a detailed architecture of ppraach. We also describe a set
of demos we have developed in our Smart Home Lab that make useaghosich and the
benefits we have received of using notifications as serviagard=3.6 shows this basic
design architecture of th@mart home notification system developed by our research group
[24].

In our Smart Home Lab we use phidgets, telos motes, Insteon, X10 aodsvether
types of intelligent sensors [72]. As shown in Figure 3.6, Home Nktamplications can be
subdivided into different components such as Home Control, Security, Haatth
Entertainment. These applications have been developed as OSGi buhidleshave been
deployed as OSGi services [8],[79]. These application servieesuaning in an OSGi
framework. This allows OSGi services to provide other appiinatiand services with the
required notification functionalities. Our Notification bundle is asservice deployed in the
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OSGi framework. This bundle is being used by all the other applsaghown in Figure 3.6
such as Home Control, Security, Health and Entertainment. We willybdescribe a few of

the demos developed using this approach below
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Figure 6 - Basic Design Architecture
Demos:
Microwave demo:

In this demo a microwave oven is controlled using the computer andiBrr&idcler.
RFID tags are used to identify the food or meal. When astagad, the food data
and cooking information is queried. The microwave uses this infaymatio

automatically set the appropriate time and temperature fdotltepreparation. The
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notification services are used to say loud what food is being cookedhdtification
system also notify when the food is ready. It also displayappropriate message.
The reminder message can be played by the computer using notification speech ser
and displayed on the TV.

Medicine dema

This demo helps in the management of the medicines in the Smart Home environment
[68]. This demo integrates the doctor, the pharmacy and the smagt thoemsure
safety and check for conflicts. Prescriptions are checked foliaenfvith other
prescriptions, with over-the-counter medicines and conflicts with fobts demo
also reminds the elder people with special needstitodal tasks such as medication
intake and doctor appointments. These reminders use the speech rotiteatice.
Also notifications can be sent to the health care provider in tleetbas the person
misses a dosage of a medicine. When a conflict arises alsiieation can be set to
the doctor or health care provider and also to the resident. Theseatotis can be
customized and messages can be sent to end user’s mobile phone ai sxemnt
depending on the preferences. Also if the person is not within the hamerkand
cannot hear thepeech notification, a message alerting of this situation caertte s
also. This shows how many different uses can be given to thiscabth services.
The developer does not need to create them but just use them.

Smart Fridge Demo:

This demo helps irtracking food items in the Smart Homéood is identified by
RFID tags. A particular food item has some data indicatingefident’s preferences
of items and threshold weights. The preference order will indi¢attee resident
wants the food to be automatically reordered and the threshold walgtdicate
when it is a good time to reorder. The reordering can be done rmingea
notification to the grocery store when the weight goes below thshibice for a
particular food item. This demo can also inform end users using thiecatain

service when important food items such as milk and eggs goes tieathreshold
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value to the shop nearby. The notification service is also usenhjanction with the
medicine demo to detect conflicts between food and medicines. Wheamflict
arises a message can be sent to the appropriate parties aadideat notified. All
these services can be used by the developer but there is no need to re-develop them.

Macro Demo:

Powerful technology does not always have user-friendly nature. damsequence,
usability of technology reduces. As an example, clumsy look of KnfipfleOSGI
Desktop may make users reluctant of using OSGI applications. Secewliralized
complex applications may not become useful for elderly ones and peitiplgpecial
needs. The goal of the Macro demo is to Control or schedule anyt Hioiaue
applications on the fly and improve the quality of life of elderlpgle by using
distributed architecture with wireless technologies and the Intdméhis demo we
have developed a platform independent graphical user interface Aalpddation
Management System by which an end user can check or scheduke algplications
connected in home network. Notification Service may be used as a wentjd this
demo. The example given below will clearly demonstrate the sl of
Notification Service in Macro Demo. Suppose an old person is at hame ahd is
unfit to walk. The son is at the office during daytime. It maypbssible that the
person accidentally falls from the sofa or bed and his son wantsdrmate
notification when an accident like this happens so that he can helfathes.
Therefore, he has scheduled an event using the macro demo that whiteever
pressure sensor attached to his father’s wrist triggers, a text nwifieall be sent to
his mobile phone. Our notification text message service easilinfo this scenario

without modifying a single line of code and perform the operation expeditiously.

The above examples clearly demonstrate the potential benefliavaig notification
technologies in Smart Home environment to support independent living. The sereitesri
approach allow to reduce the deployment and development cost asvéh@pde needs to

learn only what the services do and how to use and does not have tpdineekervices
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every time. This also shows how the same service can be usedl seues by different
applications. So a repetitive task now does not have to be repeatedippade; only

repeatedly used.

3.4.6 Conclusions and Future Work

A service-oriented approach significantly simplifies the task satisfying simple
communication need as well as more complex ones. We presentadvimgages of such
approach and also demonstrated how smart home applications can foemefi. Reducing
the cost and time of development is essential for smart homesdmeéaibiquitous. Having
these basic functionalities available as services will yreatluce the learning curve of the
developer as well as the customization that each smart homeesegig our prototyped
implementation shows these simple and combined services markedplifysirthe
development of applications and satisfy the different needs for coroationi via various
means.

A major challenge in future notification system will be to pcednmanent importunity
of messages. Additional user studies are needed to capturenthi® &reate prediction
models. Although our proposed notification service has an audio baseckeséhére are
several new trends in Smart Home that can be integrated to oficatioin service such as
video based multimedia service. By using our notification seniceugh ubiquitous

computing the dream of future smart home will come true.

3.5 Using Web Services for Medication Management in a Smart Home
Environment

Modified from a paper published in Proceedings of thénfernational Conference on
Smart Homes and Health Telematics 2009

José M. Reyes Alamo, Johnny Wong, Ryan Babbitt, Hen-I Yang, Carl Chang
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3.5.1 Abstract.

The Smart Home is a house equipped with technology to assistadlypte elderly and
persons with special needs. Smart Homes rely on Service-Ortestewlogy usually OSGi.
Web Services (WS) receives little emphasis on Smart Homethdyutan be very useful for
some applications. That is the case of management of medicattbis aask can become
very difficult and involve different, remote parties. Several solutfemse been proposed for
applications like medications management but their lack of inteabihigy limits them. We
present a solution that integrates current systems and providesparability by using WS.
The secure transfer of sensitive data among subsystems igeachie using secure WS for

communication purposes as shown by our prototyped implementation.

3.5.2 Introduction

The Smart Home (SH) is a house equipped with technology like searsbr@ctuators with
the purpose to help the resident in performing their activities bf likdng. SH research has
focused on using these homes to help the elderly and person withl sigecls to stay home
longer and live more independently. SHs have relied on the Servicetgdri€omputing
(SOC) approach to simplify its design, shorten the developtmertand reduce the cost
[18]. Different Service Oriented Architectures (SOA) has beerldped. Two widely used
SOA are Web Services (WS) and OSGi services. Both archisctare platform
independent, rely on well defined standards and can be deployed overksetWS has
become very popular and most research in SOC has focused on S&s.h@s become a
widely used standard for applications that use embedded devices stiEls.abhis section
shows that WS are very useful for certain SH applications ieiggemote applications and
those involving third parties. The use of WS for certain applicatiertainly reduce the cost
and development time as some of these services needed are already available.

One of these applications of WS within the SH is with the mamagt of medications.
Difficult prescription names, different instructions and the faat a person might be taking
several medicines at the same time can make this a diffasd especially for the elderly
and persons with special needs. Using technology will certainly thedppopulation to

increase compliance and medication intake [80].
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The SH environment can help with the management of medicationsufffersain [66]
provide a system called Medicine Information Support System (Mi@&)h integrates the
doctor, the pharmacy and the SH to increase safety, manage dieatinaes and increase
medication intake and compliance. This system requires littlenaitcom the SH resident as
it takes care of the process in a transparent way. WS techemlarg integrated with the
MISS system to make it more interoperable, expandable and rplaiédmd language

independent.

3.5.3 Related Work

In [81] the author explains how today's devices are more powertulmote computational
and communication power allowing this technology to be used in homecapis.
However these devices and appliances use different protocols, a lot of them psoprietgr
proposed a solution based on WS to achieve interoperability, heterggemetiscalability.
They implement the WS stack in the devices or in the devicestientTheir main purpose
for bringing technology into the home is to help the elderly tp stame longer, having the

necessary assistance and reduce the learning curve, sharing a sativatiom of this work.

Even though in [81] the authors propose a solution based on WS for SH ammdicat
general SHs rely on the OSGi service platform [8]. Bothrielogies offer a set of unique
features, so the combination of them can help providing new solutions. IthEB2authors
describe a driver on top of OSGi in which devices can be dyadlgnadded, invoked and
mapped to different WS standards. Their vision is to have a cefatiorm in which the
functionalities are provided as services and applications composestr@sces in a flexible
way. The OSGi platform is used and drivers on top of OSGi ardapeeeto support WS.
Each WS is mapped into a service in the platform. This is a gdechgtin trying to

combine both technologies together but full integration it is still needed [67].

3.5.4 OSGi and Web Services in the MISS System
The Medicine Information Support System (MISS) is a systethiglas patients to manage
their prescriptions [66]. It improves safety by checking for kosf among medications,

health conditions and food. The way it does it is by integratingldletor, the pharmacy and
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the SH in such a way that prescription information is forwardewh fone subsystem to the
other. It uses a trusted third party that defines the conflitisng medications, health
conditions and foods. Prescriptions data is checked against the pateat stored at each
subsystem to identify any possible conflicts. The next few papagr briefly summarize
MISS and how we applied WS to it.

The doctor subsystem is where this process begins. The doctor thetgrsescription
details with the medications and dosage information. The doctesusred to have a record
of the previous prescriptions and health conditions of the patient. Thentmtiecord is
checked against the new prescription to determine if a corigtise To detect a conflict we
use a trusted third-party such as the Food and Drug Administratioh) (6t the Physician
Desk Reference (PDR) who defines conflicts among medicataorg]itions and foods.
After this check, prescription data is forwarded to the patienéfeped pharmacy via a

secure communication channel.

The pharmacy subsystem performs a similar function of checkingréseription for
conflicts with other medications. We assume that the pharmacys keeecord of all
medications previously picked up by the patient. A check for presmriptonflicts is
performed using the patient’s data at the pharmacy and a troste@drty such as the FDA
or PDR. If no conflicts are found a secure channel is usedwafdrthe prescription data to
the SH.

The SH subsystem performs a similar check for conflicts.dssumed that the SH keeps
an inventory of the medications and the food at home. The SH then fdrecknflicts
among medications picked-up from different pharmacies and with fobdnaé. Again a

trusted third party defines the different conflicts.

The MISS system assumes a secure communication channel fardorgvdata from the
doctor to the pharmacy and from the pharmacy to the SH but no detdils sécure channel
are provided. One way this secure communication channel can be imfgenee by using

WS which will also make the different subsystems interoperablé#/& are platform and
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language independent, a main feature of this technology [29]. THisleNv for current

system to keep working but also to be expanded by using this technology.

This work extends the MISS system by making WS a fundamental part of it. MISS make
use of stand-alone applications for the doctor and the pharmacy smhsy#t uses OSGi
services at the SH to control the devices and application. This wgass WS to glue these
three subsystems together providing interoperability and preseriiagplatform and
language independence. It also allows other applications to useelné&¥vwice provided if
needed. This approach takes care of providing a secure mechanismwardiog data
among subsystems. The next section has a summary of a prototyped implementati®® of M

using WS.

3.5.5 Formal Verification

In applications using Web Services that involve thirds parties, nraimgahe privacy of the
data is an important issue. We want to make sure that the sigstafe, that the privacy is
respected and that the system is correctly used. These issusmddeessed by using formal
methods. One part is to check that the conflict checking routiseuisd and that it detects
the conflicts it is supposed to detect. Another part is to maketsiivacy of the patient’s
data is respected when using the Web Services or another sergigeeapproach. Another
part is to ensure that the person is using the system corfBe#dynext subsections provide

more details how to achieve these goals.

Model checking is a mathematically well-founded automated sddtwaerification
technique that is becoming popular as software becomes more campléxtractable, as a
way to ensure safety and correctness [83]. In model checking d Mookethe system is
provided with state transitions and a property P. The checker witlali possible paths of
state transitions to see if P holds. If the property holds it neturn true, otherwise it
provides a trace file indicating where the property fails to holdhénMISS system [66] a
model for the conflict checking routine is provided which defines afseiedicines M, a set
of medical conditions C, a set of food items F, a set of doctorssEt, @f pharmacies P, and
the smart home H with functions for detecting conflicting_medicinds>P (M),



69

conflicting_conditions: M» P(C) and conflicting_food: M P(F). Given a prescribed
medicine m, these three functions are computed and the resul@ngrared to the patient
record. If the medicines on the patient record and the conflictedjomes form a disjoint
set, then no conflict is found otherwise, the prescribed medicineesraaconflict and the
system gives a notification. In MISS an instantiation of the inigdgiven which shows that
the routine correctly detects a determined conflict. Neverthehessis no proof that all
possible conflicts are detected. Using model checking techniggedave a stronger
argument in favor of the model used for the conflict checking routinthisnwork that is
precisely what is done, to ensure that the prescription datemisifty checked and a broader
amount of conflicts are detected and not just providing one examplenakie use of the
SPIN model checker [84] to perform this task which for the oiees, conditions and food
the model checker detects those conflicts.

Service Registry Policy Store Context Manager Privacy Manager
-stores service -stores the privacy -retrieves context data -receives service
descriptions and binding | policies of the system from appropriate services | invocation requests
information and supplies it to the

-returns a set of rules Privacy Manager -coordinate other
-returns this information | applicable to a given components to
to the Privacy Manager request when queried evaluate a request
when requested by the Privacy Manager
-returns the access
decision

Figure 7 —Major components of our policy architecture

We propose a privacy model based on the service-oriented computingyparadiere
services are software artifacts that control zero or moree@gvinteract with each other via
invocations, and may be remotely monitored or operated [85]. The companfetitis
privacy model are Service Registry, Policy Store, Context Mamagd Privacy Manager. A
summary of these components can be found in Figure 3.7. Differetieemtight have

different policies and the context will vary. This privacy modedwes that the privacy of
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the patient’s data is respected. Any set of policies imposedygf the subsystems will also
be enforced. Only authorized parties will have access to the Tais is a necessary step to
comply with state and federal laws as well as to respeatiésires of the patient, doctor and
pharmacy on how to handle the sensitive data. The interactiongdhes® components can
be seen in Figure 3.8. It can be noticed that after a sewiocevaked, in this case Web
Service, this privacy model will look for the service in theisiy and then it will retrieve
the applicable policies for this service, user etc. It will atersthe context and based on the
analysis access to the service and data will be granted or denied.

Technology can improve compliance with medication intake [80]. iBtdl needed to
ensure that patients are using the system as expected hy tia&inght medicine with the
right dosage at the right time. Two main requirements to enm@dication intake are
medication on-time and medication completeness. For example ifs4apdbhy need to be
taken every 6 hours, we want to ensure that the patient followsitistsections. The patient
fail the on-time requirement if takes the pill every 3 hours oryeyéhours for example. The
patient fails the completeness requirement if less than 4gpillsore that 4 pills are taken
during the day. In order to check for this we formally check thatredicine detection
mechanism detects when the wrong medicine is chosen, that theatiotiis and reminders
systems [68] give appropriate reminder and warnings in case @frar, that the context is
taken into consideration [46] and the system in general correctliggsasituations in which

the on-time and completeness properties are violated.
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Figure 8 - Request Evaluation Process

3.5.6 Prototyped Implementation Using Web Services

A prototyped implementation using the approach described above hasrpeménted in
our SH Lab. For the doctor’'s subsystem an application has been devetopshich the
prescription details are entered and then forwarded to the phawsawy a secure WS
provided by the pharmacy that the doctor’'s subsystem invokes. The glgaWi&a provide
the tools for the doctor to forward the prescription’s data. When schgpgon’s data is
received via this WS, the data will be transferred to thenpley’s main system so that the
pharmacist can starts preparing the prescription. When the ptescis ready the pharmacy
subsystem use a WS provided by the SH to forward the prescriatiarfrom the pharmacy

into the home system. This WS will allow data to be transfiefitom the doctor’s subsystem
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to the SH also, such as medical conditions. This allows the SH/éorhare data available

and perform and final and more complete check for conflicts which will imprdet/sa

3.5.7 Conclusion and Future Work

The SH is a house equipped with technology to help the elderly asdnpetth special
needs to stay home longer. One way to help this population is witmanagement of
medications. This is a task that can become difficult given the amount of datacitistmbe
handled. To increase compliance and medication intake several sohdi@been proposed
but the lack of a universal platform and language independent apphoat these. A
solution that integrates current systems and makes use of seriécded approaches,
specifically WS, is presented. Future work includes the use of formal metheal&diate that
the data is transferred correctly, that privacy is respettddhat the entire system performs
its intended functionality. Also full integration among SOA such & akd OSGi and the
use of some WS sub-languages is something we would like to do in the future.
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CHAPTER 4. SUPPORT FOR MEDICATION SAFETY AND
COMPLIANCE IN SMART HOME ENVIRONMENTS

Modified from a paper published in the International Journal of Advanced Pervasive and
Ubiquitous Computing, IGI Global 2009.

José M. Reyes Alamo, Hen-l Yang, Ryan Babbitt, Johnny Wong, Carl Chang

4.1 Abstract

The rapid pace of new medications introduced to the market andete of modern
healthcare towards specialization complicates doctors’ prescrimingess and patients’
management of medications as well as increases the likelil@idat patient may be
prescribed an unsafe medication. The severity of this problemgsified when patients
require multiple medications or have cognitive impairments. Theiduhed Information

Support System (MISS) is designed to integrate related infmmmaystems from doctor
offices, pharmacies and patient's smart homes with a univdedabase of medication
conflicts to enable safety checks for adverse reactions amosgripeel medications. MISS
enhances the quality of patients’ healthcare by supporting the cawfoenof patients’
medication intake. MISS is also designed to ensure patients’ ahedoords remain private
by following the privacy guidelines and regulations such as thalthiHdnformation

Portability and Accountability Act (HIPAA) law in the United States.

4.2 Introduction

A Smart Home (SH) integrates and networks different techiedo@ provide assistance
with activities of daily living. SHs specifically designed fitre elderly and persons with
special needs have gained importance as a research subjeckast fee/ years as the baby
boomer generation reaches the retirement age and begins to expdhenteed for
assistance [1]. One of the primary needs of this population istass in managing
medications, which can be challenging due to complicated mexticammes, multiple

simultaneous medications, or medications with differing types ahdaastructions. Two
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often overlooked but extremely important facets of medication neameigt are the detection

of possible conflicts among medications and complying with prescriptions.

The Medicine Information Support System (MISS) presents a $roaré-based solution
to integrating doctor offices, pharmacies and a patient’s hom&sist @atients in managing
their medications [66]. It supports the safety of prescriptionsh@gking at multiple times
for conflicts between medications, health conditions and foods thateatpaay be eating.
When a doctor enters the information about a new prescription, ttEmsgsitomatically
checks for conflicts with any previously prescribed medicationsdiagnosed health
conditions in the patient’s local record. The prescription informasighan forwarded to the
pharmacy to determine if there is a conflict with anyspriptions filled at that pharmacy,
including prescriptions filled from other doctors. Lastly, the prpson information is then
forwarded to the SH to check for conflicts between all of theepés medications, health
conditions, and foods, regardless of doctor or pharmacy. This allowsddications
prescribed by different doctors of filled at different pharmacies to bekebdor conflicts.

MISS is designed to transparently wrap around existing compuygstenss that are
already in place in doctors’ offices, pharmacies and smarefarsing Web Services (WS)
to provide interoperability via standard communication interfaces.sysem requirements
and design architecture are presented in section 4 provides adlgtaW of the interactions
between different subsystems, as well as the data they gecHa@cause proper medication
management is critical to patients’ well being, a medicatiamagement system must be
error free and capable of detecting various types of medicationiotenfA model is
presented in section 5 to demonstrate the correctness of MISS. tioAdllly, since
prescriptions and health conditions are personal health informatiorstdrege, use, and
disclosure of this information between systems presents potdnBalkd to patient privacy.
As a result, privacy regulations such as HIPAA [86] must be incarpdrinto the

requirements and design of MISS to provide proper privacy protection for patients’

The rest of this chapter is organized as follows: the requiresndesign, and detailed

architecture of MISS are presented after a discussionlatedework. We then describe a
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system model for conflict checking and compliance monitoring andgtridte MISS'’s
prototype implementation. The last section summarizes the coranbuif MISS and states

future work.

4.3 Related Work

Some previous efforts have been made for helping individuals managerssriptions.
For example, the Magic Medicine Cabinet (MMC) [87] is an Inteemabled medication
manager equipped with facial recognition software, RFID shadmtls, and vital signs
monitor and voice synthesis. The MMC gives personalized remindeestslethen a wrong
medication is taken, and measures vital signs. However, no detilgr@rided on the
authors’ claim that their system interacts with the patigftamacy, doctors and health care
providers, and no safety checks are made for conflicts among neasc&ur work bridges
this gap by using WS to connect the patient's SH with the patidoctor and pharmacy and
to conduct multiple checks for medication conflicts.

The Smart Medicine Cabinet (SMC) [88], and the Smart Box [89]¢2&nd the Magic
Medicine Cabinet by using passive RFID tags to identify meaditatontainers and
Bluetooth technology to synchronize the MMC with a patient’s @llphone. The SMC is
automatically updated when the cell phone is brought within rartgee major drawback of
these two systems is that the patient must remember totharoell phone to the pharmacy
as well as near the MMC. Our system presents a more usaiyr solution, especially for
those with cognitive impairments, in that it does not require dpesga interaction or a cell

phone.

Technology for automatic dispensing of pills also exists [91],[8&ically, manual
configuration is needed to set notification and dispensation times, tAks medications also

have to be manually removed after a reminder is generated.

All of these solutions certainly facilitate the task of takngdications, by assisting with
prescription compliance [89],[93], giving reminders to the patien},[B8], and detecting
missed doses. However, they do not provide a networked solution andysiilersignificant

manual input, which would be difficult for patients with cognitive dikté. This limitation
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is addressed in [96] where a system for patients with demenpaesented. Our system
makes a similar of related technology to help patients wikqgpiption compliance, but our
work is more comprehensive as it transparently networks thet draare with existing
doctor offices and pharmacies but does not require the patients to enter any data.

In addition to these systems, several software applications hamedbgeloped to assist
with the medication prescribing process and the management of gatrexdtical records.
Such applications often target mobile devices such as cell phones phores, and PDAs
[97]. Nevertheless, they are intended for people with these devidesaamlia—do not
provide support for safety checks for conflicting medications oist@asgle in monitoring
compliance with a prescription. For patients’ record keeping, solutiarcd, as Google
Health [98] and Microsoft Health Vault [99], are available toekause the patient’s health
and medications records. However, it remains to be seen if patdhtse comfortable
storing personal information in remote enterprise environments. Rervgsaces like SHs
can be used to assist patients in performing activities of li\aig (ADL) [18], but also can
help patients with the management of their medications [66],[80yf&]would like to have
a system that can integrate all these independent solutions in tordeve a stronger

management of medications.

4.4 System Requirements and Design
A successful medication management system must have a well afefined requirement

and a well planned design. The requirements and design of MISS are discussed below.

4.4.1 System Requirements
Describing the processes of how a person receives a prescrgrtd takes a medication

reveals several important system requirements.
Obtaining a prescription involves the following steps:
1. The patient visits the doctor.

2. The doctor prescribed medications.
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3. The patient visits the pharmacy and gets the medications.

4. The patient at home intakes the medications.

Medication intake involves the following steps:
4.1 Wait for the next dosage time
4.2 Locate the medication container
4.3 Open the container
4.4 Extract the appropriate amount of medication
4.5 Intake the medication
4.6 Close the prescription container

4.7 Return the container to the medication cabinet

The aforementioned related work can help to automate some efdtegs. For instance,
the Smart Box or Smart Cabinet can automate steps 4.1 and 4.2 andiayidintkspensers
address steps 4.3 and 4.4. When patients with cognitive impairmens™via@itthe next
dosage time, they might forget when the next dosage time is [96¢e he system that
automatically sets up the dosing schedule using the prescriptiatés denerates the
reminders and notifies if a dosage is missed will help to imptbeecompliance with
medication intake [80]. SH can also improve the task of locatingngdications container,
by incorporating unique identifiers for the prescription containkesRFID tags as well as a

system that can detect these containers in the entire space [100].

Because manual entering of prescription information by the resideuald likely be

unreliable due to inexperience and human error, the prescription inionrettould be
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entered by an expert and automatically forwarded into the Sknsysithout repeated
manual entries at various locations such as pharmacies or the fhboe. in MISS,

prescription information is automatically forwarded between dactpharmacies, and
homes. The next section presents the system design and operation of MISS in gtaater d

4.4.2 MISS Design

MISS consists of three main subsystems: the Doctor Subsyst&)y (Pe Pharmacy
Subsystem (PS) and the Smart Home Subsystem (SS) which aegedply four main
actors: the doctor, the pharmacist, the patient, and the SH, tresjyecEach system is
assumed to have a local database that stores information aboufi¢h&iphabitation, and a
global medication conflict database (MCD) exists that defintsconflicts between
medications, conditions, and foods. The MCD is maintained by a knowledgeabkrusted

third party. Figure 4.1 illustrates the interactions between these actonsbaydtems.

Enter
Prascription
Doctor DS Database
Subsystem (DS) l

/

Check for
Conflicts

Y
MCD
Canfirm
Prescription
Pharmacy Check for <
Subsystem (PS ConllicH
* PS Dalabase
Prepare
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Y
RFID scan;
Check for
Conflicts
Smart Home
Subsystem (SS) ¥

Update Smart
Home »| S5 Datab
System

Figure 9 - Medicine information support system diagram
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The more important use cases and actors for MISS are showruie Bi¢. The Update
Smart Home action will be responsible of updating any subsystatn ntight use the

medication data such as medication inventory and notifications.

Medication Information
Support System
i Frepana
Prescription
Dogtor Check for Conflicts
Confirm
Prescription Data
Fhamacy Prepare Medicine(s)
Secan Medicine(s)
Fatiant
Lipdate Smart Home
Smart Home

Figure 10 -Medicine information support system use cases and actors
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4.4.3 Doctor’'s Subsystem (DS)

The process starts when the doctor prescribes a medication. d&is&ssist with the
prescribing process by the conflicts among medications, infam#tat the doctor can use
as a reference. The patient’'s medical record of previous présesipthe current health
conditions, and the symptoms and patient’'s preferences are used tmiretpossible
conflicts and reactions. This way the doctor can prescribe ntiedisahat do not create any
conflict or allergic reactionsThe lists of medications, side effects and possible conflicts ca
be retrieved from the database maintained by a trusted thigdspatt as the Food and Drug
Administration (FDA) [101], or the Physician’s Desk RefererRBR) [102]. A conflict-free
prescription will be forwarded to the pharmacy either immedidtelyne patient’s preferred
pharmacy or after a request from the pharmacy that the patient will chtarse la

If the data is forwarded to a preferred pharmacy, it is assuihae the doctor subsystem
and the pharmacy subsystem share a unique ID that will be uskhtidy the patient. Using
the ID, the doctor subsystem will check its local database doflicts with the new
prescription. If no conflict is found, the prescription’s data is fodedrto the patient’s
preferred pharmacy through a secure channel. The doctor's offitealsd issue a
customized printed-RFID prescription which will be used later by the pharmadyle.

If the patient chooses a pharmacy later, the process is athmostame. The main
difference is when the data arrives to the pharmacy. Inrgtecése it arrives immediately in
the second case data arrives when the patient gets into the phanththe pharmacist
request the prescription information from the doctor’s office. Ndawdeconsider PS design
in more detail.

4.4.4 The Pharmacy Subsystem (PS)
There are two possible starting scenarios for the pharmacyssetvs\When the patient

chooses the pharmacy at the doctor’s office or when the patient chooses the platenac

Consider the first scenario, when the patient chose a preferredgiyaat the doctor’s
office. The pharmacy receives the prescription’s data overuaesehannel when the patient
is still at the doctor’s office, allowing the pharmacist to start pregdhe prescription before
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the patient arrives. The pharmacy issues the prescription irespddD-enabled containers
that allow the system to uniquely identify the medication in th&he prescription is
checked for conflicts with other medications that have beemttgddled for the patient,
similar to the check performed at the doctor's module. However, thigianal check is
necessary as the patient might be receiving prescriptionsdiff@nent doctors but picking

medications from the same pharmacy.

In the second scenario, when the patient has chosen the pharmacy ynaémeigdatient
arrives to the pharmacy with the printed-RFID prescription. Thiscpiggion is given to the
pharmacist as if it is a regular prescription, but this tilne prescription is ready or in
process as the information was received previously. This prirféd-Rrescription is
scanned and the data is compared with the data forwarded jother’s office. If no
conflict is found with the new prescription, the medication is dat into an RFID-

enabled container; otherwise, the pharmacist is notified and doctor are notified.

Our system can reduce the waiting time at the pharmadyeifptescription data is
forwarded immediately from the doctor’s office allowing the plamist to start preparing
the prescription while the patient is on the way. This is anllextdeature for the elderly
population who might need their medications as soon as possible ooveaoid long waits
or several trips to the pharmacy. Another benefit of our systéne iextra layer of safety by
double checking for conflicting medications using the pharmacy’s local data.

4.4.5 The Smart Home Subsystem (SS)

When the patient arrives to the SH, its local database is updata@dibning the prescription
container with an RFID reader. If the range on the RFID readardge enough, this requires
no manual effort as the RFID tags will be read once the pasiewthin their range [103].
This will retrieve the prescription’s data from the pharmadgpgua secure communication
channel. After the data is received, a final check for cdaflietween the new prescription
and current medications, health conditions, and foods in the home will tade2 phis third
level of checking is necessary as the patient might bevnegealifferent prescriptions that
are filled from different pharmacies. Also, food information isikble only at home,
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requiring this check to be done at the home. If a medication dooflibealth condition
conflict is found, the appropriate parties are notified. Otherwisemgmications are placed
in a SMC or loaded into an automatic medication dispenser and ibatpattified of any

potential food conflicts.

In addition to checking for the safety of a new prescription, we Wantpatients to
comply with the doctor’s instructions by taking a proper dosagd&eatptoper time. To
evaluate patient’'s compliance with a given prescription, theréwardactors to consider:
timeliness and completeness. Timeliness determines whetheretlieations are taken at a
correct time, and completeness defines whether the correct dosaigéen. Formal
definitions of the timeliness and completeness are presentediv#itethe system model,
which is followed with a description of how to use the context inftiong46] and the
notification services [68] in a smart home to aid prescription cam@d. The next

subsection contains details on how interoperability among subsystems is provided.

4.4.6 Interoperability by Using Web Services

MISS is built on top of stand-alone applications already running thetiges for doctors
and pharmacies therefore interoperability among these subsystemeeded. The
prescription information is sensitive data which will be shared ardontprs or pharmacies
only if the patient authorizes it [86]. A secure communicationhaeism among subsystems
to transfer this data becomes necessary. WS can provide ¢bhie ®smmunication as well
as interoperability as WS are platform and language independemietmark friendly and
secure [29]. Each subsystem will provide a secure WS to allow oaroation with other

subsystems in an efficient and secure way.

4.5 Designing for Privacy

Because MISS stores, uses, and discloses personal health irdarnitais also mandatory
that related privacy legislation such as the Health Informd@mtability and Accountability
Act (HIPAA) [86] governs its design and operation. To demonstrate higwstthe case, we

identify the problematic aspects of MISS from a privacy pestve and show case by case
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that our design is in line with the corresponding HIPAA requirdmeThere are essentially

four high-level problem areas (PA) that HIPAA addresses:

PAl. The access and use of Protected Health Information (PHI) Iplogees
within a health system or health information database

PA2. The disclosure of PHI to other systems and health service providers
PA3. The ability of the individual to access and amend PHI

PA4. The ability of the individual (or a governing body) to audit the used

disclosure of PHI including the management of individual consent.

Since MISS essentially wraps web services around existin@rdgattarmacy, and SH
systems and integrates them with a global database hi¢ idigclosure of PHI among these
systems (PA2) that is of primary concern. Implementing propsgsaccontrol policies and
other data security safeguards (PA1l) are the responsibibti¢ise individual doctor and
pharmacy systems and not of the MISS framework proper. If tiystenss correctly provide
these mechanisms, then we can assume that only authenticateatreorized doctors and
pharmacists can access PHI in their respective systemsar§y, it is the responsibility of
the original systems to provide access, amendment, and auditmsachahat individuals
can use to check, correct, and challenge the uses and disclosurésRHL{EA3 and PA4).

If these mechanisms are provided, then MISS can also wrap thénmM@tin a way that
preserves the functionality of the original mechanisms but providesiteroperability and
universal access of WS. The cases in which health informatisentsbetween subsystems
are 1) the transfer of information from doctor to pharmacy, 2) fdoctor to home, and 3)

from three systems to the conflict detection service.
Case 1: Doctor Subsystem Disclosure to Pharmacy Subsystem

HIPAA permits the disclosure of PHI to other health care sesvproviders if they have a

previously established relationship with the individual and the disclodedmation is
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necessary to that relationship. This rule applies to the traokferescription information
from a doctor system to a pharmacy system as an idensfieansferred along with the
prescription information. However, since the individual has choseptiaamacy to which
the identifier and prescription are routed, it follows that the ssarg relationship between

pharmacy and individual must exist.
Case 2: Doctor/Pharmacy Subsystem Disclosure to the Smart Home Subsyste

The second case in which PHI is disclosed is from either the dacpirarmacy subsystem
to the home subsystem following the diagnosis of a new condition. Howsseause the
home subsystem is viewed as a trusted representative for theduadijvi follows that the
doctor subsystem should be permitted to disclose this information toothe. Moreover,
this information does not contain personal identifiers. On the other bamue, the doctor
subsystem is communicating with an individual home subsystem (i.ehdhe of a
particular patient), the communication could be reasonably used to ydidatiindividual if
the destination of the messages were known. Therefore, securainaration is required to
prevent information from leaking to eavesdroppers. The incorporatisecofre WS in the

MISS framework satisfies such requirement.
Case 3: Doctor/Pharmacy/Smart Home Subsystem to Conflict Detection 1Siee

The fact that the doctor, pharmacy, and home subsystems submitInmédroaation to the
global conflict detection service also pertains to privacy. Hewebecause both the doctor
and pharmacy submit completely de-identified health information (orddication and
health conditions) for conflict detection and de-identified informat®meturned by this
service, there is no privacy risk inherent to these communicati@mghe other hand, the
invocation of the conflict detection service by the home system pluses a privacy threat
according to HIPAA. The fact that the request is coming feosystem operating on behalf
of an individual could allow the owners of the conflict service to identify on whose likgalf
service request was made, thus linking the medication or conditidre tmdividual. The
MISS framework mitigates this situation with two secunityechanisms. First, encrypted

communication is done between the home system and conflict detectrare spreventing
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eavesdropping. Secondly, a trusted anonymizing proxy is used by the dysteen to
aggregate web traffic from multiple sources, sufficientlgrdasing the likelihood that such

information can be attributed to the original individual.

4.6 System Architecture

The successful operation of MISS requires proper collaboration betihese independent
subsystems: DS, PS and the SS. Each subsystem maintains separate lmsgdslatawell as
expected functionalities required by doctors, pharmacists and patigotsnation exchange

is triggered when certain events occur that can cause coafincieg medications; however,
only the necessary information is exchanged. In addition, it is agstiraethere exists an
external MCD containing information regarding conflicting medicatidrealth conditions

and food, which is maintained by trusted third parties such as FDA or PDR.

MISS is intended to be an extension of existing DS and PS, not eaeyat, and one of
our primary goals is to maximize the interoperability of theedsting systems. Since most of
doctors’ offices and pharmacies already have some kind of comystems to perform
their daily functions and their respective employees are ctabferand accustomed to using
these systems, it is essential that MISS works with diifeegisting systems. Our system
architecture achieves this by encompassing existing systéimsvrappers, and introduces

WS as the universal interface for communication between subsystems.

Since a patient can visit multiple doctors and multiple pharmadiksSs employs WS as
the mean of inter-subsystem communications, which shields thelsdefa internal
implementation of each subsystem from other subsystems as Idhgyasffer compatible
WS.

The architecture of MISS can be best presented in two tiers. The higtdeaie with the
inter-subsystem communication that mimics the actual actions raedadgtions among
patients, doctors and pharmacists. The lower tier describes thitediestructural make-up

and inner operations within each subsystem.
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The higher tier overview (illustrated in Figure 4.3), shows that SVigcludes three
subsystems, DS, PS and SS which utilize the external MCnsysissumed to be
maintained by a trusted third party. Each subsystem provides a hummguter interface
that allows interactions with user in certain role, and a system irgarfgdemented as a WS

that allows communications between subsystems.

The primary owner and user of DS (illustrated in Figure 4.4he doctor who, after each
examination, enters diagnoses and prescriptions into the systemedsd. Before a
prescription is finalized, MISS checks for medication conflictabgnymously sending over
the patient’s prescribed drugs and medical conditions from DS to.MCQD conflicts with
the new prescription are found, the prescription information is theedstinto the local
database, and forwarded to PS; otherwise a notification is givémetdoctor, along with

suggestion on alternatives.

Once the new prescription information arrives at the pharmaagt(dted in Figure 4.5),
it automatically triggers the retrieval of other current mipfions associated with the
patient, and a check for conflicts is sent from PS to MCD. Husest makes it possible to
identify potential conflicts between medications prescribed by differenbidoetho may not
be fully aware of other drugs the patient is currently takdgce the new prescription is
cleared of conflicts, the pharmacist would prepare the drugs, w8ilerdRld send back a
confirmation to DS and forward the prescription to SS. If a adriflifound, a notification is

given to the pharmacist who might contact the doctor or take other appropriagtg@sea

The SS is assumed to maintain two sets of data, the patwaith information and the
food inventory of the home. When the prescription is dispatched, PS waoddoser the
prescription information to SS. After the patient picks up the ppgumi and returns home,
the medication needs to be checked into the automatic dispense.thWd8 retrieves the
information about the medication during this process and performs ahieck for conflicts,
including checking for food conflicts with the new prescription. Angmipancy or conflict
will notify the patient, the doctor and the pharmacist. Figures #&.5eéscribes the
interactions within the SH subsystem.
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4.7 System Modeling

This section contains a model of the medication management systemther define and
examine conflict detection and compliance with different types esquiptions. Model
details for checking for conflicts and checking for compliance by liukiht of the timeliness

and completeness requirements are in the next sections.

4.7.1 Model the MCD

A medication management system must be accurate, reliable andepsafety by detecting
conflicts that a new prescription may cause by interactirty wiher medications, health
conditions, or foods. The trusted MCD defines the conflicts over thef seedicationdM, a

set of foodF, and the set of health conditio@s using several functions over the set of
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medications. The functioconflicting_medications: MP(M), whereP(X) denotes the power
set of X, returns the set of medications that conflict with a given meditathe function
conflicting_conditions: MPP(C) returns the set of health conditions that conflict with a
given medication, and the functi@onflicting_food: M2P(F) returns the set of foods that
conflict with a given medication. We define the Medication System Model lasviol

Definition

Our Medication System Model consists of the following sets:

M, set of medications

— C, set of medical conditions

— F, set of food

— D, doctors, hospitals or clinics the patient visits

— P, set of pharmacies where the patient gets prescriptions

— H, the patient’s Smart Home

With the following functions:
— conflicting_medications: MP(M)
— conflicting_conditions: M>» P(C)

— conflicting_food: M2 P(F)

A patientp is represented by a tupte= (id, Mp, Cp, Fp, CMp, CFp, CCpTheid field
uniquely identifies the patient, ardlp € M, Cp € C, Fp € F be the subset of medications

currently prescribed to patiept the health conditions diagnosed to patgnand the foods
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patientp has available in the smart house, respectively. The seteditines, conditions,

and foods that are unsafe for patipmian be defined as follows:

CMp = Umemp conflicting_medicines(m) represent the set of medications that

conflicts with the medications prescribed to patgnt

CCp = Umemp conflicting_conditions(m) be the set of medical conditions that

conflicts with the patient’'s medication.

CFp = Umemp conflicting_food(m) be the set of food that conflicts with the patient

medications.

These sets will allow doctors or caregiver can make betfermed decisions when

prescribing medications for a new or existing health conditiomersa newly prescribed

medicationm to patientp, the MCD determines what conflicts with by applying the three

conflict functions tom. If we let the sets of potential conflicts of new medicatmrbe

CM = conflicting_medicines(m), CC = conflicting_conditions(m), andCF =

conflictings,oa(m), respectivelym can be determined to be a safe medication if

1.

3.

CM N Mp = @ andm n CMp = @ - None ofp’s current medications conflict
with the new medication and the new medication does not conflict with amysof

current medications and

CC NnCp =0, - The new medication does not conflict with any of the conditions

that patienp has) and

CF n Fp = @ - The new medication does not conflict with any of paténfoods

If all three checks succeed, then we update the patient’s set of currecatioedias well

as the patient’s conflict medications, conditions, and foods accordingly

4.7.2 Conflict Checking
Each MISS subsystem, DS, PS, or SS, checks for conflicts withsallime same algorithm,

but it is expected that each one can capture a different sehitts because of differences
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in the local databases. A generalized version of the conflict clgedkigorithm and

supporting functions are defined as follows:

Definition: Get Data (GD)

Input: Prescriptiom = (p, m)

//Get patient’g datafrom the local database

QueryMp, Cp, Fp, CMp, CCp, CFp

//Get medicatiomnm conflicting data from the global database

ComputeCM, CF,CC

Definition: Conflict Checking (CC)
Input: Prescriptiom = (p, m)
Call Get Data (r)
If (CM N Mp =@ andm n CMp = @)
If (CC N Cp = 0)
If CF nFp = @)

//No Conflict found

CMp = CMp U CM

CCp = CCp U CC

CFp = CFp U CF

Else
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Medicatiorm creates food conflict
Else
Medicationm creates a health condition conflict
Else
Medicationm creates a medications conflict

4.7.3 Conflicts at Doctor, Pharmacy, and Smart Home Subsystem

In this model the DS provides a new prescription (p, m) thatr contains the id of the
patientp and the id of medicatiom. The DS has a local database with patigmtscord. The
DS does not to store information related to food, therefore the clgeakiBDS focuses on
identifying conflicts between medications and health conditions. Tiorpeithis checking,
we invoke the functiorCC with inputr. If no conflict is found then the prescriptionis
forwarded to the PS.

At the PS,it is assumed that the prescriptiomas already been checked and cleared at
the DS. The PS matches the new prescription r with the patient’s local recoqrefious
prescriptions and over-the-counter medications to check for possibletsonfhis second
check is necessary as the patient might have prescriptil@asffom multiple doctors. Over-
the-counter medications may also be obtained at pharmacies analsnasause conflicts.
The checking at the PS is performed by calling funct@@ with input r using the
pharmacy’s dataset. If no conflict is detected, the prescriptisrcleared and forwarded to
the SS.

Once theSSreceives the prescriptiomsSSperforms a final check for conflict using its
local inventory of medications, conditions, and food. This check is necessaing patient
might be having prescriptions from different doctors filled dtedent pharmacies. These
remaining types of conflicts are the ones thatSBsvill be responsible of detecting. Figure
4.9 shows and examples of these multiple paths of conflictsudtrdites how a patient might

be visiting different doctor's and pharmacies in which case soomfliats might go
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undetected, but the SH can detect them. It algstithtes how conflicts can be detecearly

in the process as each subsystem performs a shieti
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Figure 17 -Multiple paths of conflict

4.8 Compliance Monitoring

There are two aspects to determining if a patierdomplying with a given prescription:
the right medication is being taken in the right desehe right time[104]. We call the
former requirementompletenes and the latter asmeliness For completeness monitorir
we currently make the assumption that the smartehbas the capability to determine i
correct dose of medication was taken. This is moumreasonable assumption if autom
dispensers are used to distribthe correct dose of medication and patients camus¢et tc
take all of the medication given them. On the othand, timeliness proves to be a mi

more complicated issue.

Different medications often come with different égpof intake instructions rering a
medication management system to keep track of whietlicines should be taken and wr
For this chapterwe study the three common categories of presenphstructions[105]

listed below:

1. Do not take more than dosad within time intervalt
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2. Take dosagd every time intervat
3. Take dosagd before (or after) activita

In the following discussions on timeliness, it is assumed that the system lcapabdity
to detect when medications are taken and deduce related contewtaitibm about the
patient, such as if the patient has recently had a meal othis process of going to bed. It is
also assumed that the system is able to dispense medications and is ablg patenifs and
doctors based on prescription instructions and a patient’s intake actions.

For the first category of prescription instructions (“do not takeenttoan dosage within
time intervalt”), we need to keep track of the amount and time of medication infake.
monitor this condition, we use a common concept of a sliding window tatecra
Prescription Sliding Window(PSW) that continuously adds the amount of the given
medication taken in a given time period as follows. When a patitakels a medication, the
system generates an intake evethat consists of the medication takenthe dosagé. of

m, and a timestamp. Each time an intake event occurs, MISS looks intoPtB®/ which

covers the events froma-t to te. If the accumulated dosagé@le| Ve’ such thatet <te <te

exceeds permitted dosage an overdose exceptiang is generated and the appropriate
healthcare professional notified. In the actual implementation, $heuBsystem of MISS
keeps a separate PSW queue for each medication , and when an vwaake®ceurs, is
inserted to the corresponding queue and the accumulated dosage updated.uébearpie
maintained in a lazy fashion, meaning that MISS does not proactemlove intake events
prior tote - t but only purges events when a new intake event occurs and the tiog qferi

the PSW does not include them (i.e. they are outdated).

For the second category of prescription instructions (“take dabagery time interval
t"), the patient is required to space out the medication intake dgytain interval of time.
These intervals are setup when the patient intakes the medit@tthe first time, which we
labelty. Usingty as the starting point, the subsequent intake evesit®uld occur af, = to +

nt for n=1 to the size of the prescriptidtiowever, instead of requiring the patient is to take
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the dose aéxactlysome timet,, we allow a patient to take a doseapproximatelytime t,
providing a little bit of flexibility for the patient. To accommaeathis flexibility, we
introduce the concept of timing tolerance. We defaterance tolas, given a scheduled time
te for administering a dosage, the patient should take the medicatweithat some time
interval which deviates frory by at mostol. In other words, only medications taken within
the time interval tt —tol, t + tol] would satisfy this timeliness requirement. Any medication
intake outside of tfj —tol, t, + tol] would be considered a violation to the prescription
instruction. For most medications, this tolerance is in the ordeirftes. However, should
the patient miss a medication intake in a given tolerance titeeval, the patient and the
doctor are notified. The system can then adjust the schedule ofath@uli¢hat is establish a
new set of time intervals, based on a newtignehen the patient takes the first dosage after
missing the previous dose. When the patient takes the medicationstida@ syonitors if the
dosaged:, at timet, corresponds to the prescribed dosdgé-igure 4.10 shows a visual

representation of these intervals.

Initial Intake: tO Second Intake: t1 Missed  First Intake After Adjusted Adjusted
Intake: t2  Missing t2: 10" Interval: t1° Interval: t2
L R LS N .
‘l ) 1. |
@ > EI v ¥
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[t1-tol, t1] [t1, t1+tol]

Figure 18 -Timeliness intervals: take dosage d every time interval t

For the third category of prescriptions (“take dosddeefore (or after) activitg”), the
scheduled time for a patient to take the medication is reltdi\ge certain activity that the
patient performs, such as eating a meal or preparing for bed.iNMlesevthe same notation
as in the previous discussion, assuming the patient takes the noedetatimete, and the
timing tolerance igol. If the prescription instruction dictates “taking medication withades

d before activitya,” the system checks backtat+ tol to see if activitya has occurred since
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te. On the other hand, if the medication is supposed to be taken aéftetiaty a, the system
first check if the time of occurrendg of activity a falls into the time interval - tol. In the
former case, the system notifies the patient of the medictake if the desired activity is
detected as starting, and in the latter case, the systenmgbspthe medication and reminds
the patient to take medication at the completion of the actvity the medication intake
evente does not occur within the tolerance period, the patient would haveedoiae
prescription instruction which would trigger notifications to the pa@snivell as the doctor.

Figure 4.11 shows a visual representation of these intervals.
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Figure 19 -Timeliness intervals: take m before activity a, take m’ after agtavit

4.9 Prototyped Implementation

The prototype implementation in our SH Lab shows the feasibilitM&S. The Doctor,
Pharmacy and SH Subsystems have been implemented as followspphcateon for
entering the prescription details, checks for conflicts, and stdrenpa record acts as the
doctor's module. This node forwards the data to another node which correspotias t
pharmacy. The pharmacy receives the data, prepares the girescand assigns an RFID
tag to the prescription. Another node acting as the SH, queries thmgay&s using the
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RFID tag as the key and downloads the specific information aboytréiseription. Phidget
RFID reader is used to perform the reading [72]. Different RF#3signed to several
containers were tested as a patient might be taking differedications. This data the SH
stores it in its database to use it to update other subsystemasthe reminder, notification
and medication inventory. When a conflict is detected the corresgprndessage is
displayed and notifications are given [68]. The Smart Home Subsysts developed as a
bundle that runs is OSGi, a framework particularly suitableStdrapplications [46]. The
flow of data was correctly transferred from the Doctor's ndttha way to the SH and the

experimental conflicts were correctly detected.

To have interoperability uses WS to communicate among subsystemfJ uses WS
in to access the third-party conflicts definition databasdsdt ases WS to communicate and
send the data to the pharmacy. A WS is also provided so thaeat gain have access to his
or her record at any given time with the appropriate authenticawgmmanism. Likewise the
pharmacy makes a similar use of the WS technology. It ascéssethird-party conflicts
definition database via WS. It also provides a WS for the doctastablish a connection
and forward prescription data. It also provides another WS so thpatieait can access his

or her record at any given time with the appropriate mechanism.

The SS makes use of the WS provided by the DS and the PS in midszpt a more
complete record of the resident’'s medications, health conditions sa tir@al and more
thorough check for conflicts can be performed at the house. Itde th& way to respect the
privacy concerns and laws such as HIPAA in case data is faed/dodthe wrong party. The
SH also has a mechanism to check not just for conflicts but ateocampliance with the
medication instructions. Timeliness and compliance requiremenenéyeced by using the
prescription’s data to define what to monitor, and the context infamatrovided by the
SH. Also because the pervasiveness of RFID remains in the futaereleveloped two
parallel implementations: one using barcodes another one using Rfifallows MISS to
be used with current barcode technology and with the future RFID technology.
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4.10 Conclusion and Future Work

The SH is equipped with technology to help the elderly and person péitiat needs
perform activities of daily living, live more independently, and $tagne longer. One vitally
important activity of daily living is the management of medmadi Several solutions have
been proposed to help with medication management, but they tend to betworkee and
neglect the safety problems that arise from taking multipglications, such as having
medications interact with each other and knowing when to take machcation. This
chapter presents MISS, a more comprehensive solution for successiaine management
that uses web services to provide interoperability among indepenutrxasting medical
systems and can detect conflicts among a patient’s medicdteaith conditions and foods.
Because patient’s preferred doctors and preferred pharmacieganyayhe safety checking
is enforced at multiple levels to catch more types of confligt®e also investigate
compliance with several types of prescription dosing instructionsnbgitoring intake
actions with respect to the timeliness and completeness of eaeh\Wesuse modeling

techniques for both the safety checking and for the compliance monitoring.

Our future work for this system includes completing the integratitwdssn OSGi and
WS as well as the implementation of the compliance checkingheolwe are also applying
formal techniques to further model and verify the compliance antys#féne entire system
and are looking to perform a case study with medical expeviittate the usefulness of our

design.
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CHAPTER 5. A COMPOSITION FRAMEWORK FOR SERVICES OF
HETEROGENEOUS SERVICE-ORIENTED ARCHITECTURES

5.1 Abstract:

Service-Oriented Architecture (SOC) is a paradigm widely isezhse the development of
applications such as those in pervasive spaces. Within the SOC parddfgrent Service
Oriented Architectures (SOAs) have been developed. It is oftercabe that required
services are implemented using different SOAs. Most compositmonefvorks take a two-
tier approach: those that support a single SOA take advantagevioessompositions and
runtime substitutions, while those supporting services of different SOAsymallage their
interactions with manual service invocations. Some SOAs offet af $eatures that others
do not. In this chapter, we present a platform, language, and SOA-indepeohgaisition
framework. Our framework accepts candidate services ofdgeieeous SOAs and provides
the functionalities to support composition of these. A case study padamance analysis

are presented to evaluate our framework.

5.2 Introduction

service is defined as an autonomous, loosely coupled, platform indepemiitgrihat can be
described, published, discovered, and invoked. Services can perform acimplgation or
compose a set of services to perform a complex task [1]. Sé@vierted Computing (SOC)
is a programming paradigm where functionality is provided ascgsnand applications are
created by combining these services in a certain logical way. Insteageariding on a single
component as the case of stand-alone applications, several sexeceschestrated to
provide the desired functionality. A fundamental characteristic d& the separation of
the service implementation from the service specification. eltetist several Service-
Oriented Architectures (SOASs) for this purpose, which define pleeiication of services
and the protocols to interact with them. SOAs are designed to béylcosgled, platform-
independent and language-independent. Theoretically, services shouldeb® afteract
with other services as long as they have compatible interfedoegever, in practice it is

difficult for services implemented using different SOAs to imtéras each SOA definitions
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are independent and their services depend on those specific definitiamactions and
composition of services are possible within the same SOA but fieiltiacross different

architectures.

Most research in SOA has focused on investigating web services (WS) [2]. Cariseque
WS technologies and protocols are well studied and defined. Neveghttlere exist several
other SOAs such as Jini, Open Services Gateway initiati®&()) and Universal Plug-and-
Play (UPnP). Certain properties of these other SOAs make dhestter choice for certain
applications, such as Jini’'s modular co-operating services for castruef distributed
systems, OSGi bundles to control embedded devices, and UPnP skmwviglesg-and-play
networking with devices. To realize the full potential of the S@xtadigm, it should be
possible to create composite services without depending on a Eart8DA. We believe
that the SOA standard should be able to accommodate and utilizesmiffegrvices,
regardless of the particular languages, platforms, and archéedhey are based on. Doing
so could have a positive impact in the quality of service-oriergplications. For example,
it can increase the number of potential services, which might tntpacavailability of
services. Having more services available can also increasaithieer and the diversity of
potential applications. Having a greater number of services to pedertain actions can
improve the quality of the composite service by choosing those thatr lme¢et certain
quality criteria. Additionally, composition of heterogeneous SOAs ceswan influence the
performance of the application, as the services chosen can ke tthais show better
performance without limiting only to those of a particular SOA.cdin also improve
reliability and substitutability, by having a set of servittest provide the same functionality
but implemented using different SOAs. In the case of serviberdaanother equivalent

service can be selected and still be able to perform the required task.

The contributions of our work include outlining and justifying a setnofimum
requirements for compositions. These requirements are elicitetl lmas a study of the
standardization and composition strategies for SOAs. We believihénatis a great need of
specific requirements especially in the area of compositiossreices from heterogeneous

SOAs and for the scripting languages used to specify compositesoMifébute and define
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the Simple Service Composition Language (SSCL), a languagelieomwith these
minimum set of requirements and inspired in technology currently ursierSSCL is an
XML-based language used to specify the workflow of compositecasryn a simple way
that provides SOA independence, a key attribute for heterogeneousc8@pssitions. Our
major contribution is an automatic composition framework that aceeptsnposite service
description in SSCL as input and automatically produces an impletioernséthe composite
service. The framework automatically searches the sem@aded, performs a safety check,
creates the composite service implementation relying on sereicheterogeneous SOAS,
deploys the composite service, and starts it. One crucial stefndoautomation of our
framework is having a service registry with all the can@id&rvices. A customized registry
based on the Universal Description Discovery and Integration (URDIWS is provided
that allows storing the information of services of different aechires. We also contribute
with a context-aware mechanism for our framework that allawe select among the
services already in the context or search for services imejpasitory, and choosing the
candidate service that improves performance when several senatels the search criteria.
The performance of the services is determined by studying fieeedt SOAS, performing
different experiments and studying the obtained results. An ingoietion of our
composition framework is provided that supports OSGi and WS as an exangliideline

on how to extend the composition framework to support other SOAs is provided.

The feasibility of our composition framework is shown in a casgysthat compares the
automatically generated composite service with current 8@Aposition strategies. The
example used is based on the Medicine Information Support SystenS)NBS Smart
Homes [3]. As pervasive environments like the Smart Homes m@lighe use of services,
we believe this is an appropriate scenario. Several experiments areedesigiconducted to
measure the performance of the composition framework and a sunom#drg results is
presented.

5.3 Related Work
Composition of WS is a topic that has been studied in the lasydarg yielding a series of

strategies and tools to make it possible, yet several chadlestifeneed attention [4]. Some
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of these challenges are coordination, transaction, context awsay@oaversation handling,
execution monitoring, and infrastructure. Service compositions can Hieved using
different strategies such as static, dynamic, model drivetlard¢ive, automated, manual,
and context based. In the literature, different scenarios are foahdhotivates the interest in
performing service compositions as well as several framewthras manually, semi-
automatically, or automatically create composite serviceamiples of these composition
frameworks are e-flow, MAIS, MOEM, SELF-SERV, OntoMat-Seeyi SHOP2,
WebTransact, and StarWSCoP [5]. Dustdar and Schreiner point outnohatingle
composition framework satisfies all the needs for automatic ¥gosition [4]. The reason
is that some frameworks implement a set of features or foomses particular issue
overlooking the others. A more inclusive composition framework is still neededyr work,
we propose an automatic composition framework that tackles sevéhnalse issues by using
a combination of strategies. Our framework pays special attetd infrastructure and

context-awareness using dynamic, declarative, and context-basediefat

As the number of individual services grows and applications become coorplex,
automated composition of services becomes more critical. In nz&®g,can individual WS
does not completely satisfies certain requirements but when combitredther WS in a
logical order, the composite service does. Currently, finding timebeidual services is a
challenge as more organizations provide functionalities as newa#dting in an explosion
of the number of services available. Searching for the apprepe@tices and ways to
combine them has become a problem beyond the human capability duestretlod the
search space and the dynamicity of services as they aed,addnoved, or updated on the
fly. The need for automatic WS composition becomes evident anchtri@ao and Su in [6]
survey two main approaches to achieve automated WS composition:omaldhd artificial
intelligence (Al) planning. With the workflow approach, the user provedesrkflow of the
intended composite service and the system automatically lobaté@sdividual services that
satisfy the workflow execution. Some platforms that use the Veovidpproach are e-Flow
[5] and Polymorphic Process Model (PPM) [8]. With the Al planning @gqgr, the
developer gives a set of constraints and preferences and tam gysherates the flow and
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finds the candidate services [9]. The strategies used in Al pumgtude situation calculus
[10], planning domain definition languages (PDDL) [11], rule-based planri@}y pnd
theorem proving [13]. Some of the tools available that support Al plansemgice
composition are SWORD [14], SHOP2 [15], and DAML-S (also known as &M16]. No
matter what composition approach is chosen, they all should providedbsentation of a
single service, translation of the languages, generation of compopittmess model,
evaluation of composite service, and execution of composite servicesb®g@ation is that
most of these composition frameworks use abstract representttisaiices. In our work,

a framework is provided that composes actual services using workflow techniques.

Several research works have proposed solutions for the problem of aoc#biynati
composing services in other SOA such as OSGi. Wood et. al. in [8nsea framework to
achieve spontaneous compositions of OSGi services. It provides fulittidnahandle
availability of services, links to connect to the servicesmaatthing criteria for selecting the
best available service. Redondo et. al. in [18] use the Businesss$tngcd=xecution
Language for Web Services (WS-BPEL), to describe the wawkibf OSGi composite
services. They provide a framework that extends OSGi by ialdpitvto interpret WS-BPEL
files, locate the services, and create the composite serviee. flamework adds tags to the
WS-BPEL file and focuses on composing OSGi services only. Anke elhth $19] present
a strategy for automatically composing OSGi services sy ¢onverting them to WS and
then use WS composition techniques. Our work is different, as wetevaompose services

of heterogeneous architectures in their original form without the need for cagwvéem.

Other researchers have focused on the problem of composing heteroge@éaud ee
et. al. in [20] support WS-BPEL for workflow description and allounposite services to
use OSGi services and WS. In their work, they add a set of cusgsniotthe WS-BPEL file.
These tags specify the service type (OSGi or WS) and thengiimformation like the URL
of the WSDL file or the location of the OSGi bundle. Our approachifierent as the service
type and binding information are automatically gathered fromnacgerepository without
the need for extra tags. Therefore, the service spdminctle needed in our framework is

simpler, less verbose, and more interoperable. As there is no neewitle pitetails about a
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service in the workflow specification file, this allows ouarfrework to be extendable to
other SOAs. A similar approach is followed by technologies sut¢heaService Composite
Architecture (SCA) [20] found in frameworks such as Apache Tys{2t, Fabric3 [22]
and the Newton Framework [23]. The basic unit in SCA is a componerdi wha service
developed using any accepted SOA such as OSGi, WS, and Springff8Aadramework
in which the developers can create composites using servicés heierogeneous
implementations. They rely on annotation and a special XML languthge Service
Component Definition Language (SCDL), to define the components amori@osites. The
problem with SCA is that the tags and annotations have to be includlee source code of
the services for the framework to accept them. This limitssémeices that can be used to
only those developed under a SCA infrastructure. Our work is elffeas we use the
services in their original implementation, allowing to reuseices already available and

without the need to add annotations to the source code.

5.4 Requirements for SOA Compositions

The composition framework is required to be platform, language, aAdiig@pendent. It
should support heterogeneous SOAs and automatically create corspogites. Even when
the SOC standard already provides for platform and languageeimdiepce, composition
strategies are usually limited to services belonging to #meesSOA. Other composition
strategies that support multiple SOAs such as the SCA [24dnus&tations to connect the
services together. This approach limits the set of servicesdhae used to only those with
the appropriate annotations. A composition framework should respect thenemdh SOA
requirements of separation of service specification from the mgsi&ation. A composition
framework should offer language independence, SOA independence and not alepead

use of annotations in the source code of the service.

Several standardization bodies make efforts to come up with a &@dasd but there is
a need for refinement on some aspects of this standardization. TBIS@*®EN has defined
the Reference Model for Service Oriented Architecture [25¢roourage the continued
growth of different and specialized SOA implementations whileserving a common layer

of understanding about what SOA is. In their Reference Model, theyedife techniques
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for composition of services, with orchestration as the main methggolThey define
orchestration as “a technique used to compose hierarchical andorstlired service-
oriented business processes that are executed and coordinatethdpy agent acting in a
‘conductor’ role”. These orchestrations are automated by using a $&sispr®cess
orchestration engine. These orchestration engines are hardwsofware components that
act as the central coordinators for executing the flows that ¢eespihe orchestration. The
flow for the orchestrations typically is described using apsog language. The SOA
standard assumes that the software or hardware orchestragjioie @xecutes the process
flow specified in the scripting language. However, this standarg ginkes a high-level
definition and does not provide specific requirements for the scripgimgubge or for the
orchestration engine. Therefore, we studied the SOA standarcea@ihIsSOAS to identify

this set of minimum requirements.

We carefully study the characteristics of various SOAs, faguespecially on WS and
OSGi architectures and looking for desirable features for our comgmoBamework. WS
has been the main subject of research in the SOA community fithtethat some works
use the terms SOA, SOC, and WS interchangeably. Consequentlys ®WStrong, widely
adopted technology whose protocols, tools, and strategies are wadiddédne of these WS
protocols is WS-BPEL, a language for describing composite ssraod workflows. This
protocol has become the de facto standard for WS compositions. ISenarastrations
engines are examined that use WS-BPEL as their input langO#ger important SOA is
OSGi, whose standard defines a framework for the deploymentratese packaged in
deployment units called bundles. Several open-source and commergiamentations of
the OSGi framework are available such as Eclipse Equinox [26]fléffsh [27], and
Apache Felix [28]. One of the main features of the OSGi stdndathe security layer it
provides, as the OSGi framework runs as an isolated Java VMaehine. The OSGi
framework provides dynamic installation and removal of bundles witheuteed to stop or
restart the system. The OSGi standard defines a set afltdeémdles including a HTTP

server and log service that are useful to support other SOAs.
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A set of essential features have been identified for ourdggeeous SOA composition
framework after studying the SOA standard and differeahitactures. Several essential
features are shared by the different SOAs and orchestratehodologies, while some
features are lacking in one SOA or the other. One of these iakdeatures needed is a
SOA-independent orchestration language for compositions. This coropdaitguage must
support variables and standard data types such as string, intagdr&ooleans. This
composition language should also provide the means to specify the carsdidates using
their interface name. The language should also support sequeseitaltior of commands
including invocation of a service, variable assignments, decision sescnd a repetition

structures.

An orchestration engine that understands this language and ¢heateplementation of
the composite service is needed. The orchestration engine shocdghddgle of supporting
services from heterogeneous SOAs and to create the compasite seplementation
transparently and automatically without requiring the user inéiose The performance of
the composition framework is very important. Therefore, the overhéded should remain
low and the framework design and implementation should maximize sepécé®rmance.
The services performance is determined based on the featureaclof SOA and by
experimental results. The next section describes the syntax qir@posed new language

used for describing composite services.

5.5 The Simple Service Composition Language (SSCL)

In this section, we define the syntax of the Simple Servmapdsition Language (SSCL).
The language SSCL is inspired on the syntax of the Business ProcessingobXemuguage

for WS (WS-BPEL) and the simplicity of the Service Componenfind®n Language

(SCDL) for SCA. This new language is different especiallyit provides a simplified and
SOA-independent way to specify composite services workflows. SS&traightforward to

learn and has the necessary set of commands to perform theoriahtiés required for

composition of services. Developers that already know WS-BPEL abdl 8@l find SSCL

familiar while new developers should be able to learn it quickly.
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The SSCL syntax follows their counterparts WS-BPEL and SCidh several unique
features that simplifies it and allows it to support heterogensenwgces descriptions. One of
these differences is the syntactical simplicity of the S$6mmands. The names of the
commands and tags are similar to those found in WS-BPEL, buttiebsitas and tags are
required. This makes SSCL less verbose and easier to learn amstamileSSCL supports
commands and tags that are familiar to developers of magyaonming languages such as
if, variablesandwhile, but does not support SOA specific commands and tags such as WS-
BPEL reply, flow, and correlation or SCDL implementation, bindingand reference.This
makes SSCL more independent, simpler, and convenient. With SSCLhlesirzan be
specified as a comma-separated list of variables in aesatglbute entry. In WS-BPEL one
attribute has to be specified for every variable, which makespkeification file more
verbose, confusing, and harder to parse and process. Another difféseticat SSCL
supports Java-style specifications for logical symbols. The cosgparican be specified
using the familiar symbols <, <=, ==, >, >= and != jugelin many other programming
languages, while in WS-BPEL these are specified using spemiles. This makes SSCL
easier to write and read. The skeleton of a SSCL file is providet, followed by the details

for each command:

SKELETON OF A SSCL FILE:
<process name = “process_Name” tagetNamespace = “targetNamespace_URL” >

<partnerLinkTypes>
<partnerLinkType name = “service_ interface_ name”/> ...
<partnerLinkTypes>
<partnerLinks>
<partnerLink name="service_name" partnerLinkType="service__ interface_et¥am..
</partnerLinks>
<variables>
<variable name="variable_name" type="xsd: TYPE"/>...
</variables>

<sequence nhame = “main”>
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A SET OF THESE COMMANDS

<invoke partnerLink="service_name" operation="method_name"

inputVariable="input_variable(s)" outputVariable="output _variable(s)" />

<assign>

<Copy=>

<from>variable _name or value</from>

<to variable="variable _name"/>

</copy>
</assign>
<while >

<condition>

ACTIONS...

</while>
<if >

<condition>

ACTIONS...

<elseif>

<condition>

ACTIONS...

</elseif>...

<else>

ACTIONS...

</else>
</if>

<repeatUntil>

ACTIONS...

<condition>

</repeatUntil>

CONDITION </condition>

CONDITION </condition>

CONDITION </condition>

CONDITION </condition>

<forEach counterName="N">

<startCounterValue> VALUE </startCounterValue>
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<finalCounterValue> VALUE </finalCounterValue>
<scope> ACTIONS ... </scope>
</forEach>
</sequence>

</process>

The first tag in SSCL is theprocess tag that has two attributesname and
targetNamespacé he mandatorpmameattribute indicates the name of the composite service
that the composition framework will later use to define the comgpasitvice interface. The
optional targetNamespacettribute indicates the URL of a namespace with qualifying

elements and attribute names.

The partnerLinkTypestag encloses a series gartnerLinkType sub tags. Each
partnerLinkTypesub tag has a mandatoname attribute that indicates the name of a
different service interface. The composition framework uses #d@see interfaces to select

the candidate services.

The partnerLinkstag encloses a seriespdrtnerLinksub tags. EacpartnerLinksub tag
defines an instance of a service. TgatnerLink has two mandatory attributesameand
partnerLinkType Thenameattribute indicates the name of the instance of the servicthand

partnerLinkTypéandicates the service type.

In SSCL, variables are defined with thariablestag that encloses a seriesvaiiable
sub tags. Eachariable sub tag defines a unique variable and has two mandatory attributes
nameandtype Thenameattribute indicate the identifier for the variable and musirbgue.
Thetypeattribute indicates the data type of the variable. SSCL supgtaridard data types
such as integer, Boolean and string, and others that are pardd¥fith8tandard Data Types
[106].

The orchestration logic that supports sequential execution of comrstartis with a

sequenceag, which is mandatory and hasameattribute. Usually the valuenfain’ is
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assigned to thename attribute, indicating the beginning of the orchestration logice Th

sequenceag encloses a series of commands that define the composite service operation.

One of these commands supportednigoke, used to make calls to the methods of a
services. It has four attributepartnerLink, operation, inputVariable, and outputVariable
The partnerLink attribute indicates the name of the service to invoke, as defmdidei
partnerLinkstag. Theoperationattribute indicates the actual method of the service to invoke.
TheinputVariablesattribute indicates the variables that the method takes as artyunibe

outputVariableattribute stores the result returned by the service after the method iomocat

The assigncommand is used to copy the content of a variable or a constantiMalue
another variableAssigndoes not have any attributes but it h@a®pysub tag, which includes
two sub tagsfrom andto. The from sub tag indicates the variable or constant to copy the
value from, while théo sub tag indicates the variable where to copy to. tdhsub tag has
the variable attribute that indicates the name of the variable to copy wefsed in the

variablestag.

The if command is a decision structure that executes a seriastiohs depending
whether a Boolean condition evaluates to true or falseiflthg have several sub tags. The
condition sub tag indicates the condition criteria, which can be a Booleaablea or a
Boolean expression. Following theondition the ACTIONS block indicates a series of
commands to execute when the condition evaluates to true. Thdse iheelseifsub tag
that evaluates anotheondition in case that the previous one evaluates to false, with its
correspondindACTIONSDIock. Severatlseifsub tags may be included. Finally, #dsesub

tag ACTIONSblock is executed if all previowonditionsevaluate to false.

The while command is a loop structure that executes a series of stasembkile a
condition remains true. Thehile tag has aonditionsub tag and aACTIONSblock. The
conditionsub tag indicates the condition criteria to evaluate before egtarnew iteration.
The ACTIONSDblock contains the series of commands to execute while the conéitnains

true.
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The forEach command is a loop structure that executes a series of comnaands
predetermined number of times. It has the attribobeinterName and the sub tags
startCounterValue, finalCounterValuand scope The counterNamaeattribute indicates the
variable that will keeps track of the iterations. BtartCounterValuattribute encloses the
initial value for counterName The finalCounterValueattribute encloses the final value for
counterNameThe scopesub tag encloses akCTIONSblock with the set of commands to

execute.

TherepeatUntilcommand is a loop structure that executes a series of comuaialedst
once and until a condition evaluates to true. It hasA@TIONS block followed by a
condition sub tag. TheACTIONSblock indicates the set of commands to execute. The

conditionsub tag indicates the condition to evaluate.

As already mentioned, standardization effort has focused mainly®standards with
other efforts in technologies like SCA and OSGi. However, ahef have failed to define
a general guideline for compositions of services from hetesmyen SOAs. We believe
SSCL will be of great help to filling this gap, and SSCL capdr of the SOA standard as it
provides the functionality needed, it is easy to understand, anadipsdSOA- independence.

The formal syntax of SSCL is presented in Appendix A.

5.6 The Composition Framework Details

At a high level, our composition framework works as follows: accaptemposite service
workflow description in SSCL, locates the candidate services from thiextamformation or
by looking into the service repository, models the service specification, chefeltg criteria,
automatically creates the composite service implementationnatadl$ the new composite
service. The composition framework is developed under the OSGi platfgslemented as
an OSGi bundle, providing support for OSGi services composition. To prowigeis for
WS composition, a bundle that handles all WS protocols is developednByiring them
our framework provides support for heterogeneous SOAs, using OSGieseavid WS as
examples. The composition framework uses several other bundles andessouwrder to

support SSCL, manage the service repository, find services wireade, model check the
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service specification, and create the actual implementation.cQ@uposition framework
combines several WS and OSGi protocols and adjust them to supporedioiblogies and
allow composing heterogeneous SOA services. The result is aostimp framework
implemented as an OSGi bundle that supports seamless compositio®As Sur
composition framework automatically performs all the underlyirgg@ssing, maintains the
OSGi services and the WS in their original implementation @nodiuces the composite
service implementations as OSGi bundles. This differs from previous solthairtsansform
services into another SOA or add tags to the services source agaie 5.1 depicts the
architecture of our composition framewoAs it accepts a SSCL file and produces an OSGi
bundle, the framework is named SSCL20SGi. The next sections suwanbg other
bundles developed, the modifications needed, and a guideline to expamantkee/drk to

accept other SOAs.

: Composition Framework (running in OSGi) :

| WS_FULL | ‘ SOA; SOAN
Service Service Service
A
Pl
: SSCL20SGi Service :
SSCL _
File XML Parser WS W
| Bundle ) N OSGI Serwce1
Context

* » Service

Service Locator
|~ s Custom
‘ Service UDDI Registry OSGl Servicey

Model Checker | > oWEN e Rl
* - Service Interface

» | - Orchestration Code

Code Generator - Activator Class
| - Manifest File
¢ - Build File

Bundle Creator » | Apache ANT
]

. WS20SGi
——WS Client— NEW Con_1posite
Service
0SGi2Ws

—OSGi Client:

¥

Figure 20 -The SSCL20SGi Composition Framework Architecture.

Service
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5.6.1 WS_FULL Service:

Our framework focuses on creating composite services based fumthienality desired and
not on a particular architecture. The interactions with WS aaengred in order to provide
full support to this SOA. Our main interest is to have OSGi sesvio be able to invoke WS
and vice versa. In our early experiments, we developed WS compasitetand-alone
applications and wrapped them as OSGi bundles. As stand-alone appdidiiey run as
expected, but the wrapped OSGi version once deployed into the Gft&work does not
run properly. Intuitively, invoking WS from the OSGi should be a straogiveird process as
the OSGi framework is a Java Virtual Machine, the OSGi bundiedava JAR files, and
Java tools are used to generate the WS stub code. However, a “ldidlafra-based WS
has run-time issues with the OSGi framework.

To interact with the WS, the Eclipse IDE Web Service Cheiztard is used to generate
stub code that abstracts the SOAP messages communication. THhebAMSde is wrapped
as an OSGi bundle [107] and deployed into the OSGi frame#0ikThe knopflerfish Axis
bundle is used to provide WS support. However, deploying the wrappeceStied in a
series of errors. We studied the knopflerfish Axis bundle and foundt thees the Apache
Axis version 1.1 as its SOAP engine, while most recent WS ingsl@&tions use Apache
Axis version 1.4. There are significant differences between ApAgis 1.1 and version 1.4
such as the naming convention, package names and keywords, in part Becadsg uses
Java 1.4 naming convention while Axis 1.4 uses Java 1.8/08%. After figuring out these

problems, it was possible to invoke some WS methods but not others.

We find out that there are different document styles used by tfegedit versions of
SOAP [109]. Apache Axis 1.1 only supports Remote Procedure Calls)(RRGQ
RPC/encoded document styles, while Apache Axis version 1.4 supportRREEncoded,
document/literal and document/literal encoded styles. Suppothése different styles is
provided to ensure that the composition framework calls WS usingpthect ong110]. An

appropriate version of the knopflerfish OSGi framework that supportgession of the WS
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technologies was found. Several OSGi-wrapped WS using the different dociyhesivere

tested successfully and support for the WSDL protocol also included.

Support to the UDDI protocol was added in order to have the compl8tgnédtocol
stack. This support is needed to query services repositories tedimdes description and
binding information. For supporting this protocol, the UDDI4J A3/ was wrapped into
our service with a simplified interface. After all thedeps, the WS_FULL bundle was
created to provide support to the full WS protocol stack: SOAP, WabBd UDDI. To the
best of our knowledge, this is the first comprehensive solution that $sigperentire WS
protocol stack within OSGi. This bundle also provides a SOAP enpateatlows OSGi

services to be exported as WS.

5.6.2 SSCL20SGi Service:

The actual composition framework is implemented using OSGi technolbg composition
framework is named SSCL20SGi as it accepts as input a cammmsiice workflow
specification file in SSCL and automatically produces an O®Gice that implements it.

The overall steps of SSCL20SGi are the following:

e Step 1 Parses the SSCL file

e Step 2:Gets candidate services already in the system context

o Step 3:Gets the remaining candidate services from the service registry

e Step 4:Translates the SSCL orchestration logic into executable Java code
e Step 5:Creates the composite service implementation as an OSGi service
e Step 6installs the service into the OSGi framework and starts it

Now each of these steps is described in detail:
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Step 1:Parses the SSCL fileflhe SSCL20SGi service takes as input the workflow
specification of a composite service in SSCL. During this st8@L20SGi checks the
XML-syntax, parses the SSCL file, analyzes its content and createsrfiectpee.

Step 2:Gets candidate services already in the system corfeatn the parse tree,
SSCL20SGi navigates thgartnerLinkTypedag. This tag groups a set pértnerLinkType
sub tags, each of them containing the interface name of an indivielwates Using the
service interface name, SSCL20SGi proactively searchethdse services already in the
context using the OSGi BundleContext interface. The compositionewank selection

criteria choose first these services.

Step 3:Gets the remaining services from the service registngse services not found in
the system context are searched in the service registng the service interface name, this
registry is queried to find service details such as its g#gori URL, and service type. As
the service registry should support different SOAs, a customizewresf UDDI was used.
We customized it by carefully studying UDDI and noticing thagirovides a data structure
called tModels which are a generic mechanism for describing technicallsletaout WS.
We used thestModelsto describe and register the services, and defined séMmdélsto
indicate services details such as their type and remote locBiforelying ontModels the
customized registry is able to register details of hetaregus SOAs such as WS and OSGi
and it can be extended to support others by adding the appraptiatelsentries.

Step 4:Translates the orchestration logic of SSCL into executable Java kn8&CL,
the partnerLinktags describe instantiations of the service indicated irpanmerLinkType
attribute. These are translated into Java by takingnéneeattribute as the object identifier

and thepartnerLinkTypeattribute as the class it instantiates.

Eachvariable tag define a unique variable and is translated into Java by tdidéngme

attribute as the identifier and thgeattribute as the corresponding Java data type.

The sequencetag indicates the initial method that in Java corresponds tondie
method.
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The invoketag translates into a Java method call by takingotrenerLink attribute as
the object, th@perationattribute as the method to be invoked, itiutVariableattribute as
the variable or variables expected as input, andthpeutVariableattribute as the variable
where to store the result returned.

Theassignoperation translates into a variable assignment statemeatarby taking the
from sub tag as the variable or value to be assigned, andatheattribute of theo sub tag

to indicates the variable where to assign the value.

The if operation translates into an if decision statement in Javakioyg thecondition
sub tag as the Boolean expression to be evaluateAQMEONSblock as the commands in

the body of the if, thelseifandelsetags as their corresponding Java expressions.

Thewhile operation translates into a while loop statement by takingahéitionsub tag
as the expression to be evaluated andAitG&IONSblock as the commands in the body of

the loop.

The forEach operation translates into a for loop statement by takingcdb@terName
attribute as the counter variable, 8tartCounterValueas the initial value focounterNamg
thefinalCounterValueas its final value. Finally, th&CTIONSblock within thescopesub tag
is translated as the commands in the body of the loop.

The repeatUntil statement translates into a do while loop by takingA@G&IONSblock
as the body of the loop and tbenditiontag as the Boolean expression to be evaluated.

Step 5: Creates the composite service implementation as an OSGi bufiés.
translating the orchestration logic into executable Java code;othe@osition framework
creates the service interface, the manifest file, thwadot class, and the ANT build file

required for OSGi bundles using the information extracted from the SSCL fil

Step 6:Installs the bundle into the OSGi framework and startdAfter creating the
executable Java code and the other required files, Apache AbBEdsto compile the files

and check the dependencies. If all dependencies are resolved and resymgaare found,
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the composition framework creates a bundle that packages all id&Rafile. The
composition framework automatically deploys the JAR file into @®Gi framework, and

starts it. After this point, the new composite service can be used.

5.6.3 HTTP_JARS Service:

The OSGi standard requires a simple HTTP service but our conoposéamework requires
certain features that are not provided by it. To add the rengaif@atures needed the
HTTP_JARS service was created. With this service, the O@@iefvork serves as a web
repository where services can be listed, located, and downloaded. BEsigesally useful
when registering OSGi services into the service regigrgavices now running in the
framework can be accessed and downloaded using a relativepatRlTTP_JARS service
combined with the WS_FULL and the OSGi default HTTP service prewatlethe support
needed for WS operations.

5.6.4 The OSGIi2WS Service:

As an optional service, the OSGIi2WS is provided to allow WS developemslize OSGi
services easily and quickly. The OSGIi2WS service is a proxpriatchat creates proxy
services that export OSGi services as WS. The proxy creitéddaesveen the client and the
original OSGi service and provides WS functionalities like WSD&cdption and SOAP
messages exchange. Developers will be able to invoke OSGi semgicEthey were WS.
The OSGIi2WS service extracts the Export-Packages from thiéesigfile and imports these
packages into the proxy service. It adds a reference to th@ari@SGi service into the
Activator class to export it as a WS. Finally, it packagesythiag into an OSGi bundle and
installs it automatically. The OSGIi2WS service has a semstener that detects when new
OSGi services are deployed and prompts the user whether &t @eWS proxy. The
OSGIi2WS service can also be invoked directly by indicating the target @B4zies

One of the benefits of the OSGi2WS service is that OSGi anai&V&lopers can work
together as services can be represented in both technologiesd®&@ipers can focus on
creating their services and export them as WS via a praxgth&r benefit is the separation

of duties, as the proxy bundle is independent and can be stopped or remoleedtihi



122

conserving the original OSGi service. Creating proxy WS is nitthowmt cost as the
OSGIi2WS requires an extra bundle and an additional layer of commonic&his can
potentially degrade performance when compared to direct invocaticdhe riginal OSGi
service. Still the OSGIi2WS provides a straightforward wayxpme OSGi services as WS.
Our composition framework focuses on using services in their origimaementation.
However, this service is provided as part of our comprehensive appapacto support

previous solutions that convert OSGi services into WS.

5.6.5 The WS20SGi Service:

Another optional service with a similar motivation as the OSGE2X#4frvice is the WS20SGi
service that creates an OSGi proxy of a WS. The WS20Sdsasaaproxy factory but it

creates OSGi proxy services that communicate with the adi@alThe proxy created sits
between the client and the WS and provides OSGi functionalitiesv¢é@ WS as an OSGi

service. The OSGIi2WS bundle takes as input a WSDL file, gesdfratestub code, creates
the necessary OSGi files, packages the stub code and thatgdngles into an OSGi

bundle, and automatically deploys it into the OSGi framework. TIS2@EGi service can

also be invoked directly using as input the WSDL file of the target WS.

The WS20SGi bundle offers the benefit of allowing WS and OS@&ldpers to work
together making services available in both technologies. WS ¢=rslcmow have a
mechanism to export their WS as OSGi services. The cost @phisach is perhaps slower
performance when compared to direct invocations to the WS. Neveghetegives
developers a tool to simplify and diversify the services developprecess. The focus of
our composition framework is to use services in their originplementation but this tool is
also part of our inclusive approach, especially keeping in mind that most SOA deveisper
WS.

5.6.6 Guidelines for Supporting Other SOAs:

The SSCL20SGi composition framework supports OSGi and WS asaampke but can be
extended to support other SOAs. For adding support of a new SOAnateohality can be

wrapped in any supported SOA, as is the case of the WS_FUlicesedescribed before that
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was wrapped as an OSGi service. It is very important to restilyackages dependencies,
solve any versioning issues, include all the required libraries,irapdrt/export all the
necessary packages. One of the most important file that nebdscteecked is the manifest
file, especially the Import-Packages and Export-Packagessmtiehe necessary libraries
should be included in the classpath entry of the manifest. All thleseshould then be
packed into a bundle jar file and installed into the OSGi éwmark. As the composition
framework also relies on a customized UDDI registry, theespondingserviceTypéModel
for specifying services in the new SOA should be created. d&wices in the new SOA
must register in the UDDI using the nasrviceTypeand provide the other service details

using the appropriatdlodels

5.7 Case Study for MISS

The feasibility of our composition framework is demonstrated witase study where the
workflow of a service is provided in SSCL, the composite serviaeeated, installed, and
executed. The case study presented is based on the Medicinealidari8upport System
(MISS) for Smart Homeg8] that helps patients with the management of their medications.
MISS integrates the doctor, the pharmacy, and the smart home tsuisyallowing
information to be shared among them. Its main purpose is to inciedase lsy checking for
conflicts between new prescription and previous medications, heatifitions and food
items. MISS performs the conflict checking using a trusted thardy. By checking new
prescriptions data with the patient’s local record at each stdmsyMISS detects all possible
conflicts.

The overall MISS functionality starts at the doctor's subsystérere the doctor enters
the new prescription’s data and checks for conflicts with preuwoedications and health
conditions using a trusted third partyl1]. If no conflict is found, MISS uses a secure
communication channel and forwards the prescription data to the @tarAt the pharmacy
subsystem, MISS checks for conflicts using the patient's I@pdarmacy record of
medications and conditions. If no conflict is found, MISS uses a esemmnmunication

channel and forwards the prescription data to the smart home suhsittie smart home,
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MISS performs a final check for conflicts this time using pagient’s local smart home
record of medications, foods, and conditions. Appendix B contains the fi&@describing
the workflow of MISS and figure 5.2hows a diagram for this workflow. This figure shows
the interactions between the pharmacy subsystem and the smartshbsystem. The
process execution starts with the Receive Input operation. Aider the RFID Service is
invoked to read the RFID tag of the medication. This RFID tag ulyigdentifies the
medication and it is used when the Pharmacy Service is invoked ity ttpgeprescription
details. The Assign block assigns the values received fromhdr@nBcy Service into a set of
local variables and pulls the local patient’s record. The new fgrésn data and the local
patient’s record are used to invoke the MCD Serfide]. This service checks for conflicts
among the new prescription with previous medications, health conditionfp@hidems at
home. Depending whether there is a conflict, the Speech Servidéosifidation Service are
invoked with the corresponding message. The Speech Service gpekea sotification to
the users in the home, while the Notification Service sends eeilmessages or makes
phone calls to the appropriate parties. Finally, if no confli@sf@ind the new prescription
data is stored into the Smart Home subsystem when the Medicin8eBidr service is

invoked.
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Figure 21 -Graphical representation of the workflow of the MISS Service using SSCL.

5.8 Evaluation
To determine the effectiveness of our composition framework theasition time overhead
and the execution time of the created composite service areinegas summary of the

results is presented next.

5.8.1 Composition Time Overhead

We study the overhead added and the performance cost of the act¥ibas automatic
composition framework. The major activities of the composition freonle are Parsing,
Model Check, CodeGen, and Create Bundle. Parsing measures thetdkes to read the
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SSCL file and create a parse tree. Model Check measures the tims ibtakeck for syntax
errors and standard logical errors. CodeGen measures the takesitto translate the SSCL
code into Java code and create the other necessary files. Buadte compiles, installs and
starts the new composite service implementation. The tinceetde the composite service
for the MISS workflow is measured. In the experiments, we cthateomposite service and
measure the creation time at least 100 times. Figure 5.3 préserggerage time taken by
each major activity measured in miliseconds. It shows the oagrhiee composition
framework adds for this particular example, and gives insight ontheiramework might
behave in general. This analysis helps to identify the aesvithiat need improvement in

order to reduce the execution time and improve performance.
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Figure 22 -Time of the composition activities for MISS.

As seen in Figure 5.3, the parsing process is the most expensivig/ an terms of
execution time. The parsing process is studied closer and thes msushown in Figure 5.4.
The parsing process activities are Get Sequence, UDDI, IJetAde Download, WS Stub,
and Service Impl. Get Sequence extracts the orchestration dbgac SSCL file. UDDI
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measures the average time of a roundtrip query message to the refistry. GetPLT
measures the time to get the ParnerLinkTypes and bind tottred services. File Download
measures the average time to download the JAR file of an @8@le. WS Stub measures
the average time to get the WSDL file and generate the stubwdoete using WS. Service
Impl measures the average time for generating the Jaws ¢lat implements the
orchestration logic. Figure 5.4 shows that generating stub code5@8eawilisecond, while
downloading the jar takes much less. Response time of OSGi sdsvimle® much quicker
than WS. Even when creating services using the composition frameadu® some
overhead, this is a one-time operation. There is a tradeoff betiveertdvantages of using
the automatic composition framework and the overhead added that nuestdigered. The
next subsection presents an analysis on how the performante oédulting composite

service compares to the traditional composition methods for that use a Ayle S
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Figure 23 -Parse time of the SSCL file implementing the MISS Service.

5.8.2 Execution time
The execution times of composite services using current compogémmiques are

compared with the heterogeneous SOAs composite services autdynagnerated by our
composition framework. In the experiments, we create a comp@sitees that only uses
OSGi services (MISS_OSGI), a composite service that only WsegMISS_WS), and the
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third composite service that is automatically generated byS®E€L20SGi composition
framework that combines OSGi and WS (MISS_COMB). Our hypothesis is th& MDISGi

will perform better, followed by MISS _COMB and MISS_WS wiltllave the worst
performance. We base our hypothesis in the fact that OSGicegrare local and their
communication protocol is faster, while WS use HTTP that iswes protocol. Figure 5.5
shows the average time and the standard deviation results of thiemexpe after executing
the three types of composite services at least 100 times, kiilee 5.6shows the minimum

and maximum values.

Execution Time of Different SOA Compositions with
Standard Deviation
3000
2500 i
; l
—~ 2000 ¥ }
g i Std. dev
£ 1500
=
c
o
S 1000
(&)
Q
x
L
500
0 :
MISS_OSGI MISS_COMB MISS_WS
Implementation

Figure 24 - Execution time of each implementation where the dark line irefictite

standard deviation.
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Figure 25 - Execution time of each implementation where the dark line irefictite

minimum and maximum.

These results support our hypothesis as the MISS_OSGi has shedréormance,
followed by MISS_COMB and the composition with the worst executioe ts MISS_WS.
Nevertheless, the time difference among them is less than #i88cond. This amount of
time for this particular application is acceptable and when obsé&ywedhuman being it is
almost unnoticeable. The fact that WS are the slower but thepapslar and widely used
SOA, gives us an upper bound on the time that is acceptable forap@sgmtions. Another
positive result observed is a reduction in the execution time of thrstvease when
heterogeneous services are used. It is an advantage that diffggeamhentations of services
providing the same functionality can be chosen. Figure 5.5 shows thdt3lse COMB has
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the smallest standard deviation and Figure 5.6 shows it has thestmnalige, having the

execution time with less variability.

5.9 Conclusions and future work

A Service-Oriented Architecture approach has been widely insgéervasive spaces such as
smart homes. Nevertheless, we would like to enhance the processpbsing services of
heterogeneous SOAs. In this chapter, a framework is presenteduiabrts automatic
composition of heterogeneous SOAs services while requiring minimenvention from the
user. This framework provides for on-the-fly compositions, a sealets@rvice directory,
and support different SOAs with OSGi and WS as an example.

A case study is offered in which the performance of the cortgpssivice created by the
framework is compared with composite services created usingnt techniques. The
analysis of the results shows that the performance of our compos$idiorework is
acceptable and the resulting composite service show less vbyridd@ih current composition

techniques. The resulting service also performs close to the best-cas®scena

For future work, we would like to extend our composition frameworkdging support
for other SOAs, to compose a greater variety of services. Su&valso like to look at other
measures to improve the composition framework performance and toad@tibra process of
updating services. A study on how to incorporate formal methods that atidally check

safety properties for the composite services is on going.
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CHAPTER 6. A COMBINED MODEL CHECKING APPROACHFOR
SAFETY OF COMPOSITE SERVICES

6.1 Abstract

Pervasive environments such as the smart home often rely on congeogites to provide
different functionalities. As the complexity of composite sasimcreases, it becomes more
important checking the safety of the interactions among diffexemvices and the workflow
of the composites. Safety checking of composite services andrtezactions is beneficial
as some services might manage sensitive data or perforaalcoperations. In this chapter,
we study the characteristics of services and categorize #sefraseline or extended. A
mechanism that relies on model checking techniques to ensure thateseof both
categories meet our adopted safety criteria is proposed. Thisaniem is implemented as a
fundamental part of an automatic composition framework to ensure thatcomposite
services that meet the safety criteria are created.xamgle of a smart home composite

service for medications management is provided to demonstrate our approach.

6.2 Introduction and Motivation

A smart home is a house that integrates different technolégiessist the elderly and
persons with special needs to stay home longer and live more indeperidenSmart
homes can help the residents with their activities of daily liaygnonitoring and assessing
conditions of the inhabitants. Services like those found in a smart hughe perform
critical operations or might manage sensitive data. This impseesral requirements,
conditions, and properties over the services that define the safety criteecki@y the safety
of services implies checking compliance with the set of wafeiteria. Therefore, a
mechanism to guarantee that services satisfy the saiédyia as well as compliance with

applicable laws is needed.

We provide a mechanism to ensure the safety of services silcbsasused in a smart
home environment. To ensure the safety of the services our menhaatiss on the use

formal software analysis. M.B. Dwyer et. &l3] define formal software analysis as a
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mathematically well-founded automated technique to reason abcughiagior of a software
system with respect to a specification of sound and unsound behaviol.dedking is one
type of formal software analysis that has gained popularityofisvese becomes more
complex and intractable. In our work, model checking techniques tegrated to verify

whether composite services and their interactions satisfy the adoptigtcsiddeia.

In the literature, different composition frameworks that use moketking techniques
especially targeted for web services (WS) are found [112]. Mfgare their strategies with
our solution. Several frameworks for automatic composition of W®tssdevices based on
particular requirements or QoS measures such as performarpmsegsime, or reliability
[3]. Another set of frameworks focus on formally modeling the indididigavices, use
models of the services to create the composite service, andinthgoperties of the
resulting model$113],[112]. Some of these frameworks embed the checking tasks within the
composition process [114]. Our solution follows a similar strategmobgleling the selected
services and their interactions, and checking safety propertige anodel. However, in our
solution, the interactions checked are among candidate servicéeltrag to heterogeneous
SOAs, and model checking of extended services is integrated @a®fparcomposition
framework and performed automatically. Research works on autonsatmposition
frameworks of services based on heterogeneous architectures, feithally check the
individual services or the resulting composite services [51]. In ouk,we provide a safety
checking solution that supports modeling and checking baseline and extmrdpdsite
services of heterogeneous SOAs and their interactions. Our desidtibes the theoretical
foundation of the model checking approach used, presents an actuahangtion of the
mechanism adopted, and incorporates it as part of our heterogenedssc&@position

framework.

The service composition framework is extensible and allows autnsaamless
composition of services of heterogeneous SOAs [115]. The goal of dimposition
framework is to have a mechanism that a user with littlanieal expertise can use to
develop applications to control the devices and appliances in environmelntassthe smart

home. In this chapter an enhancement to this composition framesvprivided by adding
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support for model checking, which will allow checking the safeitera of individual
services, composite services, and the safety of interactioosgathese. The safety criteria
include the standard criteria and the custom criteria. The stacit@rh are those properties
that all services must comply. The custom criteria are cugptaperties that a particular
composite service must comply. Services are divided based orptbperties in two sets:
baseline services and extended services. Baseline servidbssedhat are assumed part of
the initial configuration and may have custom safety critémidbe checked. Extended
services are those that can be added, removed, started, or stoppgdirae. We contribute
with a detailed semi-automatic modeling and checking approadbhag®line services. The
extended services are dynamic and the details on how they opaagtaot be known a
priori. To model and check those services we contribute with an atitoag@proach.
Different strategies are used for modeling and checking ssruncdifferent categories. For
baseline services they are modeled in PROMELA, their custoneiegpare modeled using
Linear Temporal Logic (LTL) and checked for compliance usiiegSPIN model checker as
an example. Extended services are checked for safe inbeiaeind compliance with safety
properties such as controllability, absence of deadlocks, and absefeleeohodes. We
claim that the Simple Service Composition Language (SSCLYl tssespecify composite
services workflow, is compatible with the Business ProcessufinacLanguage for Web
Services (WS-BPEL), a widely used orchestration languagepG@site services are formally
modeled using open Workflow Net (0WFN)16] [117] and checked using the Fiona model

checker.

Furthermore, we use as an example to demonstrate the effestivaneur solution a
smart home composite service for the management of medicdb8hs This is an
appropriate example as it handles patient’s personal and werwtlthcare data including
prescription details, health conditions, and other medicines the patight be taking.
Special care must be must taken to ensure safety and complidihagplicable laws such
as the Health Insurance Portability and Accountability ActP@A) in the United States
[86]. M.J. May et. al if63] describes a representation of the law using formal language. This

kind of formalization of the law is necessary as sometitedanguage of the law can be
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ambiguous or subject to interpretation of an expert such as an atwragyhysician. Such
ambiguity makes it very difficult for computer systems to cheblether a system complies
with the law. We study several statements of the HIPAA famwmalize them, model them,

and use them as our custom safety criteria.

6.3 Background

Several model checking approaches are used in this work for modeihghecking
composite services and their interactions. Two model checkers, &RINFiona are used.
SPIN is a widely used model checker that interprets the modekgétem specified in the
Process Meta Language (PROMELA) and checks if the motisfisa properties that are
specified using Linear Temporal Logic (LTL). The reader czferrto [84],[118] for more
details on the SPIN model checker. The other model checkerauBemha that is designed to
interpret open Workflow Nets (0WFN) [119]. The motivation to use oW$-khat these
structures are specially designed to model inter-organizatiogkflows and service-
oriented architectures. They offer an efficient modeling stracisrthey reduce the number
of states during analysis when compared to other structures swan@sical Petri Nets.
Tools are available that generate oWFN from workflow spextita files [120], [62]. Fiona
takes as input an oWFN and checks a standard set of propertiesssaohtrallability,
absence of cycles, and absence of false nodes. This section pbestgt®und details on
the theory of oWFN by first showing the definition of a Petet,Nollowed by the definition
of the oWFN and then a definition of a controller that is an autmmased to determine

controllability.

Definition 1. A Petri netN consists of:

A setP of places, usually represented as a circle
e A setT of transitions, usually represented as a rectangle
e Aflow relationF, whereF = (T x P) U (P x T), represented by edges

e A marking m that is a multisein: P - N (wherem|[p], represents the number of

tokens in plac@). A token is usually represented by a dot.
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e A markingm enables a transitionif for each place with (p, t) € F, m[p] > 1. If
enabled amn, firing t yields the markingn’ with m’[p] = m[p] — 1 if (p, t) € F and(t,
p) €F, m’[p] =m[p] + 1if (t, p) €F and(p, t) €F, andm’[p] = m[p] otherwise.

Figure 6.1 shows a graphical representation of a Petri Net. ifie fillustrates the

different markings and the firing process.

oY

O (
Figure 26 -Graphical representation of a Petri Net and its firing.

Definition 2. A Petri netN is anopen Workflow Net (OWFNM if:

e P is the disjoint union of the sel, P; andP,, wherePy, is the set of internal places
as definedDefinition 1for Petri Netsp; is the set of input places with no incoming

edges, an®, is the set the output places with no outgoing edges.
e FNP,xT)=g

e FN(TxP)=¢g
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e F does not contain cycles (the transitive closurF is irreflexive)
e M has a distinguished initial markingg
e M has a se®@ of distinguished final markin

Figure 62 shows a graphical representation of an oWFNialnmarking only have
outgoing edges. Input places and transitions froput places are colored orange. Ot
places and transitions to output places are colgetbw. Final markings have on

incoming edges and are colored g
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Figure 27 -Graphical representation of an oW

Definition 3. Let M be an oWFN and < (P, U Pg). A controller is an automaton

connected td containing the following item

e Alphabetbags(l)
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e A set of state®)
e A move relation : Q x bags(l) —>p(Q)
e And an initial stateyy

Some of the safety properties that can be modeled and verifiadoWiFN areweak
soundness, soundness, usability, controllability, absence of eyddebsence of false nodes.
Weak soundnesgetermines the possibility to reach an end state from eaehrstathable
from the initial stateSoundnessneans in addition taweak soundnedhat there are also no
dead transitions on the net, where dead transitions are those that fisnnidsability
indicates that there exists an environment such that the oWFNeafiize composed with
the oWFN of the environment yields a weakly sound @ettrollability occurs when given
a partner service for an oWFN, cantroller for the composition can be constructed and
soundnessholds. Absence of cyclesneans that given a partner for and oWFN the
composition does not create any cyclés@nce of false nodebkecks that given a partner for
and oWFN, the input places matches the annotations of the correspondingptadesit For
our work, we are particularly interested in checkingcfamtrollability, absence of cycleand

absence of false nodas our safety criteria.

There are several techniques for checkiogtrollability such as computing a public view
(PV), an interaction graph@) or an operating guideline€dG) [117]. A PV is an abstract
representation of the operations and communication behavior of a séaticescribes the
publicly available service interface. A is a structure that represents the controller point of
view of a node, where each node contains all possible statear¢hatachable at certain
point. AnIG can be seen as a hypothesis for the controller, represeraisigléeruns of a
partner service. ADG is a structure that represents the behaviors of all possibtegés
for sound executions. It describes how a partner service should bhektesas of describing
the actual service behavior. Computationally speaking, out of thertte®ds, constructing
the PV is the least costly, but the controllability checks are mapemrsive afV greatly
suffers the state explosion problem. Another issue WNhis that it reveals too much

information about the service operation. Teis relatively easy to compute and to verify,
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but it also reveals too much information about the possible statbs sktvice. Th®OG is

the hardest to compute but it is easy to vefif offers the advantage that it does not reveal
information about the service itself as it describes how a pastmanld behave instead.
Researchers generally prefédd&s because, even though computing it is computationally
more expensive, this is a onetime cost justifiable by theiefi verification and the fact that

OG does not reveal information about the service but about a partner [121].

6.4 Model Checking Composite Services
Our main goal is to provide a mechanism to check the safety qfasit® services and their
interactions, using as an example services encountered in smathenmonments. The set

of common services studied are classified as:

e Baseline servicesConsists of those services that are assumed to be part oftidde i
configuration and may have custom safety criteria to be cheaked.Notifications

service and appliances control service)

e Extended serviceS€onsist of services that can be added, removed, started, or stopped

at any time. (e.g. monitor a special medical treatment for a month)

Although there are many approaches for formally checking cesrvand applications,
these solutions usually check services individually [13]. In our work, different agipee are
combined to ensure that the services running in the system contplypuwvi specific safety
criteria. For baseline services, a semi-automatic approaah nlodels services using
PROMELA, specifies its custom safety criteria using Lahd checks the standard and the
custom safety criteria using the SPIN model checker is shdveedextended services in a
dynamic environment, automatically checking the safety of thesgceg interactions
presents a challenge. The extended composite services are mosleddtiFAl and the
standard safety criteria are checked using Fiona model ch&tkeprovide an example of
our approach applicable to smart home environments. The example usaskd on the

Medicine Information Support System (MISg],[111] that is a medication management
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service. MISSis composed of several servi, which are modeled together with th

interactions anthe safety criteri.

Figure 63 presents the architecture on hbaseline services araodeed and checked.
At the top, therequirementsbox, indicdes all the requirements for a particular compc
service. Based on these requirements the commmsitece is designed. Based on design
a model of the composite service can be createtg UBROMELA. Based on the safe
requirements, the custorsafety criteria can be modeled using LT Providing the
PROMELA model and the LTL modethe SPIN model checker is usidverify whether the
model complies with the safecriteria specified. If the model do not satisfit, goes back to
the designfor revision ofthe model. If the model saties the safetgriterig, it passes to the
implementationstage and finally the service is installed into system, such as ttSmart

Home OSGi Framework

Requirements

Safety Regs.
7
L \
. Manual Process

T Design \ —_——>
| —> LTL

| \ Automatic Process
: PROMELA . _—
! v y
| Model Safety Criteria

I_ . Baseline Service, see Service,,
Service

Smart Home OSGi Framework

Figure 28 -Model Checking Architecture f(Baseline and Extendegkrvice
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Figure 6.4presents the architecture on hextended services aneodeed and checked.
At the top, therequirementsbox, indicates the requirements for a particulamgosite
service. Based othese requirements the composservice workflowand their interaction
are specified using SSCIThe SSCL file is then modeled as oWFN automaticall. This
OoWFN is then passeih theFionamodel checker that will check controllabiliiabsence of
cycles, and false nodes thie compositsservice. When an err@g found, an error message
returned for correans to the workflow. If no errors are found, th@omposition framewor
proceeds t@enerate automatically the implementatof the serviceFinally, thecomposite

serviceimplementation is deployeinto the environment, such as tBeart Home OS(

Framework
Reguirements
1
SSCL
v
. Manual Process
—_—. =
—_—> Workflow
i Automatic Process
—_—
i oW\l/N
| Model
| Fiim
FALSE Satisfy
P Safety
Criteria?
TRU?éLzosei
4 pd )
5, Extended 0SGi OSGi
Service Service, Service,,

Smart Home OSGi Framework

Figure 294 -Model Checking Architecture f(Extended Services
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6.5 Modeling and Checking Approach for Baseline Services

Baseline services are fundamental services in a smart homdotha part of its core
infrastructure and are expected to operate continuously. As thesesare essential for the
proper functioning of the smart home, special care should be takéecking their proper
functionality and compliance with safety requirements and applitalve We assume that
the set of baseline services are defined at design time, @ivieb us a clear idea how they
operate. We also assume that these services have a sebai eafety criteria they have to
comply with. We show how to integrate safety checking into our coitigpo$ramework by
using the PROMELA language to model baseline services andrlieegporal Logic (LTL)
to model the custom safety criteria. For verifying compliancesestiices with the safety
custom criteria the SPIN model checker is ugd. In the next sections, more details on an

example how to model of a system and the custom safety properties to cheakialed.

6.5.1 Example of Services Modeled Using PROMELA

Our approach to model baseline services is shown using as an exdmapMedicine
Information Support System (MISS), which integrates the doctorplizemacy, and the
smart home to help the patient manage medications [111]. MISSesrsafety by checking
possible drug interactions among medications, foods, and health conditionslodtoe,
pharmacy, and smart home entities of MISS are modeled uRR@QMELA. Also the
medicine conflict database (MCD) and a client record requesimadeled. The custom
safety criteria to check are based on the Health Insurancéifityri@and Accountability Act
(HIPAA) in the United Stateg6]. A set of applicable HIPAA statements are modeled using
LTL. In the models, covered entities that can be the patient, the governmerdihmrantity
that handles health records are included. The actual checking ifewhMdSS complies with
the HIPAA law is performed using the SPIN model checker. Therigéen on how each

subsystem is modeled is next.

For the case of the doctor service there are two possible scenarios zategsra regular
flow and an alternate flow. The regular flow models a regudetor visit where the doctor
checks a patient and prescribes some medication. The alterff@atrveodels when another
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party such as a healthcare provider requests a patient rechrgh Aevel description of the

doctor’s service model is the following:
Doctor’s Service:
Regular Flow:
e Assigns values to the variables of the following records:
o Covered-entity
o Local patient record
e Receives a patient
e Creates a prescription for the patient
e Checks for conflicts using a channel to communicate with the MCD process
e Forwards the prescription to the pharmacy service using a channel
Alternative Flow:
e Receives a request for a patient’s record

e Serves the request for a patient’s record depending on the requestor

The pharmacy service is modeled similarly by determiningegular flow and an
alternate flow. The regular flow models when a pharmactstives a prescription from the
doctor, prepares it, and serves it. The alternative flow models araher party requests a

patient record. The high-level view of the pharmacy’s model is the following:
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Pharmacy Service:

Regular Flow:

Assigns values to the variables of the following records:
o Covered-entity

o Local patient record

Receives the prescription data over a channel

Checks for conflicts using a channel to communicate with the MCD process

Forwards the prescription to the smart home using a channel
Alternative Flow:
e Receives a request for a patient’s record

e Serves the request for a patient’s record depending on the requestor

The smart home service is also modeled with a regular flonaaraternate flow. The
regular flow models when the smart home receives a prescripgionthe pharmacy, checks
for conflicts with medications and foods at home, and checks for messli and
completeness as described in [111]. The alternative flow models afother party requests

a patient’s record. The high-level view of our smart homes model is theviio:
Smart home Service:
Regular Flow:
e Assigns values to the variables of the following records:

o Covered-entity
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o Local patient record
e Receives the prescription over a channel
e Checks for conflicts using a channel to communicate with the MCD process
e Determines completeness and timeliness
Alternative Flow:
e Receives a request for a patient’s record

e Serves the request for a patient’s record depending on the requestor

The doctor, pharmacy, and smart home services check for differenictsoaimong
medications, foods and medical conditions using the medicine confliebatst (MCD)

modeled as follows:
MCD Service:
e Receives the new prescription
¢ Receives the patient record

e Determines if there is a conflict based on the prescription and patient record

A person may request a patient’s record from the doctor, the ptygrmathe smart
home. This client can be the patient, the government, or any otheed®rdity [86]. Client

request are modeled as follows:
Client Request:
e Determines the category of the requestor: patient, government or congted e

e Request a patient’s record to one of the subsystem: doctor, pharmacy or smart home



145

¢ Returns the corresponding patient’s record

With the doctor, pharmacy, smart home, MCD, and client request mdigelsyerall
functionality of MISS is captured. The model of the systemROMELA can be found in
APPENDIX C. The details on how to model the safety criteriahtleck on these models is
provided next.

6.5.2 Safety Criteria in Compliance with the HIPAA Law

As smart homes aim to assist persons with their activities of daily linghgding healthcare,
it is important checking how a system like MISS manages thetisendata of healthcare
records. We provide an example that checks whether the MISS modaiesomith custom
safety criteria based on healthcare law. The law modeletleisHtPAA law, which is
collection of requirements for the management of healthcare ddtadhers healthcare
related entities. The law is modeled using a mapping of thé lagguage into formal
language understandable by a computer sy§8in The statements of the law modeled are
those that we believe directly apply to smart homes and to oulS Md&mple. The
interpretation of these statements of the law and their modigiearltemporal logic (LTL)
formulas are provided. These LTL formulas are used as our csti@ty criteria. The text
of the HIPAA law can be found if86].

Statement 1

Interpretation: If a covered entity requests a patient’s record, it will neeeeive an

empty record.

LTL Formula:

#define p (requestor == 2)

#define g (patientData == true || restrictedData == true)

[ ((P1) -> (<> (q0))
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Explanation: The requestorvariable indicates the person or entity requesting the data
and the value 2 represents a covered entity.paltientDataandrestrictedDatavariables

represent the two components of a patient’s record.

Statement 2

Interpretation: If the MCD finds a conflict, it is never the case that thdéirgalprocess

reaches the end.

LTL Formula:

#define p (response == true)

#define g (doctorFinished == true || pharmacyFinished == true || shFinished == true)

[ ((p2) > (<> (192))

Explanation: Theresponsevariable indicates the result of the conflict checking returned
by MCD. The doctorFinished, pharmacyFinishe@énd shFinishedvariables indicate

whether a service finishes its execution.

Statement 3

Interpretation: If the requestor is the government it is always the casetlteatull

record will eventually be disclosed

LTL Formula:

#define g (requestor == 3)

#define q (patientData == true && restrictedData == true)

[ ((P3) > (<> (q3)))

Explanation: The requestorvariable indicates the person or entity requesting the data
with the value 3 representing the government. PagentData and restrictedData

variables represent the two components of a patient’s record.
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Statement 4

Interpretation: If timeliness, completeness becomes false or response becareges t

then eventually the system gives a notification.

LTL Formula:

#define p (timeliness == true || completeness == true || response == true)
#define q (notification)

[ ((p4) -> (<> (q4))

Explanation: The timelinessvariable indicates if the medicine is taken at the correct
time. Thecompletenessgariable indicates if the dosage of medicine taken is correct. The
responsevariable indicates if there is a conflict. Thetification variable indicates if a

notification is given.
Statement 5

Interpretation: When patients request their medical record, only the patients iglat

disclosed but never the restricted data.

LTL Formula:

#define p (requestor == 1)

#define g (patientData == true && restrictedData == false)

[ ((ps) -> (<> (95)))

Explanation: The requestorvariable indicates the person or entity requesting the data
with the value 1 representing the patient. PagientDataand restrictedDatavariables

represent the two components of a patient’s record.
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Statement 6

Interpretation: The doctor has to satisfy all the law requirements for coveratiesnt

over time.
LTL Formula:
#define p (doctorCE.patientReqs == true && doctorCE.adminReqs == true)

<>[ (P o)

Explanation: The doctorCE.patientReqdndicates if the doctor is fulfilling the
requirements for patients. ThictorCE.adminReqgidicates if the doctor is fulfilling

the administrative requirements.
Statement 7

Interpretation: The pharmacy has to comply with the patient and administrative

requirements over time.
LTL Formula:
#define p (pharmacyCE.patientRegs == true && pharmacyCE.adminReqs == true)

<> [ (p7)

Explanation: The pharmacyCE.patientReqgadicates if the pharmacy is fulfilling the
requirements for patients. TheharmacyCE.adminRegmdicates if the pharmacy is

fulfilling the administrative requirements.
Statement 8

Interpretation: The smart home has to fulfill the patient and administrative reqpants
of HIPAA over time.
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LTL Formula:

#define g (ShCE.patientReqs == true && shCE.adminReqs == true)

<> [ (ps)

Explanation: The shCE.patientRegsdicates if the smart home is fulfilling the patient
requirements. TheshCE.adminReqsndicates if the smart home is fulfilling the

administrative requirements.

The PROMELA model of MISS and the LTL model of the HIPPA Eww a particular
example on how to model baseline services and their safetyiacritdowever, any

appropriate model checking tools can be used for this purpose.

6.6 Modeling and Checking Approach for Extended Services

In environments such as the smart home, it is desired for setwicesply with a standard

set of safety criteria. Extended services automaticalgtedeby the composition framework
should also comply with this criteria and be formally checkedhiksection, we show how
the composite service workflow specified in SSCL is converted antaoWFN. Several

syntactic and semantic properties of the workflow specitioasire defined and proved. It is
also shown how the model checker is integrated into the compostimeork and how

these checks are automated.

6.6.1 The SSCL20SGi Composition Framework Description

The SSCL20SGi composition framework supports automatic compositioerates of
heterogeneous SOAs [115]. This chapter enhances the framework by addiaignioaeling
and checking of services and their interactions. The SSCL20@&®@Gposition framework
accepts as input a composite service workflow description specifing the Simple Service
Composition Language (SSCL). The composition framework parsearetykes the SSCL
file for creating a composite service that relies on sesviof heterogeneous SOAs. The
description and binding information of each service are stored ipositery that supports
registering heterogeneous SOA services. The compositionedark produces the

implementation of the workflow as an OSGi service. The SSCL20O&®Biework is
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developed using OSGi technology and currently supports WS and OSGesefie safety
of the composite service and their interactions as specifigdeirSSCL file are verified

before creating the composite service implementation.

6.6.2 Converting SSCL to oWFN

This section explains the approach to model a service workfpmeifeed in SSCL using
open Work Flow Nets (0WFN). Several works have tackled similaslepms and produced
tools such as those for converting the Business Process Executionagantpr Web
Services (WS-BPEL) into Petri Nel$22],[123]. Other works present tools for converting
WS-BPEL into an oWFN120],[61]. In this work, a similar approach is used of converting a
SSCL workflow file into an oWFN by reducing it into WS-BPELi3 will allow using

those tools already available for verifying oWFN.

We provide a set of definitions and prove a set of claims to shovtdhoanvert a SSCL
files into an oWFN. The SSCL is a language inspired by WS-BHBEE SSCL language is
used as it provides a SOA-independent language to specify comp@g8eBPEL is a WS
language and its syntax is targeted to that specific aothre, while SSCL does not target
any specific one. SSCL is designed based WS-BPEL syntax armbrikiersion algorithm
used by N. Lohmanii20] to convert WS-BPEL files into oWFN. We claim that SSCL is
semantically compatible with WS-BPEL. We also claim that$SCL design allows it to be
converted into oWFN. Finally, we show that an oWFN produced from a 3i&Cand an
oWFN produced from a compatible WS-BPEL file are the same., M@wprovide a series of

definitions that will be used to prove our claims:

Definition 4. Formal Syntax of SSCL

Please refer to Appendix A

Definition 5. Semantic tags

A semantic tags is a tag or attribute that carries semantic meaning anded by the

conversion algorithm. (e.d. andinvoke O
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Definition 6. Syntactic tags

A syntactic tag; is a tag or attribute that carries only syntax but does not leavangic

meaning. These tags are optional and ignored by the conversiorthedgaie.g.name

androle) O
Definition 7. Compatibilityof a SSCL and a WS-BPEL command

An SSCL commands is compatiblewith a WS-BPEL command, if the semantic tags

of ¢cs have the same semantic meaning as the semantic tagbuiftheir syntactic tags

may differ. We denote compatibility of commandsas g, O

Definition 8. Compatibilityof SSCL and BPEL processes

A processs described in SSCL isompatiblewith a proces$® described in WS-BPEL if

all their commands areompatibleand they appear in the same order. We denote

compatibility of processes as bo

Claim 1. Theif command in SSCIfs is compatiblewith theif command in WS-BPEIf,

and both commands map into the same oWFN structure.

Proof. We first show thatfsis compatiblewith if,. Both commands evaluate a Boolean
condition and based on the result of the evaluation a branch is exkeBoth commands
supportelseifandelse Both commands have the same setephantic tagsthereforefs~

ifp.

The differences betwedfh andif, are a set ofyntactic tagsThe conversion algorithm

ignores thesesyntactic tagstherefore both commands will map into the same oWFN

structured

We can use a similar argument asGraim 1 for showing the compatibility of the
commandsassign, repeatUntil, forEach, whilandinvoke The rest of the tags and attributes

supported by SSCL are not used by the algorithm that createdl ®iviictures. They are
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syntactic tagghat lack semantic meaning. Now we proceed to prove the cldimsg the
produced oWFNs.

Claim 2. An SSCL procesps produces the same oWFN asdtsnpatibleWS-BPEL process
Po.

Proof. Givenps, its compatibleprocesgy, have the samgemantic tagén the same order

according to Definition 8.
Claim 1shows that th& commands will map into the same oWFN structure

Using the same strategy Gfaim 1will show the compatibility of the commanéssign,

repeatUntil, forEach, whileandinvoke.
Therefore, the oWFN produced fopaprocess is the same as for its compaibie

After proving the claim that the oWFN generated from a S8k is the same as the
one generated from eompatible WS-BPEL processes, now the tools for analyzing and
checking properties of oWFN can be u$gz]. APPENDIX D has the oWFN model of the
MISS system and figure 6.8hows a graph of the simplified oWFN, which is the same
oWFN we obtain from theompatibleWS-BPEL file The next section contains details on

how to check safety criteria on this o WFN using the Fiona model checker.
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Figure 305 -Structurally reduced oWFN generated from the SSCL process

6.6.3 Model Checking oWFN Using Fiona

Fiona[62] is a model checking tool that analyzes the safety of itieres among services
modeled as oWFN [61]. Fiona can determine matching services, parifyer synthesis and
perform a check for controllability, which is a minimal corresmeriterion stating the
existence of a behavioral compatible partner for the servioaaFRilso provides the tools to
create an adapter rule that serves as a mediator betweaendii®VFN, mapping items
from one oWFN into items in another. It can also check for absdrmyeles and absence of
false nodes. Fiona can produce the public vieW),(interaction graphlG), and operating

guideline OG) of composite services automatically.

For the purpose of our work, Fiona model checker is used for autoltyativacking the

oWFN models generated from the SSCL files. Compliance wittaredard set of safety
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requirements are checked by integrating Fiona with the SSCL2Q#osition framework
and making model checking a necessary step before credtengcamposite service
implementation. Different composite services were testeddore satisfaction of our safety
criteria that consist of checking for controllability, absen€e&ycles, and absence of false
nodes. The results obtained by checking MISS controllability uBMglG, and OG are

presented next.

6.6.4 Computing Public View (PV):

A PVis an abstract version of a service and its communication behhatodescribes the
publicly available service interface and the different possi@gs to interact with it. To
check controllability a new servide is composed with thBV of another service and Fiona
checks the composite for controllability. Computationally speaking, ticmtisg thePV is
faster than computing th&s or the OG. However, creating the composite service and
checking for controllability is computationally more expensive asipwtw suffers from
the state explosion problem. Figure 6.6 shows a partial view d?\¥hgraph of the MISS

system.

6.6.5 Computing Interaction Graph (1G):

An IG represents the controller point of view of a node, containing adifesstates that are
reachable at each point during execution. TBealescribes a hypothesis for the controller,
representing feasible runs of a partner service according iatéraction protocol. ThéG
can be used to determine controllability by looking for a path tremnitial node to the end
node. Figure 6.7 shows th® of the MISS system.

6.6.6 Computing Operating Guideline (OG):

An OG represents a description of the behaviors of all strategiesofordexecutions. It
describes the expected behavior of a partner service. This payrer service can verify if
its behavior matches the expected behavior for partner servicesO®Ghean verify
controllability by finding a path from the initial node to an end nedach will determine if
the partner service matches tB6 specification. Figure 6.8 shows ti@G of the MISS

system.



155

6.6.7 Check for Cycles, False Nodes and Controlliby

Fiona is used also tcheck theabsence of cycles and absencdatge nodesChecking for
cycles avoidsnfinite calls to servicesChecking false nodes helps t@rdify nodes violdng
their own annotation. For computing controllabilitye primarily useOG, provide suppot
for IG, but do not suppoRV in our composition framework.

Public view of MISS_Simple

Figure 316 -Partial Public View Graph of the MISsystem
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Figure 327 -Partial Interaction Graph of the MISS sys
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Figure 338 -Partial Operating Guideline Graph of the MISS Sy
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6.7 Composite Services Safety Proofs
In this section, it is shown that by using these model checkingagipes, baseline and

extended services are safe before, during, and after composition.

Claim 3. A baseline services is safe meaning it respects custom safety critesidefore

composition

First, we show baseline servis¢o besafewith respect to custom safety critedalt has
been shown that the SPIN model checker determines whether a RROMEdel
satisfies LTL propertie$84]. We already modeled baseline services using PROMELA
and the safety criteria based on the HIPAA law using LTL.thist model bes and the
safety criteria bec. Only those services that satisfies safety criteri@a based on the

results obtained by the model checker SPIN are used, thedforeing a baseline

services to besafebefore composition

Claim 4. The extended service interactions amaade baseline services;, ...,$ with

respect to their safety criterg, ...,G, are alssafe

Proof. Individual baseline services are shown toshgein Claim 3. Now we prove that
the interactions among these services aresafawith respect to our safety criteria. We
showed previously how to generate an oWFN from a SSCL process Hl$wmbeen
shown that the Fiona model checker can determine the safehteo&dting services
[62],[125]. Only those services that the Fiona model checker detexitiiat satisfy the
safety criteria are accepted, therefore the extended serviteractions amongafe

baseline services sfen

Claim 5. The services running within the smart home safe before, during, and after the

composition.

Proof.

Claim 3shows that baseline services saéewith respect to their safety criteria.
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Claim 4shows that the interactions amosafebaseline services are safe with respect to

their safety criteria.

Services running in the environment before composition are the baselwviees that
Claim 3 shows aresafe During the compositiorClaim 4 shows that these services are
checked ensuring safety during composition. These model checkihgiqees are
incorporated into our automatic composition framework. The framework aodgpts
those composite services that pass all the safety testsfdreer@mposite services are

safeafter the composition. This shows that services running withinrthieoement are

safebefore, during, and after the composition

6.8 Conclusions and future work

We present a model checking approach to ensure the safety of ciengmogices. Services
are divided into the categories baseline and extended. Baselaesare assumed to be
always up and running, while extended services are more dynamicagncome and go. An
example based on the Medicine Information Support System for $ioaues is provided
where standard safety criteria for both types of servicesclaeeked and custom safety

criteria is checked for baseline services.

The model checking approach for extended services is integratbdawiautomatic
composition framework supporting services of heterogeneous SOAs.foFmal check
allows implementing only services proven safe. This way theysaefgeria for services are
satisfied before, during and after compositions. Examples on how td aratleheck these
services are provided using the tools SPIN for baseline seraimgd-iona for extended

services.

This model checking approach for services in environments sutheasmart home
provides a stronger argument when claiming the safety of our sy3t@siis especially
important for composite services such as those found in smart homenememnts as they
might perform critical operation or handle sensitive data. Our apprand integration into

an automatic composition framework ensures that services arewmrgly fulfilling the
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safety criteria and that only new composite services that tineasafety criteria are accepted.
This work contributes in providing a mechanism for having safe, reliabigices of
heterogeneous SOAs using formal methods. In addition, we fornchlck whether
composite services comply with applicable custom safety eritrch as healthcare laws.
This certainly sets a higher standard for SOA development by gaken use of formal

methods a fundamental part of the composition process for service.
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CHAPTER 7. COMPOSITION FRAMEWORK PERFORMANCE
EVALUATION AND ANALYSIS

7.1 Introduction

This chapter presents a performance analysis of our composiioewirork. A series of
hypothesis are introduced, several experiments conducted undererdiffieetworking

environments, the data is collected and analyzed, and a summadry oestilts obtained is
presented. Throughout this work, the details of our composition framdatodervices of

heterogeneous SOAs have been described and how model chee&mugiies were
incorporated to ensure the safety of composite services and nteriactions. Now we
present an analysis of the performance of the composition frakewsorg as an example

smart home composites services.

The examples used to test the composition framework are based dvietheine
Information Support System (MISS) described in chapter 4. Thréaratt versions of the
MISS composite service are used in the experiments. One of coenpesiice only uses
OSGi services and it is identified as MISS_OSGi. Other congssitvice only uses WS and
it is named MISS_WS. The last composite service is autortigtiganerated by the
composition framework. It combines OSGi and WS and it is calld8SMCOMB. The
execution times of these three composite services are measoded a regular and a
constrained networking environment. For the regular network an Ethekheis used while
for the constrained a wireless mesh network (WMN). Compositecesrwere tested under
these two networking environments as services might be accessedoitations where
resource might be limited such as smart homes deployed rusal &eegular LAN network
represents what generally is found under standard networking condititen3VMNs have
resource constraints and are less reliability, represemetgorking conditions where
resources might be more limited. Several experiments weigneédsand conducted based on

the following hypothesis:

Hypothesis 1A regular LAN network performs better than a WMN
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Hypothesis 2.Given the three implementations of the same composite service:

MISS OSGi, MISS_ WS and MISS COMB; MISS_OSGi will have st execution
time performance, followed by MISS_COMB, and MISS_WS will hdkie worst

execution time performance.

Hypothesis 3Given three implementations of the same composite service: NMISSI,
MISS_WS and MISS_COMB; MISS_COMB will show less variabilifg/lowed by
MISS_OSGi and finally the MISS_WS will have more variability.

Hypothesis 4A WMN has more variability that a regular LAN network.

7.2 Experiment Setup

We set up two environments to test the composition framework. Téteefivironment is
regular Ethernet LAN. The second environment is a WMN. Thalsletheach experiment

setup are provided next.

7.2.1 Regular Network Setup

For the experiments under a regular network, the server uaeda Dimension 9200 with
Windows Vista as its operating system. The server provides sagppOSGi and WS. The
OSGi framework used is knopflerfish version 2.2.0. This machine also rogostamized

version of Apache jJUDDI UDDI server with Apache Tomcat 5.5 as the HT Merser

The client machine is a Dell Optiplex GX280 PC with Windows a€Pits operating
system. The OSGi framework used is knopflerfish version 2.2.0 withatltematic

composition framework already installed.

These machines are under the Ethernet LAN of the Department gdulem$cience at
lowa State University, which provides the regular networking enuient. A set of four
experiments are conducted. One experiment measures the tinme biakeur automatic
composition framework to create a composite service of MISStmabines OSGi and WS.

Another experiment measures the execution time of MISS _OSGi. Aretheriment tracks
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the execution time of MISS_WS. Finally, the execution time cd3$ICOMB is measured.

Each experiment is repeated at least a 100 times.

7.2.2 Wireless Mesh Network Setup

For the experiments under the WMN, the server is a Dell Opt®XX80 with Windows XP
as its operating system. This machine has two wirelessaoégsfone used for upstream
another for downstream. The server provides supports for OSGi andTHéSOSGi
framework used is knopflerfish version 2.2.0. This machine also runs tioenizisd Apache
JjUDDI UDDI server with Apache Tomcat 5.5 as the HTTP server.

The client machine is a Dell Optiplex GX280 PC with Windows a&Pits operating
system. This machine also has two wireless interfaces onepfiream the other for
downstream. The OSGi framework used in this machine is knopflerigdion 2.2.0 with

the composition framework already installed.

To set up the WMN network infrastructure experiments, four computesr used: the
server, the client, and two machines in the middle that forward {sabkéveen the client
and the server. The Microsoft Research Wireless Mesh Tdald] is installed in all the
mesh machines to support wireless mesh network connectivity. Undé/Ni, the same
four experiments as in the regular network are conducted nragasoeir execution time. An
experiment that measures the execution time of MISS_OSGi, arb#tdracks MISS_WS,
the time taken by our automatic composition framework to create a compogite s@d the
execution time of MISS_COMB. Each experiment is repeated at |486t tmes.

7.3 Overhead of the Composition Framework

This section shows the results of the time taken by the composdimework to create the
composite service that implements MISS. The execution timbkeofdilowing activities is

measured: parsing and binding, model check, code generation, and cteatmmdle. The

parsing and binding activity includes parsing the SSCL file, qugrthe UDDI registry,

getting the services binding information and binding to the servides.model checking
activity includes the creation of the oOWFN and performing theices interactions checks

using the Fiona model checker as described in Chapter 6. The codatiganactivity
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involves translating the SSCL orchestration code into executakdecdae, the creation of
the service interface, the manifest file, and the activat@sclahe create bundle activity
takes the generated Java code, the service interface, theoaatlaas, and the manifest file
and compiles it all, creates the service JAR file and isstaft new service into the OSGi
framework. Figure 7.1 shows a summary of the average time kakeach activity for the

experiments run under a regular networking environment and a WMN.

12000

10000 —

8000 —

6000 —

Time (ms.)

REGULAR LAN

4000 — WMN

2000 +— —

O T T T T 1

Parsing & Model Check CodeGen Create Total
Binding Bundle

Composition Activity

Figure 34 -Composition time overhead for MISS

For both cases, the figure show that the activity that consumestima is parsing and
binding. It also shows that there is significant differencénengarsing activity between the
regular LAN network and the WMN. For the other activities, thimre differences are
almost similar. We believe a reason for this differencéésfact that the parsing activity
includes network operations such as querying the UDDI server, rigtthe services, and
binding to them, which can take longer for networks with resource constraints INR&Vhe
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These results show evidence in supporhybothesis 1lthat the regular network performs
better than the WMN.

7.4 Total Parse Time

It is important to study the total time it takes to creat®mposite service as this operation
imposes overhead. For that reason, a careful look at the parsing pboesscomposition
framework is taken as this activity took the longest timeTtee parsing process has the
following activities: parsing, discovery, binding to the services, dowintba bundles JAR
files, and generating WS stub code. The parsing activity reatdsfrom the SSCL file to
produce the executable Java code. The discovery queries the U@iBtryrdo get the
binding information of the services. The binding activity gets theahskervice and binds to
it. The file download measures the average time to download the kiARlIBle for services
provided in OSGi. The WS stub creation records the time to gienédne stub code to
communicate with a WS. The results of the parsing process under lbetitkseare shown
in Figure 7.2.

As shown in the figures, on average most activities consumdatiaely small amount
of time with the exception of binding. The binding activity, use thenpdtinkTypes info in
the SSCL file to get the services interface name, queryUBl registry and use the
services information to locate them and bind to them. As this @ctdoes several
networking operations, we believe this is the key factor for tdéferences. The fact that
this activity executes faster under a regular LAN network thaaer a WMN, provides

evidence in support d¢lypothesis 1
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Figure 35 -Parse and binding overhead

7.5 Composite Services Performance Comparison

This subsection analyzes and compares the execution time of tedntiplementations of
MISS using different SOA composition approaches and deployed underediffnetwork
environments. The previous sections presented the overhead added hymit@siton
framework. In this section, the execution times of the compagsitvices using a single SOA
are compared with the composite service generated autoryatgalour composition

framework that relies on services of heterogeneous SOAs.

The execution times of MISS_0OSGI, MISS_COMB, and MISS_WS aasuared and
their average computed. Figure 7.3 shows the average time artdrtiard deviation for the
three composite services executed under a regular LAN netigike 7.4 shows data that
includes the minimum and maximum. From the figure, it can be olubémae MISS OSGi
has the best execution time performance, MISS_COMB had the sbeshgerformance
while MISS_WS had the worst performance. The fact that WSlaweer that OSGi, but are

more popular and widely used, gives an upper bound on the acceptable examéion t
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Having reduced the execution time from the worst-case soenayi introducing
heterogeneous services, we believe is a great accomplisivi8&t. COMB also is closer to
MISS_OSGi than to MISS_WS. These results provide evidence in supdorpathesis 2
The data for variability shows also that MISS_OSGI and MISS_B8Qhk&ndard deviation
and minimum/maximum ranges are close. It also shows MISS_CoithBless variability.
Both MISS_OSGI and MISS_COMB show less variability than MM/S. These results

provide evidence in support bfpothesis 3.
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Figure 36 -Composite services in a regular network with their standard deviation.



168

Execution Time - Regular LAN Network with Min/Max

2000 MinZMax I

Execution Time (ms.)

MISS_OSGI MISS_COMB MISS_WS
Implementation

Figure 37 -Composite services in a regular network with their minimum and maximum.

Figure 7.5 shows the average time and the standard deviatidnefdhree composite
services running under a WMN with their standard deviation wigledi 7.6 shows the data
summary that includes the minimum and maximum. The time differebetween
MISS_OSGi and MISS_COMB is relatively small. The MISS_OS@is the best
performance of all three, closely followed by MISS_COMB, an&®IWS had the worst
performance. This data presents evidence in suppdrymdthesis 2For WMN there is a
dramatic difference in the execution time of MISS_WS, takipgroximately 3 times longer
than the other two versions of the composite service. In terms of varigbisimilar result is
obtained where MISS_COMB shows less variability than MISS _Q@®GiIMISS_WS shows

the greatest variability. These results show evidence in suppdorpothesis 3
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Figure 38 -Composite services in a WMN with their standard deviation.
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Figure 7.7 shows the result of the analysis of the performandbeoMISS OSGi
composite service implementation in each type of network, Witlr respective standard
deviations. Figure 7.8 show a summary with the minimum and maxinnge ralues. The
figures show that the MISS_OSGi composite service performg betder a regular network
showing evidence that supportgplethesis 1In terms of variability, it is observed that the
standard deviation is bigger for the WMN environment. The minimum, mawimange is
also wider for the WMN, results that sustdigpothesis 4that the WMN shows more
variability.
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Figure 40- MISS_OSGi in a regular network and a WMN with their std. deviation.
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Figure 41 - MISS_OSGi in a regular network and a WMN with their mimm and

maximum.

Figure 7.9 shows the performance analysis of the MISS COMBpasite service
implementation under each type of network, with their respestaredard deviations. Figure
7.10 shows a summary with the minimum and maximum values. Noticetfi®figures that
the MISS_COMB composite service performs better under a regetevork than under a
WMN as evidence for ypothesis 1With respect to variability, the standard deviation is
bigger for the WMNs as well as the minimum, maximum range, stgpevidence in favor

of hypothesis 4that WMN have more variability.
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Figure 42 - MISS_COMB in a regular network and a WMN with their std. deviation
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Figure 43 - MISS_COMB in a regular network and a WMN with their minimum and
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Figure 7.11 summarizes the performance results for the MISS ddmposite
implementation in each type of network with their respective standardtibeng. Figure 7.12
shows the minimum and maximum range. As in the previous two cagesbserved from
the figures that the MISS_WS composite service performs haettiar a regular network in
support of lypothesis 1.MISS_ WS presents the case with the biggest difference in
performance, having the service deployed in a WMN taking aboeg times as much time
to execute compared to the same service deployed in a regwarkethis evidence is the
strongest in support ofypothesis 1With respect to variability, the standard deviation is
bigger for the WMNs as well as the minimum, maximum range.rAddlSS_WS under a

WMN provides the biggest difference of all cases, providing evalethat supports
hypothesis 4hat the WMN introduces more variability.

Execution Time of MISS_WS with Std. Deviation
12000

10000

8000

| Std dev

)
——

ms

6000

m

E
4000

Executio
N
o
o
o
| |

o

Regular LAN WMN
Implementation

Figure 441 -MISS_WS in a regular network and a WMN with their standard deviation



174

Execution Time of MISS_WS with Min./Max.

Min/Max

4000
|
2000 &
0
Regular LAN WMN

Implementation

Figure 45 - MISS_WS in a regular network and a WMN with their minimum and
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Based on our hypothesis and the results obtained from our experiments we cdratiude t

e The composition framework introduces overhead when creating a cdengesvice,

however this overhead is a onetime operation.

e The performance of the resulting MISS COMB composite servicesmatitally
generated by the composition framework is closer to the best-sesnario of
MISS_OSGi than to the worst-case scenario of MISS_WS.

e Hypothesis lholds as services deployed in the regular network consistemttyrmped

better than those deployed under the WMN in our experiments.

e Hypothesis 2holds as MISS_OSGi performed better than MISS_COMB and both
performed better than MISS WS in both kinds of network environment in our

experiments.
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Hypothesis 3holds as the implementation with less variability under both tygdes

network is MISS_COMB in our experiments

Hypothesis 4olds as the WMN introduced more variability that a regular nétwmoour

experiments.
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CHAPTER 8. CONCLUSIONS AND FUTURE WORK

This chapter summarizes our work, contributions, and present future work.

8.1 Summary

Pervasive environments such as the Smart Home rely on the SOdigperfor the
development of services and applications. Different SOA standardsobamneproposed and
developed following the SOC principles of language-independence andoriphatf
independence. However, interactions among services of heterogeneousaOason-
trivial task. As the number of services and the complexity of egidins increases,
combining them becomes more necessary. The goal of this work is tdgeWamework
that automatically creates composite services supportingogetezous SOAs, uses model
checking techniques to ensure the safety of composite servicéseanidteractions, and has
acceptable performance. Pervasive computing environments suchsasatfhdiome services
would benefit of this type of solution as it can reduce the developtree, cost, and

learning curve.

We present a set of fundamental services such as a natificatedicine management,
and a middleware service as an example. The Medicine Infornttippmort System (MISS)
is used as our main composite service example in the discussions throbghdissertation.
The details of our composition framework for services of hetermgenSOAs are provided.
At a high level, our framework operates as follows: a desenpif the composite service is
provided using the simple XML-based language SSCL, the framewarktses for services
within the context or look for them in a customized service rggigiets the binding
information, checks the safety of the composite service, and aitallyagenerates the
implementation. A set of safety criteria is defined anddteposition framework checks
that composite services and their interactions comply with it. drRecking compliance,
formal software analysis techniques of model checking aegratted into our composition
framework. Based on their characteristics services are divntiedbaseline and extended. A
semi-automatic approach for checking baseline services isnpeglsalong with an automatic
approach for checking extended services. A performance analysisouglgat which
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compares the execution times of composite services using diffesenposition strategies.
The examples used are based on MISS and details on the differguast®s using current
composition techniques are compared with the composite servicesatgenautomatically
by our composition framework. A comparison of the execution performartbesd services
is provided. The experiment measured the overhead that the comppsitcess adds. These
experiments were conducted under two networking environments: aregAlN network
and a wireless mesh network. The two networking environmentssadeto contrast how the
composition framework would perform under regular network condition andr uade

constrained networking environment.

8.2Contributions
The key contributions of this work are:

e A set of requirements and capabilities for scripting langsiaged for orchestrations
with a justification of why we understand these should be part of any S(Ddast.

e The design, implementation, and testing of a set of essentiateifar pervasive

environments such as the smart home.

e A language for specifying the workflow of composite servicesedathe Simple
Service Composition Language (SSCL). The SSCL language progdaatiorm,
language, and SOA independence. It is inspired in existing texjies] complies
with the requirements we established for scripting languagesrdrestrations
providing also SOA-independence, allowing for compositions of services of

heterogeneous SOAs.

e A customized universal service registry where services nrdbon such the
description and binding information can be stored, searched, and rtriEvis
registry allows registering services of heterogeneous S@isis essential for our

framework to work automatically.
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e The SSCL20SGIi composition framework, that accepts SSCL &igesnput and
automatically produces an OSGi service that implements the composijesasiices
of heterogeneous SOAs. The framework automatically searchesseiivices,
performs a safety check, creates the composite service sgngces from

heterogeneous SOAs, installs the composite service, and deploys it.

e A combined model-checking approach for checking the safety of basathide
extended services. Baseline services are checked for comphghcstandard and
custom safety criteria in a semi-automated way. Extendadces are checked for
standard safety criteria in a fully automated way. The autornshgck for extended
services is integrated as part of the composition framework. samiyces that pass

all the safety checks are implemented.

e SSCL is a language inspired in WS-BPEL and SCDL. We c#ichjustify that the
semantic of SSCL and WS-BPEL are compatible and that thendefs®SCL allows
translating SSCL files into oWFN. Compatibility among SSQésfiand WS-BPEL
files is defined. We claim and show that the oWFN produced &0MS-BPEL file
and a compatible SSCL file are the same. With these reguiésshown that the
composition framework can be used with SSCL, produce an oWFN model of

composite services, and use existing tools to analyze oWFN.

e A performance study of the composition framework execution timerendverhead
it adds. Several examples are provided by creating different camgesvices. The
execution times of these different composite services are cetpahese
composites are deployed under a regular network and under a WMNaooestr
environment. A detailed analysis and a summary of the perfeaenessults are
provided.

8.3Future Work
e Extend the composition framework to support other SOAs and testetfaerpance

of these additions
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e Extend SSCL to support other commands without compromising its sitpicd
SOA independence.

e Extend the formal analysis to have automated modeling of baseline services
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APPENDIX A. Formal Syntax of SSCL

Syntax of SSCL

Notation:

O(x) ::= empty | x

#(x) ::= any number of x

P(X) ::= X #(x)

U(x,y) ::= any order of x and y

SSCL ::= U(O(PartnerLinkTypes), O(PartnerLinks), O(Variables), O(Ac¢tes))
PartnerLinkTypes ::= “<parnerLinkTypes>" P(PartnerLinkType) “</parnerLinkTypes>"
PartnerLinkType ::= “<partnetLinkType name =" servicelnterfaceName “/>"

PartnerLinks ::= “<partnerLinks>" P(PartnerLink) “</partnerLinks>"

PartnerLink ::= “<partnerLink name =" serviceName “partnerLinkType ="
servicelnterfaceName “/>”

Variables ::= “<variables>" P(Variable) “</variables>"

Variable::= “<variable name =" variableName “type ="xsd:TYPE “/>”
Activities ::= P(basic-activities | structured-activities)

Basic-activities ::= Invoke | Assign

Structured-activities ::= Sequence | If | While | RepeatUntil |[ForEach

I nvoke ::= “<invoke" invoke-attributes “>" “</invoke>"
I nvoke-attributes ::= U( partnerLink, operation, O(inputVariable), O(outputVariable) )
Assign ;= “<assign>" P( copy) “</assign>"

Copy ::= “<copy>" From To “</copy>" (the definition of "from" and "to" are skipped here

From ::= “<from>" copyConstant | copyVariable “</from>"
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To ::= “<to variable =" copyToVariable "/>”

Sequence .= “<sequence>" Activities “</sequence>"

If ::=“<if >" Condition Activities #(elseif) O(else) “</if>"

Condition ::= “<condition>" Boolean | not operand | Comparison “</condition>"
Boolean ::= true | false

Comparison ::= leftOperand conditionSymbol rightOperand

ConditionSymbol ::= <|<=|==|>=|>|or|and

While ::= “<while>" Condition Activities“</while>"

RepeatUntil ::= “<repeatUntil>" Activities Condition “</repeatUntil >"

forEach ::= “<forEach counterName =" counterName “>" U(StartCounterValue,
FinalCounterValue, Scope “</forEach>"

StartCounterValue ::= “<startCounterValue>" value “</startCounterValue>"
FinalCounterValue ::= “<finalCounterValue>" value “</finalCounterValue>"

Scope ::= “<scope>" scope-elements “</scope>"

Scope-elements ::= U(O(partnerLink),O(variables), ActivitiesD
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APPENDIX B. MISS Workflow in SSCL

<!-- SSCL file of the MISS system-->

<process name="MISSSSCL">

<o e PARTN

<partnerLinkTypes>

ER LINK TYPE DEFINITION

<partnerLinkType name="MISSSSCL"/>

<partnerLinkType name="PharmacyService"/>

<partnerLinkType name="SpeechService"/>

<partnerLinkType name="MCDService"/>

<partnerLinkType name="RFIDService"/>

<partnerLinkType name="MedicineSHService"/>

<partnerLinkType name="NotificationService"/>

</partnerLinkTypes>

<!-- PARTNERLINKS DEFINITIONS -->

<partnerLinks>
<partnerLink name=
<partnerLink name=
<partnerLink name=
<partnerLink name=
<partnerLink name=
<partnerLink name=
<partnerLink name=

</partnerLinks>

"client" partnerLinkType="MISSSISC>
"pharmacyService" partnerLinkdyfPharmacyService"/>
"speechService" partnerLinkTyjspeechService"/>
"mcdService" partnerLinkType="MService"/>
"rfidService" partnerLinkTypeFm®Service"/>
"medSHService" partnerLinkTypdetlicineSHService"/>

"notificationService" partnerkirype="NotificationService"/>

>

<!-- VARIABLES

<variables>

<variable name="input" type="xsd:string"/>

<variable name="output" type="xsd:string"/>

<variable name="rfidTag" type="xsd:string"/>

>
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<variable name="pharmacyTag" type="xsd:string"/>
<variable name="firstName" type="xsd:string"/>
<variable name="lastName" type="xsd:string"/>
<variable name="newPrescription" type="xsd:strirg"
<variable name="quantity" type="xsd:string"/>
<variable name="frequency" type="xsd:string"/>
<variable name="duration" type="xsd:strirxg"/
<variable name="options" type="xsd:string"/>
<variable name="comments" type="xsd:string"/
<variable name="oldPrescription" type="xs$drg)"/>
<variable name="food" type="xsd:string"/>
<variable name="condition" type="xsd:strifw"
<variable name="hasConflicts" type="xsd:lezol"/>
<variable name="speakMessage" type="xsdgptt>
<variable name="conflictString" type="xsdisg"/>
<variable name="noConflictString" type="xsd:strifr
<variable name="email" type="xsd:string"/>

</variables>

<!-- ORCHESTRATION LOGIC ========== -->
<seguence name="main">
<invoke partnerLink="rfidService" operation="getRHag" outputVariable="rfidTag"/>
<invoke partnerLink="pharmacyService" openat"setTag" inputVariable="rfidTag"/>
<invoke partnerLink="pharmacyService" openat"getFirstName" outputVariable="firstName"/>
<invoke partnerLink="pharmacyService" openat"getLastName" outputVariable="lastName"/>

<invoke partnerLink="pharmacyService" operationthedicineName"
outputVariable="newPrescription"/>

<invoke partnerLink="pharmacyService" opimat"getQuantity" outputVariable="quantity"/>
<invoke partnerLink="pharmacyService" openat"getFrequency" outputVariable="frequency"/>

<invoke partnerLink="pharmacyService" op&nat"getDuration" outputVariable="duration"/>
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<invoke partnerLink="pharmacyService" opinat"getOptions" outputVariable="options"/>
<invoke partnerLink="pharmacyService" opinat"getComments" outputVariable="comments"/>
<assign>
<COpy>
<from>Xanax</from>
<to variable="oldPrescription"/>
</copy>
</assign>
<assign>
<copy>
<from>milk</from>
<to variable="food"/>
</copy>
</assign>
<assign>
<COpy>
<from>diabetes</from>
<to variable="condition"/>
</copy>
</assign>
<assign>
<copy>
<from>Congratulations, no conflicts has been fouffdbm>
<to variable="noConflictString"/>
</copy>
</assign>
<assign>
<C0py>

<from>Warning, a conflict has been found!</from>
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<to variable="conflictString"/>
</copy>
</assign>
<assign>
<copy>
<from>josemreyes@gmail.com </from>
<to variable="email"/>
</copy>
</assign>

<invoke partnerLink="mcdService" operation="checlditenesConflicts"
inputVariable="newPrescription, oldPrescription'tputVariable="hasConflicts"/>

<invoke partnerLink="mcdService" operation="checka@iionsConflicts"
inputVariable="newPrescription, condition" outputisble="hasConflicts" />

<invoke partnerLink="mcdService" operation="checkBGonflicts" inputVariable="newPrescription,
food" outputVariable="hasConflicts"/>

<if>
<condition>
hasConflicts
</condition>
<invoke partnerLink="speechService" openati'speak” inputVariable="conflictString"/>

<invoke  partnerLink="notificationService" operatgiemailandtext® inputVariable="email,
conflictString"/>

<else>
<invoke partnerLink="speechService" operation="¢giéaputVariable="noConflictString"/>

<invoke  partnerLink="notificationService" operatdemailandtext® inputVariable="email,
noConflictString"/>

</else>

</if>

<invoke partnerLink="medSHService" operation="sefTmputVariable="rfidTag"/>

<invoke partnerLink="medSHService" operation="setflame" inputVariable="firstName"/>

<invoke partnerLink="medSHService" operation="satiName" inputVariable="lastName"/>



197

<invoke partnerLink="medSHService" operation="setlitéheName" inputVariable="newPrescription"/>
<invoke partnerLink="medSHService" operation="sea@tity" inputVariable="quantity"/>

<invoke partnerLink="medSHService" operation="setftrency" inputVariable="frequency"/>

<invoke partnerLink="medSHService" operation="sat@lion" inputVariable="duration"/>

<invoke partnerLink="medSHService" operation="sai®ps" inputVariable="options"/>

<invoke partnerLink="medSHService" operation="sat®oents" inputVariable="comments"/>

<invoke partnerLink="medSHService" operation="ugddédicinesDB"/>
</sequence>

</process>
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APPENDIX C. MISS Model in PROMELA

typedef covered_entity {

/* This record will define the general categoriéste different requirements that a covered emtityst fulfill in
order to obey the HIPAA law.

* Boolean values are used to represent this camgd or lack of it.

* Type indentifies the category to which the trejuwestor belongs: 1- individual, 2- covered entBy;
government related */

byte type;
bool patientReqgs;

bool adminRegs;

typedef patient_record {

/* Boolean values represent what data exits irctheered entity's record and what is being forwardéed
bool patient_data;
bool restricted_data;

}

/* Definition of the channels to be used for traiitémg the data */

chan mcdChannel = [5] of {byte, bool};

chan startDoctor = [5] of {bool};

chan doctor2pharmacy = [5] of {byte, bool};

chan pharmacy2sh = [5] of {byte, bool};

chan requestDoctor = [5] of {byte, patient_record};

chan requestPharmacy = [5] of {byte, patient_regord

chan requestSH = [5] of {byte, patient_record};

/* Definition of the different convered entitieseBlared global to check for compliance */

covered_entity doctorCE;

covered_entity pharmacyCE;

covered_entity shCE;
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[*Variable to track succesful/unsuccesful executtbsubsystems */
bool doctorFinished;
bool pharmacyFinished;
bool shFinished,;
[*Variables for MCD */
byte category;
bool response;
[*Variables for RequestData for tracking purposes*/
byte requestor;
bool patientData;
bool restrictedData;
[*Variables for timeliness, completeness and nedifons */
bool timeliness;
bool completeness;
bool notification;
active proctype mcd (){
/* Receive the prescription non-deterministicakynd true/false */
bool message;
mcdChannel?category,message;
if
:: response = true;
:: response = false;
fi;
mcdChannellcategory, response;
}
active proctype doctor () {
bool start;
doctorFinished = false;

doctorCE.type = 2;
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if

:: doctorCE.patientReqgs = true

:: doctorCE.patientReqgs = false

fi;

if

:: doctorCE.adminRegs = true;

:: doctorCE.adminRegs = false;

fi;

patient_record prescription, rec;

prescription.patient_data = true;

if

;. prescription.restricted_data = true;

.. prescription.restricted_data = false;

fi;

if

sitrue;
mcdChannelll,prescription.patient_data;

mcdChannel?category,response;

if

::response ->
if
::notification = true;
::notification = false;
fi;

else;

fi;

doctor2pharmacy!1,prescription.patient_data;
::requestDoctor?category,rec;

requestDoctor!category,prescription;
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fi;
doctorFinished = true;
}
active proctype pharmacy () {

bool prescriptionData;

pharmacyCE.type = 2;

pharmacyFinished = false;

if

:: pharmacyCE.patientReqs = true

:: pharmacyCE.patientReqgs = false

fi;

if

:: pharmacyCE.adminReqgs = true;

:: pharmacyCE.adminRegs = false;

fi;

patient_record prescription, rec;

if

:: prescription.restricted_data = true;

:: prescription.restricted_data = false;

fi;

if

::doctor2pharmacy?category,prescriptionData;
prescription.patient_data = prescriptionData;
mcdChannell2,prescription.patient_data;
mcdChannel?category, response;
if
::response ->

if

::notification = true;
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::notification = false;
fi;
;else;

fi;

pharmacy2sh!2,prescription.patient_data;

::requestPharmacy::requestPharmacy?category,rec;
requestPharmacy!category,prescription;
fi;

pharmacyFinished = true;

active proctype smart_home (){
bool prescriptionData;
shFinished = false;
shCE.type = 2;
if
:: shCE.patientReqs = true
:: shCE.patientReqs = false
fi;
if
:: shCE.adminReqs = true;
. shCE.adminReqs = false;
fi;
patient_record prescription, rec;
if
;. prescription.restricted_data = true;
.: prescription.restricted_data = false;

fi;
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[*Indicates the end of the MISS system model */

endMISS:

/* Receiving the prescription from the pharmacytsdoue */

if

::pharmacy2sh?category,prescriptionData;
prescription.patient_data = prescriptionData;
mcdChannel!2,prescription.patient_data;

mcdChannel?category, response;

if

::response ->
if
::notification = true;
::notification = false;
fi;

;else;

fi;

‘requestSH?category,rec;

requestPharmacy!category,prescription;

fi;

if
::timeliness = true;
:itimeliness = false;

fi;

if
::completeness = true;
::completeness = false;

fi;

if

::notification = true;



204

::notification =false;
fi;
shFinished = true;
}
active proctype requestData(){

patient_record record;

do::

if
: requestor = 1;
:: requestor = 2;
:: requestor = 3;

fi;

if
:: requestDoctor!requestor,record ->
requestDoctor?requestor,record;
:: requestPharmacy!requestor,record ->
requestPharmacy?requestor,record;
:: requestSH!requestor,record ->
requestSH?requestor,record;
fi;
patientData = record.patient_data;
restrictedData = record.restricted_data;
od
}
init {
run med();
run doctor();
run pharmacy();

run smart_home();
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run requestData();
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APPENDIX D. MISS Model in oWFN

net size: |P|=50, |P_in|= 12, |P_out|= 24 1R |#|=62

PLACE
INTERNAL

pl, p2, p3, p4, p5, p6, p7, p8, p9, p10, p12, p13, pl4;

INPUT
in.mcdService.checkConditionsConflicts {$ MAXCOURRENCES =1 $},
in.mcdService.checkFoodConflicts {$ MAX_OCCURREES =1 $},
in.mcdService.checkMedicinesConflicts {$ MAX_QGORRENCES =1 $},
in.pharmacyService.getComments {$ MAX_OCCURRESG= 1 $},
in.pharmacyService.getDuration {$ MAX_OCCURRERE= 1 $},
in.pharmacyService.getFirstName {$ MAX_OCCURREES = 1 $},
in.pharmacyService.getFrequency {$ MAX_OCCURRIS = 1 $},
in.pharmacyService.getLastName {$ MAX_OCCURRHESC= 1 $},
in.pharmacyService.getMedicineName {$ MAX_OCORENCES =1 $},
in.pharmacyService.getOptions {$ MAX_OCCURRENETE1 $},
in.pharmacyService.getQuantity {$ MAX_OCCURRERE= 1 $},

in.rfidService.getRFIDTag {$ MAX_OCCURRENCESI-$};

OUTPUT
out.mcdService.checkConditionsConflicts {$ MAACCURRENCES =1 $},
out.mcdService.checkFoodConflicts {$ MAX_OCCURRCES =1 $},
out.mcdService.checkMedicinesConflicts {$ MAXCOURRENCES = 1 $},

out.medSHService.setComments {$ MAX_OCCURRENGEIS$},
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out.medSHService.setDuration {$ MAX_OCCURRENCES $},
out.medSHService.setFirstName {$ MAX_OCCURREMNGEL1 $},
out.medSHService.setFrequency {$ MAX_OCCURREIISGEL $},
out.medSHService.setLastName {$ MAX_OCCURRENGESS$},
out.medSHService.setMedicineName {$ MAX_OCCURRIES =1 $},
out.medSHService.setOptions {$ MAX_OCCURRENGES $},
out.medSHService.setQuantity {$ MAX_OCCURRENCES $},
out.medSHService.setTag {$ MAX_OCCURRENCES$},1
out.medSHService.updateMedicinesDB {$ MAX_ OCMHENCES =1 $},
out.notificationService.emailandtext {$ MAX_OCRRENCES = 2 $},
out.pharmacyService.getComments {$ MAX_OCCURRES = 1 $},
out.pharmacyService.getDuration {$ MAX_OCCURREES =1 $},
out.pharmacyService.getFirstName {$ MAX_OCCURREES =1 $},
out.pharmacyService.getFrequency {$ MAX_OCCURRIES =1 $},
out.pharmacyService.getLastName {$ MAX_OCCURRES =1 $},
out.pharmacyService.getMedicineName {$ MAX_OGRRENCES =1 $},
out.pharmacyService.getOptions {$ MAX_OCCURRHEREC= 1 $},
out.pharmacyService.getQuantity {$ MAX_OCCURRERS = 1 $},
out.pharmacyService.setTag {$ MAX_OCCURRENCES $},
out.rfidService.getRFIDTag {$ MAX_OCCURRENCESL-$}

INITIALMARKING

p2:1 {initial place};

FINALMARKING

pl {final place};

TRANSITION t1 { output }
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CONSUME p2;

PRODUCE out.rfidService.getRFIDTag, p3;

TRANSITION t2 { input/output }
CONSUME in.pharmacyService.getLastName, p5;

PRODUCE out.pharmacyService.getMedicineName, p6;

TRANSITION t3 { input/output }
CONSUME in.pharmacyService.getQuantity, p7;

PRODUCE out.pharmacyService.getFrequency, p8;

TRANSITION t4 { input/output }
CONSUME in.pharmacyService.getFrequency, p8;

PRODUCE out.pharmacyService.getDuration, p9;

TRANSITION t5 { input/output }
CONSUME in.pharmacyService.getDuration, p9;

PRODUCE out.pharmacyService.getOptions, p10;

TRANSITION t6 { input/output }
CONSUME in.pharmacyService.getOptions, p10;

PRODUCE out.pharmacyService.getComments, p11;

TRANSITION t7 { input/output }
CONSUME in.pharmacyService.getComments, p11;

PRODUCE out.mcdService.checkMedicinesConflici®;p

TRANSITION t8 { input/output }

CONSUME in.mcdService.checkMedicinesConflicts2p1
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PRODUCE out.mcdService.checkConditionsConflipfis3;

TRANSITION t9 { input/output }
CONSUME in.pharmacyService.getMedicineName, p6;

PRODUCE out.pharmacyService.getQuantity, p7;

TRANSITION t10 { input/output }
CONSUME in.mcdService.checkConditionsConflicts3p

PRODUCE out.mcdService.checkFoodConflicts, p14;

TRANSITION t11 { input/output }

CONSUME in.mcdService.checkFoodConflicts, p14;

PRODUCE out.medSHService.setComments, out.medStt8esetDuration,
out.medSHService.setFirstName,  out.medSHServiteesptency, out.medSHService.setLastName,

out.medSHService.setMedicineName,  out.medSHSesét@ptions, out.medSHService.setQuantity,
out.medSHService.setTag, out.medSHService.updateiMedDB, out.notificationService.emailandtext,

p1;

TRANSITION t12 { input/output }
CONSUME in.pharmacyService.getFirstName, p4;

PRODUCE out.pharmacyService.getLastName, p5;

TRANSITION t13 { input/output }
CONSUME in.rfidService.getRFIDTag, p3;
PRODUCE out.pharmacyService.getFirstName, outtphayService.setTag, p4;

{ END OF FILE }
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