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Fragile Pointcut Problem

• pc is fragile since it fails to 
capture the new module.

• Fragile pointcuts can cause 
software to malfunction.

What if a new 
module is made that 
sends messages 
but whose name 
begins with 
“transfer?”

Structural Commonality

Hypothesis: Program elements 
corresponding to join points 
selected by a pointcut in a 
particular version typically 
share structural commonality 
that persists throughout 
subsequent versions.

Problem

Phase I: Structural Analysis

package p;  
class A { 
int f;  
void m1() { 
int a = f; 

} 
void m2() { 
int b = f; 

}  
}

Phase II: Break Detection

Extract commonality between 
currently selected join points.

Apply extracted patterns to new 
evolved version.

package p;  
class A { 
int f;  
//... 
void n() { 
int c = f; 

}  
}

On-the-fly Enlightenment

Insight

Ensuing Research Questions
•Can Fraglight detect broken 
pointcuts accurately?

•Can Fraglight prevent bugs?
•Are there performance trade-offs?
•How can possibly broken pointcuts 
be brought to the developer’s 
attention effectively without 
interrupting workflow?

ApproachBackground

n() 
is similar  to 

m1() and m2()but 
not captured by 

pc

Adding a New Join Point
Source CodeOK

PC

Structural 
Pattern OK

New Join Point

Display 
PC in UI

Is There Commonality?

•Compared pointcuts to patterns in 
23 AspectJ programs.

•Avg. Type I (α) error rate of 0.18.
•Avg. Type II (β) error rate of 0.16.

Display PC 
in UI

Source Code
PC

Structural 
Pattern

β

α

pc is highlighted in the user-
interface (UI) workbench as the 

developer is typing!

Bad Modularity
/* 
 * 
=====================================================
=============== 
 * 
 * The Apache Software License, Version 1.1 
 * 
 * Copyright (c) 1999 The Apache Software Foundation.  
All rights 
 * reserved. 
 * 
 * Redistribution and use in source and binary forms, 
with or without 
 * modification, are permitted provided that the 
following conditions 
 * are met: 
 * 
 * 1. Redistributions of source code must retain the 
above copyright 
 *    notice, this list of conditions and the 
following disclaimer. 
 * 
 * 2. Redistributions in binary form must reproduce 
the above copyright 
 *    notice, this list of conditions and the 
following disclaimer in 
 *    the documentation and/or other materials 
provided with the 
 *    distribution. 
 * 
 * 3. The end-user documentation included with the 
redistribution, if 
 *    any, must include the following acknowlegement: 
 *       "This product includes software developed by 
the 
 *        Apache Software Foundation (http://
www.apache.org/)." 
 *    Alternately, this acknowlegement may appear in 
the software 
itself, 
 *    if and wherever such third-party 
acknowlegements normally appear. 
 * 
 * 4. The names "The Jakarta Project", "Tomcat", and 
"Apache Software 
 *    Foundation" must not be used to endorse or 
promote products 
derived 
 *    from this software without prior written 
permission. For written 
 *    permission, please contact apache@apache.org. 
 * 
 * 5. Products derived from this software may not be 
called "Apache" 
 *    nor may "Apache" appear in their names without 
prior written 
 *    permission of the Apache Group. 
 * 
 * THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY 
EXPRESSED OR IMPLIED 
 * WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES 
 * OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 
PURPOSE ARE 
 * DISCLAIMED.  IN NO EVENT SHALL THE APACHE SOFTWARE 
FOUNDATION OR 
 * ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, 
 * SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT 
 * LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF 
 * USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 
HOWEVER CAUSED AND 
 * ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, 
STRICT LIABILITY, 
 * OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT 
 * OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF 
THE POSSIBILITY OF 
 * SUCH DAMAGE. 
 * 
=====================================================
=============== 
 * 
 * This software consists of voluntary contributions 
made by many 
 * individuals on behalf of the Apache Software 
Foundation.  For more 
 * information on the Apache Software Foundation, 
please see 
 * <http://www.apache.org/>. 
 * 
 * [Additional notices, if required by prior 
licensing conditions] 
 * 
 */ 

package org.apache.tomcat.session; 

import org.apache.tomcat.core.*; 
import org.apache.tomcat.util.StringManager; 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import javax.servlet.*; 
import javax.servlet.http.*; 

/** 
 * Core implementation of an application level 
session 
 * 
 * @author James Duncan Davidson [duncan@eng.sun.com] 
 * @author Jason Hunter [jch@eng.sun.com] 
 * @author James Todd [gonzo@eng.sun.com] 
 */ 

public class ApplicationSession implements 
HttpSession { 

    private StringManager sm = 
        
StringManager.getManager("org.apache.tomcat.session")
; 
    private Hashtable values = new Hashtable(); 
    private String id; 
    private ServerSession serverSession; 
    private Context context; 
    private long creationTime = 
System.currentTimeMillis();; 
    private long thisAccessTime = creationTime; 
    private long lastAccessed = creationTime; 
    private int inactiveInterval = -1; 
    private boolean valid = true; 

    ApplicationSession(String id, ServerSession 
serverSession, 

public void invalidate() { 
        
serverSession.removeApplicationSession(context); 

        // remove everything in the session 

        Enumeration enum = values.keys(); 
        while (enum.hasMoreElements()) { 
            String name = 
(String)enum.nextElement(); 
            removeValue(name); 
        } 

        valid = false; 
    } 

    public boolean isNew() { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        if (thisAccessTime == creationTime) { 
            return true; 
        } else { 
            return false; 
        } 
    } 
     
     
/** 
     * @deprecated 
     */ 

    public void putValue(String name, Object value) 
{ 
        setAttribute(name, value); 
    } 

    public void setAttribute(String name, Object 
value) { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        if (name == null) { 
            String msg = 
sm.getString("applicationSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        removeValue(name);  // remove any existing 
binding 

        if (value != null && value instanceof 
HttpSessionBindingListener) { 
            HttpSessionBindingEvent e = 
                new HttpSessionBindingEvent(this, 
name); 

            
((HttpSessionBindingListener)value).valueBound(e); 
        } 

        values.put(name, value); 
    } 

    /** 
     * @deprecated 
     */ 
    public Object getValue(String name) { 
        return getAttribute(name); 
    } 

    public Object getAttribute(String name) { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        if (name == null) { 
            String msg = 
sm.getString("applicationSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        return values.get(name); 
    } 

    /** 
     * @deprecated 
     */ 
    public String[] getValueNames() { 
        Enumeration e = getAttributeNames(); 
        Vector names = new Vector(); 

        while (e.hasMoreElements()) { 
            names.addElement(e.nextElement()); 
        } 

        String[] valueNames = new 
String[names.size()]; 

        names.copyInto(valueNames); 

        return valueNames; 
         
    } 

    public Enumeration getAttributeNames() { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        Hashtable valuesClone = 
(Hashtable)values.clone(); 

        return (Enumeration)valuesClone.keys(); 
    } 

package org.apache.tomcat.session; 

import org.apache.tomcat.core.*; 
import org.apache.tomcat.util.StringManager; 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import javax.servlet.*; 
import javax.servlet.http.*; 

/** 
 * Core implementation of a server session 
 * 
 * @author James Duncan Davidson 
[duncan@eng.sun.com] 
 * @author James Todd [gonzo@eng.sun.com] 
 */ 

public class ServerSession { 

    private StringManager sm = 
        
StringManager.getManager("org.apache.tomcat.ses
sion"); 
    private Hashtable values = new Hashtable(); 
    private Hashtable appSessions = new 
Hashtable(); 
    private String id; 
    private long creationTime = 
System.currentTimeMillis();; 
    private long thisAccessTime = creationTime; 
    private long lastAccessed = creationTime; 
    private int inactiveInterval = -1; 
     
    ServerSession(String id) { 
        this.id = id; 
    } 

    public String getId() { 
        return id; 
    } 

    public long getCreationTime() { 
        return creationTime; 
    } 

    public long getLastAccessedTime() { 
        return lastAccessed; 
    } 
     
    public ApplicationSession 
getApplicationSession(Context context, 
        boolean create) { 
        ApplicationSession appSession = 
            
(ApplicationSession)appSessions.get(context); 

        if (appSession == null && create) { 

            // XXX 
            // sync to ensure valid? 
             
            appSession = new 
ApplicationSession(id, this, context); 
            appSessions.put(context, 

void validate() { 
        // if we have an inactive interval, check 
to see if 
        // we've exceeded it 

        if (inactiveInterval != -1) { 
            int thisInterval = 
                (int)(System.currentTimeMillis() 
- lastAccessed) / 1000; 

            if (thisInterval > inactiveInterval) 
{ 
                invalidate(); 

                ServerSessionManager ssm = 
                    
ServerSessionManager.getManager(); 

                ssm.removeSession(this); 
            } 
        } 
    } 

    synchronized void invalidate() { 
        Enumeration enum = appSessions.keys(); 

        while (enum.hasMoreElements()) { 
            Object key = enum.nextElement(); 
            ApplicationSession appSession = 
                
(ApplicationSession)appSessions.get(key); 

            appSession.invalidate(); 
        } 
    } 
     
    public void putValue(String name, Object 
value) { 
        if (name == null) { 
            String msg = 
sm.getString("serverSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        removeValue(name);  // remove any 
existing binding 
        values.put(name, value); 
    } 

    public Object getValue(String name) { 
        if (name == null) { 
            String msg = 
sm.getString("serverSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        return values.get(name); 
    } 

    public Enumeration getValueNames() { 

; 

/** 
 * Standard implementation of the 
<b>Session</b> interface.  This object 
is 
 * serializable, so that it can be 
stored in persistent storage or 
transferred 
 * to a different JVM for distributable 
session support. 
 * <p> 
 * <b>IMPLEMENTATION NOTE</b>:  An 
instance of this class represents both 
the 
 * internal (Session) and application 
level (HttpSession) view of the session. 
 * However, because the class itself is 
not declared public, Java logic outside 
 * of the 
<code>org.apache.tomcat.session</code> 
package cannot cast an 
 * HttpSession view of this instance 
back to a Session view. 
 * 
 * @author Craig R. McClanahan 
 * @version $Revision: 1.2 $ $Date: 
2000/05/15 17:54:10 $ 
 */ 

final class StandardSession 
    implements HttpSession, Session { 

    // 
----------------------------------------
------------------- Constructors 

    /** 
     * Construct a new Session 
associated with the specified Manager. 
     * 
     * @param manager The manager with 
which this Session is associated 
     */ 
    public StandardSession(Manager 
manager) { 

        super(); 
        this.manager = manager; 

    } 

/** 
     * The last accessed time for this 
Session. 
     */ 
    private long lastAccessedTime = 
creationTime; 

    /** 
     * The Manager with which this 
Session is associated. 
     */ 
    private Manager manager = null; 

    /** 
     * The maximum time interval, in 
seconds, between client requests before 
     * the servlet container may 
invalidate this session.  A negative 
time 
     * indicates that the session should 
never time out. 
     */ 
    private int maxInactiveInterval = 
-1; 

    /** 
     * Flag indicating whether this 
session is new or not. 
     */ 
    private boolean isNew = true; 

    /** 
     * Flag indicating whether this 
session is valid or not. 
     */ 
    private boolean isValid = false; 

    /** 
     * The string manager for this 
package. 
     */ 
    private StringManager sm = 
        
StringManager.getManager("org.apache.tom
cat.session"); 

    /** 
     * The HTTP session context 
associated with this session. 
     */ 
    private static HttpSessionContext 
sessionContext = null; 

    /** 
     * The current accessed time for 
this session. 
     */ 
    private long thisAccessedTime = 
creationTime; 

     

    // 
----------------------------------------
------------- Session Properties 

    /** 
     * Set the creation time for this 
session.  This method is called by the 
     * Manager when an existing Session 
instance is reused. 
     * 
     * @param time The new creation time 
     */ 
    public void setCreationTime(long 
time) { 

        this.creationTime = time; 
        this.lastAccessedTime = time; 
        this.thisAccessedTime = time; 

    } 

    /** 
     * Return the session identifier for 
this session. 
     */ 
    public String getId() { 

        return (this.id); 

    } 

    /** 
     * Set the session identifier for 
this session. 
     * 
     * @param id The new session 
identifier 
     */ 
    public void setId(String id) { 

        if ((this.id != null) && 
(manager != null) && 
          (manager instanceof 
ManagerBase)) 
            ((ManagerBase) 
manager).remove(this); 

        this.id = id; 

        if ((manager != null) && 
(manager instanceof ManagerBase)) 
            ((ManagerBase) 
manager).add(this); 

    } 

    /** 
     * Return descriptive information 

    /** 
     * Update the accessed time information for 
this session.  This method 
     * should be called by the context when a 
request comes in for a particular 
     * session, even if the application does not 
reference it. 
     */ 
    public void access() { 

        this.lastAccessedTime = 
this.thisAccessedTime; 
        this.thisAccessedTime = 
System.currentTimeMillis(); 
        this.isNew=false; 
    } 

    /** 
     * Perform the internal processing required 
to invalidate this session, 
     * without triggering an exception if the 
session has already expired. 
     */ 
    public void expire() { 

        // Remove this session from our 
manager's active sessions 
        if ((manager != null) && (manager 
instanceof ManagerBase)) 
            ((ManagerBase) 
manager).remove(this); 

        // Unbind any objects associated with 
this session 
        Vector results = new Vector(); 
        Enumeration attrs = getAttributeNames(); 
        while (attrs.hasMoreElements()) { 
            String attr = (String) 
attrs.nextElement(); 
            results.addElement(attr); 
        } 
        Enumeration names = results.elements(); 
        while (names.hasMoreElements()) { 
            String name = (String) 
names.nextElement(); 
            removeAttribute(name); 
        } 

        // Mark this session as invalid 
        setValid(false); 

    } 

    /** 

    } 

    /** 
     * Set the <code>isNew</code> flag for this 
session. 
     * 
     * @param isNew The new value for the 
<code>isNew</code> flag 
     */ 
    void setNew(boolean isNew) { 

        this.isNew = isNew; 

    } 

    /** 
     * Set the <code>isValid</code> flag for 
this session. 
     * 
     * @param isValid The new value for the 
<code>isValid</code> flag 
     */ 
    void setValid(boolean isValid) { 

        this.isValid = isValid; 
    } 

    // 
------------------------------------------------
- HttpSession Properties 

    /** 
     * Return the time when this session was 
created, in milliseconds since 
     * midnight, January 1, 1970 GMT. 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     */ 
    public long getCreationTime() { 

        return (this.creationTime); 

    } 

    /** 
     * Return the session context with which 
this session is associated. 
     * 
     * @deprecated As of Version 2.1, this 
method is deprecated and has no 
     *  replacement.  It will be removed in a 
future version of the 
     *  Java Servlet API. 
     */ 
    public HttpSessionContext 
getSessionContext() { 

        if (sessionContext == null) 
            sessionContext = new 
StandardSessionContext(); 
        return (sessionContext); 

    } 

    // 
----------------------------------------------
HttpSession Public Methods 

    /** 
     * Return the object bound with the 
specified name in this session, or 
     * <code>null</code> if no object is bound 
with that name. 
     * 
     * @param name Name of the attribute to be 
returned 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     */ 
    public Object getAttribute(String name) { 

        return (attributes.get(name)); 

    } 

    /** 
     * Return an <code>Enumeration</code> of 
<code>String</code> objects 
     * containing the names of the objects bound 
to this session. 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     */ 
    public Enumeration getAttributeNames() { 

        return (attributes.keys()); 

    } 

    /** 
     * Return the object bound with the 
specified name in this session, or 
     * <code>null</code> if no object is bound 
with that name. 
     * 
     * @param name Name of the value to be 

* Remove the object bound with the specified name from this session.  If 
     * the session does not have an object bound with this name, this method 
     * does nothing. 
     * <p> 
     * After this method executes, and if the object implements 
     * <code>HttpSessionBindingListener</code>, the container calls 
     * <code>valueUnbound()</code> on the object. 
     * 
     * @param name Name of the object to remove from this session. 
     * 
     * @exception IllegalStateException if this method is called on an 
     *  invalidated session 
     */ 
    public void removeAttribute(String name) { 

        synchronized (attributes) { 
            Object object = attributes.get(name); 
            if (object == null) 
                return; 
            attributes.remove(name); 
            //      System.out.println( "Removing attribute " + name ); 
            if (object instanceof HttpSessionBindingListener) { 
                ((HttpSessionBindingListener) object).valueUnbound 
                    (new HttpSessionBindingEvent((HttpSession) this, name)); 
            } 
        } 

    } 

* Bind an object to this session, using the specified name.  If an object 
     * of the same name is already bound to this session, the object is 
     * replaced. 
     * <p> 
     * After this method executes, and if the object implements 
     * <code>HttpSessionBindingListener</code>, the container calls 
     * <code>valueBound()</code> on the object. 
     * 
     * @param name Name to which the object is bound, cannot be null 
     * @param value Object to be bound, cannot be null 
     * 
     * @exception IllegalArgumentException if an attempt is made to add a 
     *  non-serializable object in an environment marked distributable. 
     * @exception IllegalStateException if this method is called on an 
     *  invalidated session 
     */ 
    public void setAttribute(String name, Object value) { 

        if ((manager != null) && manager.getDistributable() && 
          !(value instanceof Serializable)) 
            throw new IllegalArgumentException 
                (sm.getString("standardSession.setAttribute.iae")); 

        synchronized (attributes) { 
            removeAttribute(name); 
            attributes.put(name, value); 
            if (value instanceof HttpSessionBindingListener) 
                ((HttpSessionBindingListener) value).valueBound 
                    (new HttpSessionBindingEvent((HttpSession) this, name)); 
        } 

    } 

    // -------------------------------------------- HttpSession Private Methods 

    /** 
     * Read a serialized version of this session object from the specified 
     * object input stream. 
     * <p> 
     * <b>IMPLEMENTATION NOTE</b>:  The reference to the owning Manager 
     * is not restored by this method, and must be set explicitly. 
     * 
     * @param stream The input stream to read from 
     * 
     * @exception ClassNotFoundException if an unknown class is specified 
     * @exception IOException if an input/output error occurs 
     */ 
    private void readObject(ObjectInputStream stream) 
        throws ClassNotFoundException, IOException { 

        // Deserialize the scalar instance variables (except Manager) 
        creationTime = ((Long) stream.readObject()).longValue(); 
        id = (String) stream.readObject(); 
        lastAccessedTime = ((Long) stream.readObject()).longValue(); 
        maxInactiveInterval = ((Integer) stream.readObject()).intValue(); 
        isNew = ((Boolean) stream.readObject()).booleanValue(); 
        isValid = ((Boolean) stream.readObject()).booleanValue(); 

        // Deserialize the attribute count and attribute values 
        int n = ((Integer) stream.readObject()).intValue(); 
        for (int i = 0; i < n; i++) { 
            String name = (String) stream.readObject(); 
            Object value = (Object) stream.readObject(); 
            attributes.put(name, value); 
        } 

    } 

    /** 
     * Write a serialized version of this session object to the specified 
     * object output stream. 
     * <p> 
     * <b>IMPLEMENTATION NOTE</b>:  The owning Manager will not be stored 
     * in the serialized representation of this Session.  After calling 
     * <code>readObject()</code>, you must set the associated Manager 
     * explicitly. 
     * <p> 
     * <b>IMPLEMENTATION NOTE</b>:  Any attribute that is not Serializable 
     * will be silently ignored.  If you do not want any such attributes, 
     * be sure the <code>distributable</code> property of our associated 
     * Manager is set to <code>true</code>. 
     * 
     * @param stream The output stream to write to 
     * 
     * @exception IOException if an input/output error occurs 
     */ 
    private void writeObject(ObjectOutputStream stream) throws IOException { 

        // Write the scalar instance variables (except Manager) 
        stream.writeObject(new Long(creationTime)); 
        stream.writeObject(id); 
        stream.writeObject(new Long(lastAccessedTime)); 
        stream.writeObject(new Integer(maxInactiveInterval)); 
        stream.writeObject(new Boolean(isNew)); 
        stream.writeObject(new Boolean(isValid)); 

        // Accumulate the names of serializable attributes 
        Vector results = new Vector(); 
        Enumeration attrs = getAttributeNames(); 
        while (attrs.hasMoreElements()) { 
            String attr = (String) attrs.nextElement(); 
            Object value = attributes.get(attr); 
            if (value instanceof Serializable) 
                results.addElement(attr); 
        } 

        // Serialize the attribute count and the  attribute values 
        stream.writeObject(new Integer(results.size())); 
        Enumeration names = results.elements(); 
        while (names.hasMoreElements()) { 
            String name = (String) names.nextElement(); 
            stream.writeObject(name); 
            stream.writeObject(attributes.get(name)); 
        } 

    } 
     
    crosscut invalidate(StandardSession s): s & (int getMaxInactiveInterval() |  
                                                 long getCreationTime() | 
                                                 Object getAttribute(String) |  
                                                 Enumeration 
getAttributeNames() | 
                                                 String[] getValueNames() | 
                                                 void invalidate() | 
                                                 boolean isNew() | 
                                                 void removeAttribute(String) | 
                                                 void setAttribute(String, 
Object)); 
     
    static advice(StandardSession s): invalidate(s) { 
        before { 
            if (!s.isValid()) 
                throw new IllegalStateException 
                    (s.sm.getString("standardSession."  
                                    + thisJoinPoint.methodName 
                                    + ".ise")); 
        } 
    } 
     
     
     
     
} 

 private long lastAccessed = creationTime; 
    private int inactiveInterval = -1; 

 void accessed() { 
        // set last accessed to thisAccessTime as it will 
be left over 
        // from the previous access 
        lastAccessed = thisAccessTime; 
        thisAccessTime = System.currentTimeMillis(); 

        validate(); 
    } 

    void validate() { 
        // if we have an inactive interval, check to see 
if we've exceeded it 
        if (inactiveInterval != -1) { 
            int thisInterval = 
                (int)(System.currentTimeMillis() - 
lastAccessed) / 1000; 

            if (thisInterval > inactiveInterval) { 
                invalidate(); 
            } 
        } 
    } 

 public long getLastAccessedTime() { 
        if (valid) { 
            return lastAccessed; 
        } else { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 
    } 

if (inactiveInterval != -1) { 
            int thisInterval = 
                (int)(System.currentTimeMillis() 
- lastAccessed) / 1000; 

            if (thisInterval > inactiveInterval) 
{ 
                invalidate(); 

                ServerSessionManager ssm = 
                    
ServerSessionManager.getManager(); 

                ssm.removeSession(this); 
            } 
        } 
    } 

 private long lastAccessedTime = creationTime; 

    /** 
     * Return the last time the client sent a 
request associated with this 
     * session, as the number of milliseconds 
since midnight, January 1, 1970 
     * GMT.  Actions that your application 

/* 
 * 
=================================================
=================== 
 * 
 * The Apache Software License, Version 1.1 
 * 
 * Copyright (c) 1999 The Apache Software 
Foundation.  All rights 
 * reserved. 
 * 
 * Redistribution and use in source and binary 
forms, with or without 
 * modification, are permitted provided that the 
following conditions 
 * are met: 
 * 
 * 1. Redistributions of source code must retain 
the above copyright 
 *    notice, this list of conditions and the 
following disclaimer. 
 * 
 * 2. Redistributions in binary form must 
reproduce the above copyright 
 *    notice, this list of conditions and the 
following disclaimer in 
 *    the documentation and/or other materials 
provided with the 
 *    distribution. 
 * 
 * 3. The end-user documentation included with 
the redistribution, if 
 *    any, must include the following 
acknowlegement: 
 *       "This product includes software 
developed by the 
 *        Apache Software Foundation (http://
www.apache.org/)." 
 *    Alternately, this acknowlegement may appear 
in the software 
itself, 
 *    if and wherever such third-party 
acknowlegements normally appear. 
 * 
 * 4. The names "The Jakarta Project", "Tomcat", 
and "Apache Software 
 *    Foundation" must not be used to endorse or 
promote products 
derived 
 *    from this software without prior written 
permission. For written 
 *    permission, please contact 
apache@apache.org. 
 * 
 * 5. Products derived from this software may not 
be called "Apache" 
 *    nor may "Apache" appear in their names 
without prior written 
 *    permission of the Apache Group. 
 * 
 * THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY 
EXPRESSED OR IMPLIED 
 * WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES 
 * OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE ARE 
 * DISCLAIMED.  IN NO EVENT SHALL THE APACHE 
SOFTWARE FOUNDATION OR 
 * ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, 
INDIRECT, INCIDENTAL, 
 * SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES 
(INCLUDING, BUT NOT 
 * LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR 
SERVICES; LOSS OF 
 * USE, DATA, OR PROFITS; OR BUSINESS 
INTERRUPTION) HOWEVER CAUSED AND 
 * ON ANY THEORY OF LIABILITY, WHETHER IN 
CONTRACT, STRICT LIABILITY, 
 * OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 
ARISING IN ANY WAY OUT 
 * OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED 
OF THE POSSIBILITY OF 
 * SUCH DAMAGE. 
 * 
=================================================
=================== 
 * 
 * This software consists of voluntary 
contributions made by many 
 * individuals on behalf of the Apache Software 
Foundation.  For more 
 * information on the Apache Software Foundation, 
please see 
 * <http://www.apache.org/>. 
 * 
 * [Additional notices, if required by prior 
licensing conditions] 
 * 
 */ 

package org.apache.tomcat.session; 

import org.apache.tomcat.core.*; 
import org.apache.tomcat.util.StringManager; 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import javax.servlet.*; 
import javax.servlet.http.*; 

/** 

public void invalidate() { 
        
serverSession.removeApplicationSession(context); 

        // remove everything in the session 

        Enumeration enum = values.keys(); 
        while (enum.hasMoreElements()) { 
            String name = 
(String)enum.nextElement(); 
            removeValue(name); 
        } 

        valid = false; 
    } 

    public boolean isNew() { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        if (thisAccessTime == creationTime) { 
            return true; 
        } else { 
            return false; 
        } 
    } 
     
     
/** 
     * @deprecated 
     */ 

    public void putValue(String name, Object value) 
{ 
        setAttribute(name, value); 
    } 

    public void setAttribute(String name, Object 
value) { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        if (name == null) { 
            String msg = 
sm.getString("applicationSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        removeValue(name);  // remove any existing 
binding 

        if (value != null && value instanceof 
HttpSessionBindingListener) { 
            HttpSessionBindingEvent e = 
                new HttpSessionBindingEvent(this, 
name); 

            
((HttpSessionBindingListener)value).valueBound(e); 
        } 

        values.put(name, value); 
    } 

    /** 
     * @deprecated 
     */ 
    public Object getValue(String name) { 
        return getAttribute(name); 
    } 

    public Object getAttribute(String name) { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        if (name == null) { 
            String msg = 
sm.getString("applicationSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        return values.get(name); 
    } 

    /** 
     * @deprecated 
     */ 
    public String[] getValueNames() { 
        Enumeration e = getAttributeNames(); 
        Vector names = new Vector(); 

        while (e.hasMoreElements()) { 
            names.addElement(e.nextElement()); 
        } 

        String[] valueNames = new 
String[names.size()]; 

        names.copyInto(valueNames); 

        return valueNames; 
         
    } 

    public Enumeration getAttributeNames() { 
        if (! valid) { 
            String msg = 
sm.getString("applicationSession.session.ise"); 

            throw new IllegalStateException(msg); 
        } 

        Hashtable valuesClone = 
(Hashtable)values.clone(); 

        return (Enumeration)valuesClone.keys(); 
    } 

package org.apache.tomcat.session; 

import org.apache.tomcat.core.*; 
import org.apache.tomcat.util.StringManager; 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import javax.servlet.*; 
import javax.servlet.http.*; 

/** 
 * Core implementation of a server session 
 * 
 * @author James Duncan Davidson 
[duncan@eng.sun.com] 
 * @author James Todd [gonzo@eng.sun.com] 
 */ 

public class ServerSession { 

    private StringManager sm = 
        
StringManager.getManager("org.apache.tomcat.se
ssion"); 
    private Hashtable values = new 
Hashtable(); 
    private Hashtable appSessions = new 
Hashtable(); 
    private String id; 
    private long creationTime = 
System.currentTimeMillis();; 
    private long thisAccessTime = 
creationTime; 
    private long lastAccessed = creationTime; 
    private int inactiveInterval = -1; 
     
    ServerSession(String id) { 
        this.id = id; 
    } 

    public String getId() { 
        return id; 
    } 

    public long getCreationTime() { 
        return creationTime; 
    } 

    public long getLastAccessedTime() { 
        return lastAccessed; 
    } 
     
    public ApplicationSession 
getApplicationSession(Context context, 
        boolean create) { 
        ApplicationSession appSession = 
            
(ApplicationSession)appSessions.get(context); 

ynchronized void invalidate() { 
        Enumeration enum = appSessions.keys(); 

        while (enum.hasMoreElements()) { 
            Object key = enum.nextElement(); 
            ApplicationSession appSession = 
                
(ApplicationSession)appSessions.get(key); 

            appSession.invalidate(); 
        } 
    } 
     
    public void putValue(String name, Object 
value) { 
        if (name == null) { 
            String msg = 
sm.getString("serverSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        removeValue(name);  // remove any 
existing binding 
        values.put(name, value); 
    } 

    public Object getValue(String name) { 
        if (name == null) { 
            String msg = 
sm.getString("serverSession.value.iae"); 

            throw new 
IllegalArgumentException(msg); 
        } 

        return values.get(name); 
    } 

    public Enumeration getValueNames() { 
        return values.keys(); 
    } 

    public void removeValue(String name) { 
        values.remove(name); 
    } 

    public void setMaxInactiveInterval(int 

; 

/** 
 * Standard implementation of the 
<b>Session</b> interface.  This object 
is 
 * serializable, so that it can be 
stored in persistent storage or 
transferred 
 * to a different JVM for distributable 
session support. 
 * <p> 
 * <b>IMPLEMENTATION NOTE</b>:  An 
instance of this class represents both 
the 
 * internal (Session) and application 
level (HttpSession) view of the session. 
 * However, because the class itself is 
not declared public, Java logic outside 
 * of the 
<code>org.apache.tomcat.session</code> 
package cannot cast an 
 * HttpSession view of this instance 
back to a Session view. 
 * 
 * @author Craig R. McClanahan 
 * @version $Revision: 1.2 $ $Date: 
2000/05/15 17:54:10 $ 
 */ 

final class StandardSession 
    implements HttpSession, Session { 

    // 
----------------------------------------
------------------- Constructors 

    /** 
     * Construct a new Session 
associated with the specified Manager. 
     * 
     * @param manager The manager with 
which this Session is associated 
     */ 
    public StandardSession(Manager 
manager) { 

        super(); 
        this.manager = manager; 

    } 

/** 
     * The last accessed time for this 
Session. 
     */ 
    private long lastAccessedTime = 
creationTime; 

    /** 
     * The Manager with which this 
Session is associated. 
     */ 
    private Manager manager = null; 

    /** 
     * The maximum time interval, in 
seconds, between client requests before 
     * the servlet container may 
invalidate this session.  A negative 
time 
     * indicates that the session should 
never time out. 
     */ 
    private int maxInactiveInterval = 
-1; 

    /** 
     * Flag indicating whether this 
session is new or not. 
     */ 
    private boolean isNew = true; 

    /** 
     * Flag indicating whether this 
session is valid or not. 
     */ 
    private boolean isValid = false; 

    /** 
     * The string manager for this 
package. 
     */ 
    private StringManager sm = 
        
StringManager.getManager("org.apache.tom
cat.session"); 

    /** 
     * The HTTP session context 
associated with this session. 
     */ 
    private static HttpSessionContext 
sessionContext = null; 

    /** 
     * The current accessed time for 
this session. 
     */ 
    private long thisAccessedTime = 
creationTime; 

     

    // 
----------------------------------------
------------- Session Properties 

    /** 
     * Set the creation time for this 
session.  This method is called by the 
     * Manager when an existing Session 
instance is reused. 
     * 
     * @param time The new creation time 
     */ 
    public void setCreationTime(long 
time) { 

        this.creationTime = time; 
        this.lastAccessedTime = time; 
        this.thisAccessedTime = time; 

    } 

    /** 
     * Return the session identifier for 
this session. 
     */ 
    public String getId() { 

        return (this.id); 

    } 

    /** 
     * Set the session identifier for 
this session. 
     * 
     * @param id The new session 
identifier 

    /** 
     * Perform the internal processing required 
to invalidate this session, 
     * without triggering an exception if the 
session has already expired. 
     */ 
    public void expire() { 

        // Remove this session from our 
manager's active sessions 
        if ((manager != null) && (manager 
instanceof ManagerBase)) 
            ((ManagerBase) 
manager).remove(this); 

        // Unbind any objects associated with 
this session 
        Vector results = new Vector(); 
        Enumeration attrs = getAttributeNames(); 
        while (attrs.hasMoreElements()) { 
            String attr = (String) 
attrs.nextElement(); 
            results.addElement(attr); 
        } 
        Enumeration names = results.elements(); 
        while (names.hasMoreElements()) { 
            String name = (String) 
names.nextElement(); 
            removeAttribute(name); 
        } 

        // Mark this session as invalid 
        setValid(false); 

    } 

    /** 

    } 

    /** 
     * Set the <code>isNew</code> flag for this 
session. 
     * 
     * @param isNew The new value for the 
<code>isNew</code> flag 
     */ 
    void setNew(boolean isNew) { 

        this.isNew = isNew; 

    } 

    /** 
     * Set the <code>isValid</code> flag for 
this session. 
     * 
     * @param isValid The new value for the 
<code>isValid</code> flag 
     */ 
    void setValid(boolean isValid) { 

        this.isValid = isValid; 
    } 

    // 
------------------------------------------------
- HttpSession Properties 

    /** 
     * Return the time when this session was 
created, in milliseconds since 
     * midnight, January 1, 1970 GMT. 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     */ 
    public long getCreationTime() { 

        return (this.creationTime); 

    } 

    /** 
     * Return the session context with which 
this session is associated. 
     * 
     * @deprecated As of Version 2.1, this 
method is deprecated and has no 
     *  replacement.  It will be removed in a 
future version of the 
     *  Java Servlet API. 
     */ 
    public HttpSessionContext 
getSessionContext() { 

        if (sessionContext == null) 
            sessionContext = new 
StandardSessionContext(); 
        return (sessionContext); 

    } 

    // 
----------------------------------------------
HttpSession Public Methods 

    /** 
     * Return the object bound with the 
specified name in this session, or 
     * <code>null</code> if no object is bound 
with that name. 
     * 
     * @param name Name of the attribute to be 
returned 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     */ 
    public Object getAttribute(String name) { 

        return (attributes.get(name)); 

    } 

    /** 
     * Return an <code>Enumeration</code> of 
<code>String</code> objects 
     * containing the names of the objects bound 
to this session. 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     */ 
    public Enumeration getAttributeNames() { 

        return (attributes.keys()); 

    } 

    /** 
     * Return the object bound with the 
specified name in this session, or 
     * <code>null</code> if no object is bound 
with that name. 
     * 
     * @param name Name of the value to be 
returned 
     * 
     * @exception IllegalStateException if this 
method is called on an 
     *  invalidated session 
     * 
     * @deprecated As of Version 2.2, this 
method is replaced by 
     *  <code>getAttribute()</code> 
     */ 

* Remove the object bound with the specified name from this session.  If 
     * the session does not have an object bound with this name, this method 
     * does nothing. 
     * <p> 
     * After this method executes, and if the object implements 
     * <code>HttpSessionBindingListener</code>, the container calls 
     * <code>valueUnbound()</code> on the object. 
     * 
     * @param name Name of the object to remove from this session. 
     * 
     * @exception IllegalStateException if this method is called on an 
     *  invalidated session 
     */ 
    public void removeAttribute(String name) { 

        synchronized (attributes) { 
            Object object = attributes.get(name); 
            if (object == null) 
                return; 
            attributes.remove(name); 
            //      System.out.println( "Removing attribute " + name ); 
            if (object instanceof HttpSessionBindingListener) { 
                ((HttpSessionBindingListener) object).valueUnbound 
                    (new HttpSessionBindingEvent((HttpSession) this, name)); 
            } 
        } 

    } 

* Bind an object to this session, using the specified name.  If an object 
     * of the same name is already bound to this session, the object is 
     * replaced. 
     * <p> 
     * After this method executes, and if the object implements 
     * <code>HttpSessionBindingListener</code>, the container calls 
     * <code>valueBound()</code> on the object. 
     * 
     * @param name Name to which the object is bound, cannot be null 
     * @param value Object to be bound, cannot be null 
     * 
     * @exception IllegalArgumentException if an attempt is made to add a 
     *  non-serializable object in an environment marked distributable. 
     * @exception IllegalStateException if this method is called on an 
     *  invalidated session 
     */ 
    public void setAttribute(String name, Object value) { 

        if ((manager != null) && manager.getDistributable() && 
          !(value instanceof Serializable)) 
            throw new IllegalArgumentException 
                (sm.getString("standardSession.setAttribute.iae")); 

        synchronized (attributes) { 
            removeAttribute(name); 
            attributes.put(name, value); 
            if (value instanceof HttpSessionBindingListener) 
                ((HttpSessionBindingListener) value).valueBound 
                    (new HttpSessionBindingEvent((HttpSession) this, name)); 
        } 

    } 

    // -------------------------------------------- HttpSession Private Methods 

    /** 
     * Read a serialized version of this session object from the specified 
     * object input stream. 
     * <p> 
     * <b>IMPLEMENTATION NOTE</b>:  The reference to the owning Manager 
     * is not restored by this method, and must be set explicitly. 
     * 
     * @param stream The input stream to read from 
     * 
     * @exception ClassNotFoundException if an unknown class is specified 
     * @exception IOException if an input/output error occurs 
     */ 
    private void readObject(ObjectInputStream stream) 
        throws ClassNotFoundException, IOException { 

        // Deserialize the scalar instance variables (except Manager) 
        creationTime = ((Long) stream.readObject()). 
        isValid = ((Boolean) stream.readObject()).booleanValue(); 

        // Deserialize the attribute count and attribute values 
        int n = ((Integer) stream.readObject()).intValue(); 
        for (int i = 0; i < n; i++) { 
            String name = (String) stream.readObject(); 
            Object value = (Object) stream.readObject(); 
            attributes.put(name, value); 
        } 

    } 

    /** 
     * Write a serialized version of this session object to the specified 
     * object output stream. 
     * <p> 
     * <b>IMPLEMENTATION NOTE</b>:  The owning Manager will not be stored 
     * in the serialized representation of this Session.  After calling 
     * <code>readObject()</code>, you must set the associated Manager 
     * explicitly. 
     * <p> 
     * <b>IMPLEMENTATION NOTE</b>:  Any attribute that is not Serializable 
     * will be silently ignored.  If you do not want any such attributes, 
     * be sure the <code>distributable</code> property of our associated 
     * Manager is set to <code>true</code>. 
     * 
     * @param stream The output stream to write to 
     * 
     * @exception IOException if an input/output error occurs 
     */ 
    private void writeObject(ObjectOutputStream stream) throws IOException { 

        // Write the scalar instance variables (except Manager) 
        stream.writeObject(new Long(creationTime)); 
        stream.writeObject(id); 
        stream.writeObject(new Long(lastAccessedTime)); 
        stream.writeObject(new Integer(maxInactiveInterval)); 
        stream.writeObject(new Boolean(isNew)); 
        stream.writeObject(new Boolean(isValid)); 

        // Accumulate the names of serializable attributes 
        Vector results = new Vector(); 
        Enumeration attrs = getAttributeNames(); 
        while (attrs.hasMoreElements()) { 
            String attr = (String) attrs.nextElement(); 
            Object value = attributes.get(attr); 
            if (value instanceof Serializable) 
                results.addElement(attr); 
        } 

        // Serialize the attribute count and the  attribute values 
        stream.writeObject(new Integer(results.size())); 
        Enumeration names = results.elements(); 
        while (names.hasMoreElements()) { 
            String name = (String) names.nextElement(); 
            stream.writeObject(name); 
            stream.writeObject(attributes.get(name)); 
        } 

    } 
     
    crosscut invalidate(StandardSession s): s & (int getMaxInactiveInterval() |  
                                                 long getCreationTime() | 
                                                 Object getAttribute(String) |  
                                                 Enumeration 
getAttributeNames() | 
                                                 String[] getValueNames() | 
                                                 void invalidate() | 
                                                 boolean isNew() | 
                                                 void removeAttribute(String) | 
                                                 void setAttribute(String, 
Object)); 
     
    static advice(StandardSession s): invalidate(s) { 
        before { 
            if (!s.isValid()) 
                throw new IllegalStateException 
                    (s.sm.getString("standardSession."  
                                    + thisJoinPoint.methodName 
                                    + ".ise")); 
        } 
    } 
     
     
     
     
} 

•Some program 
modules tend to 
affect many other 
modules.

•Such modules 
implement 
crosscutting 
concerns (CCCs).

•Code is scattered 
and tangled.

Message 
encryption is 

an example since 
many parts of a 
program involve 

security

Good Modularity

Aspects 
allow code to 
be localized 
into a single 

module

•Aspect-Oriented 
Programming 
enables localized 
implementations of 
CCCs.

•Pointcuts select 
(join) points in the 
program where a 
CCC applies.

•Code (advice) is 
executed at those 
points.

Message Encryption 
A pointcut (pc) may designate 

that:
all modules whose name 

begins with “send” must have 
their messages encrypted.

• Requires manually identifying 
all broken pointcuts.

• Manually identifying all broken 
pointcuts is:
• tedious, 
• time-consuming, 
• error-prone, and 
• omission-prone 

  when there are many pointcuts! 

Fixing Broken Pointcuts
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